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Saved NEO/ITv2 Panel Configuration is Missing
Information in Almost Every Field
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Problem

Occasionally, customers have reported that after saving their CCure9000 NEO \
ITv2 Panel configuration, they find that almost all of the fields are empty when they
open the panel configuration up afterwards, as in the two ITv2 Panel configuration
examples illustrated below. Additionally, the configured ITv2 Panel won't come
online and communicate. Note that it isn't possible to intentionally configure and
save ITv2 Panel configurations in this condition.

i Neo Panel - MyNEO |LI_:'__-
|l Save and Close
Name: |m |
Description: 12345678123456731234567812345678 A
[v] Enabled Partition: Default

[] Maintenance Mode

| Corfiguration | Late To Open Cortrol | Panel Information | Status | Users | Triggers | Vitual Zones | State images |

Panel Type: | Neo

Panel Account Number: l l

Access Code: [ ]

Connection Type: | TCP

Host IP Address: l I

Alarm Port: lO l

Installer Code: [ ]

[] Encryption
Local Encryption Key

Remote Encryption Key

Time Zone [(GMT¢01:DD) Belgrade, Bratislava, Budapest, Ljub”
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I ITV2Panel - CANATB-DSCNeo — X

A Seve and Close

Name: |

Descripbon: [123456721234567812345672123456 78

£ Enabled Partiti CA- TORONTO GTA)
[C] Maintenance Mode

Corfigurmon  Late To Opan Cortrsl  Panel formation  Ratus  User  Togges  Vimual Zoces  State mages

Panel Type: l\
Panel Account Number 2.3

Access Code
Connection Type
Hos!t IP Address
Alarm Port
Instalier Code
[C] Encryption
Local Em ryplion Key
Remota Encryplion Key

Time Zone |GMT-0500) Easter Time (US & Canada) [Defs.

Additional Symptom:

A Windows APPLICATION Event Viewer error like the one illustrated below which will
be generated each time you attempt to save the NEO \ ITV2 Panel configuration.
(note that the APPLICATION Event Viewer error will reference either "NEO" or "ITv2",
depending on which version of the integration you're currently running). “This
iImplementation is not part of the Windows Platform FIPS validated
cryptographic algorithms.”
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Application

Number of events: 681

Date and Time

0

9/10/2020 11:23:23 AM 0

L g ST 2020 T2 ToZ &N 0

@ Information ~ 9/10/2020 11:20:36 AM apC Driver Service 0
0 Error 9/10/2020 11:20:36 AM TSP.Intrusion.Service.NeoDriver 0 None
les Lo 0 Error 9/10/2020 11:20:36 AM TSP.Intrusion.Service.NeoDriver 0 None
0 Error 9/10/2020 11:20:36 AM TSP.Intrusion.Service.NeoDriver 0 None
o Error 9/10/2020 11:20:35 AM TSP.Intrusion.Service.NeoDriver 0 None
/A Warning 9/10/2020 11:20:34 AM TSP.Intrusion.Service.NeoDriver 0 None

ml £ +1 LA0000 11,2024 ARA Lieal LTSS N n_Al

Event 0, Neo Client: Dscltv2PanelEditor.Saving()
General | Details

This implementation is not part of the Windows Platform FIPS validated cryptographic algorithms.

The root cause of this problem is that the System Cryptography Security Policy is
enabled on the CCure9000 PC. To resolve this problem, disable the System
Cryptography Security Policy as illustrated in the image below. Then, stop and restart
the CCure9000 CROSSFIRE Services.

i File Action

View Help

e 2[E] XE 5|

| Security Settings
|| 55 Security Setting

|

| Policy
i‘ b [ 4 Account Policies

|

|

[

1) Network security: Minimum session security for NTLM SSP based (including secure RPC) clients
(2 Network security: Minimum session security for NTLM SSP based (including secure RPC) servers

Security Setting
Require 128-bit encrypti...

4 [ 4 Local Policies Require 128-bit encrypti...

} 1 Network security: Restrict NTLM: Add remote server exceptions for NTLM authentication Not Defined
h J 1] Network security: Restrict NTLM: Add server exceptions in this domain Not Defined
i 7 1i2) Network security: Restrict NTLM: Audit Incoming NTLM Traffic Not Defined
| » [ Windows Firewall with Advanced Sect | 71 et ork security: Restrict NTLM: Audit NTLM authentication in this domain Not Defined
ll [ Network List Manager Policies 1) Network security: Restrict NTLM: Incoming NTLM traffic Not Defined
b [l Software Restriction Policiés 12z) Network security: Restrict NTLM: NTLM authentication in this domain Not Defined
b ;J Application Control Policies 1 Network security: Restrict NTLM: Outgoing NTLM traffic to remote servers Not Defined

b 3 IP Security Policies on Local Compute 14| Recovery console: Allow automatic administrative logon Disabled

b [ Advanced Audit Policy Configuration|| Recovery console: Allow floppy copy and access to all drives and all folders Disabled

| Shutdown: Allow system to be shut down without having to log on Disabled

1) Shutdown: Clear virtual memory pagefile Disabled

il oy L ey hacctossilenih

" hMet-Defined
TRSOGRERY Geeay Y

Ry
Y

Disabled
Enabled
Enabled

58] System cryptography: Use FIPS compliant algorithms for encryption, hashing, and signing

1 System obje
lii;| System objects: Strengthen default permissions of internal system objects (e.g. Symbolic Links)
li1s| System settings: Optional subsystems

EqUIre Case INsensitivi

b =] Public Key Policies

Afterwards, it'll be possible to correctly save the NEO \ ITv2 Panel configurations and
all of the fields will remain intact and populated.
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If you have any questions regarding this Knowledge article, please contact Technical Support.

North America & Latin America:

Toll Free: 1-800-507-6268 (option 3, 1) or 1-800-392-2873 (option 3, 1)
Hours: 8 AM — 8 PM Eastern

Access Technical Support: Access-support@jci.com

License Inquiries: ccurelicense@tycoint.com

EMEA:

Toll Free: 800-2255 8926

Direct: +31 475 352 722

Hours: 8 am to 6 pm CET

Access Technical Support: Access-support@jci.com
License Inquiries: sp-licensing-support@jci.com

Asia/Pacific:

Toll free: +800-2255 8926

Direct: +91-80-4199-0994

Hours: 9am to 6pm CST (China Time) and 9am to 7pm IST (India Time)
Access Technical Support: Access-support@jci.com

License Inquiries: sp-licensing-support@jci.com

Complete Support Contact List

Information furnished by Johnson Controls is believed to be accurate and reliable. However, no responsibility is assumed by
Johnson Controls for its use, nor any infringements of other rights of third parties which may result from its use. No license is
granted by implications or otherwise under any patent rights of Johnson Controls.

© 2022 Johnson Controls. All Rights Reserved.

Johnson Controls and the product names listed above are marks and/or registered marks. Unauthorized use is strictly
prohibited. Product offerings and specifications are subject to change without notice. Actual products may vary from photos. Not
all products include all features. Availability varies by region; contact your sales representative.
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