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Overview
C•CURE Go Reader is a mobile security solution that validates personnel credentials and performs roll calls during
an emergency. The C•CURE Go Reader Android app is available on an all-in-one Android device with an embedded
read head, such as the Coppernic Access-ER or Coppernic C-One². It also can be installed on an Android mobile
device and paired with a Serialio idChamp card reader with BLE or SPP mode support, an rfIDEAS WaveID® Nano
USB-C reader, or a MagTek iDynamo 6 USB-C reader.
You can use the Go Reader to:

• Control check points.
• Manage swipe access.
• Collect card swipe GIS geographical location for display on a C•CURE 9000 workstation map.
Figure 1 shows the components of the C•CURE Go Reader mobile security solution for Android devices.
Figure 2 shows the components of the C•CURE Go Reader mobile security solution for Access ER and C-One²
devices.
See C•CURE Go Reader tested on Android devices for information on the Go Reader 3.00 components.

Figure 1: C•CURE Go Reader components for Android devices

Table 1: C•CURE Go Reader components for Android devices
Callout Component
1 C•CURE 9000 Application Server running Internet Information Services (IIS) and victor Web Services
2 C•CURE 9000 Database Server
3 Android device running C•CURE GoReader app
4 Serialio idChamp HS3 card reader, rf IDEAS WaveID® Nano USB-C reader, or MagTek iDynamo 6 USB-

C reader.
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Figure 2: C•CURE Go Reader components for C-One² devices

Table 2: C•CURE Go Reader components for Access-ER and C-One² devices
Callout Component
1 C•CURE 9000 Application Server running Internet Information Services (IIS) and victor Web Services
2 C•CURE 9000 Database Server
3 Access-ER or C-One² device

Use C•CURE Go Reader for the following:

• Configuring and managing C•CURE Go Reader doors:
- Configuring a Serialio idChamp RS3 reader, see Serialio idChamp RS3 configuration sequence.
- Configuring an rfIDEAS WaveID Nano USB-C reader, see Configuring Wave ID Nano USB-C reader.
- Configuring a MagTek iDynamo 6 USB-C reader, see Configuring MagTek card formats on the Go Reader

editor.
- Configuring card formats for Serialio idChamp RS3 reader, see Configure card formats in the Serialio

idChamp RS3 reader.
- Enabling or disabling reader modes and options, see Go Reader editor tasks.
- View the status of devices that you are using with the Go Reader app, see C•CURE Go device editor.

• Validating personnel credentials:
- Downloading and installing the C•CURE Go Reader app on Android devices, see Downloading and installing

the C•CURE Go Reader app on C-ONE² and Android devices.
- View card access status on Android devices when a card is swiped, see C•CURE Go Reader screen.

• Activating facility code validation, see Activating facility code validation.
• Enabling and viewing GIS location in card swipe journal messages, see View GIS location in card swipe journal

message.
• Determining the number of missing personnel in an area:

- Viewing roll call, see Roll call.
- Viewing a list of roll call areas that have missing personnel, see Area information screen.
- Viewing a list of missing personnel in each roll call area, see Viewing personnel in a missing area.
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- Setting the maximum personnel for roll call display, see Setting the maximum personnel for roll call display.
• Monitoring and managing check-in and check-out of personnel at doors with check point:

- Activating check point, see Activating check point.
- Creating a check point, see Creating a check point.
- Activating check-in and check-out modes, see Activating check in mode.
- Activating validation mode, see Activating validation mode.
- Removing personnel when validation mode is activated, see Removing personnel when validation mode is

activated.
- Checking in personnel when validation mode is activated, see Checking in personnel when validation mode

is activated.
- Viewing personnel in filter mode, see View personnel in filter mode.
- Downloading and saving check point personnel lists into a PDF file, see Downloading personnel lists for

check point.
• Randomly screening personnel at doors, see Go Reader editor.
• Selecting custom fields for roll call and swipe and show, see Adding a custom data field for swipe and roll call.
• Impersonating doors:

- Activate door impersonation mode and select a door to impersonate, see Impersonating a door.
- Viewing card swiping with door impersonation enabled, see Impersonate a door using the Go Reader app.

• Enforcing timed anti-passback:
- Activating timed anti-passback, see Activating timed anti-passback.
- Swiping cards with timed anti-passback on the GoReader app, see Card swiping with timed anti-passback

on the Go Reader app.
• Manually mustering personnel:

- Activate the manual mustering feature, see Activating manual mustering.
- Muster a person who does not have access to their card, see Manual mustering with roll call.
- Activate the offline mustering feature, see Activating offline mustering.

• Re-synchronizing data from the C•CURE 9000 system to the C•CURE Go Reader device manually, see
Synchronizing the C•CURE Go Reader from the C•CURE Go Reader device.

• Configuring C•CURE event triggers based on reader activation state and synchronization status, see
Configuring triggers and events.

Considerations for Access-ER and C-One² devices
Coppernic designs, produces, and deploys professional mobile devices of control and global mobility technologic
solutions combining hardware, software, and analysis and data management. Where necessary, this user guide
describes additional concepts and procedures that are required to use the C•CURE Go Reader app on Coppernic
Access-ER and C-One² Android hand-held devices.
You can use the C•CURE Go Reader app with the following models of the Access-ER and C-One² Android handheld
units.

• Access-ER with HID-CK OMNIKEY 5127 read head with HF and LF cards, including iCLASS and Seos.
• C-One² with the ASK read head. HF cards are used for special circumstances.
• C-One² with the HID SE3200 MK2 read head with HF and LF cards, including iCLASS and Seos. This is the

standard model for most applications. The part number is COP-C2-1710082.
For more information about the components of the C•CURE Go Reader mobile security solution for Access-ER and
C-One² devices, see C•CURE Go Reader tested on Access-ER and C-One² devices.
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Compatibility and connectivity
The C•CURE Go Reader app connects to a C•CURE 9000 system. The C•CURE 9000 Enterprise architecture is
supported, however, the Go Reader server integration is not directly installed on the Master Application Server
(MAS). See Use Go Reader in an enterprise environment for more details.
You might need to install a third-party application to your Android device to establish a VPN connection to your
server. You can also use a separate mobile device as a portable Wi-Fi hotspot to create a connection between your
C•CURE Go Reader device and the server. If you are connecting through a Wi-Fi connection, you must be on the
same network as your C•CURE 9000 Server.

Note: The C•CURE Go Reader app is supported on Android 8.0 and later. It is not supported on Apple iOS,
Windows Phone and the Windows desktop operating systems.

Note: Wi-Fi Protected Access (WPA) is a security certification that secures wireless computer networks on
Android devices. WPA2-Enterprise and WPA3-Enterprise offer a high level of security control as they both
use an 802.1X server for authentication. WPA2-Enterprise certification is used on older devices and WPA3-
Enterprise certification on newer devices. This does not impact use of the Go Reader application or Go Reader
Driver Services application.

Note: If the IP address of the C•CURE 9000 system changes, a full synchronization of the unit is required.

For more information about creating VPN and Wi-Fi connections, see Creating connections.

Licensing
The number of Android C•CURE Go Reader devices that you can simultaneously connect to your C•CURE 9000
server is determined by your C•CURE 9000 license. Two items are required:

• C•CURE Go Reader count.
• victor Web Service counts each connection between the Android C•CURE Go Reader device and the C•CURE

9000 server.
Figure 3 shows a license with a maximum of 5 C•CURE Go Reader devices that can be connected.
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Figure 3: License with 5 C•CURE Go Reader devices

C•CURE Go Reader device hardware requirements
The following hardware is required for C•CURE Go Reader:

• An Android mobile device with:
- Android operating system 8.1 (Oreo) with API 25 or later.
- Minimum storage of 8GB or 16 GB depending on your system size.
- Minimum RAM of 2GB.

• A Serialio RS3 BLE reader with BLE and SPP support, rf IDEAS WaveID USB-C Nano reader, or MagTek iDynamo
6 USB-C reader if using an Android device.

Note: Software House is not responsible for any instability of the Go Reader connection due to customer’s
unstable wireless network or of the Android tablet devices. Consult with your network administrator or the
Android tablet provider in this type of connection issue.

MagTek iDynamo 6 card reader
The C•CURE Go Reader app uses a iDynamo 6 USB-C card reader to read magnetic stripe cards and to determine
the number of absent personnel in an area during an emergency.

Wave ID Nano USB-C card reader
The C•CURE Go Reader app uses a Wave ID Nano USB-C card reader to read card swipes and to determine the
number of absent personnel in an area during an emergency.

15C•CURE 9000 v3.10 Go Reader User Guide

Overview



Serialio idChamp RS3 card reader
The C•CURE Go Reader app uses a Serialio RS3 BLE card reader with bluetooth connectivity to read card swipes and
to determine the number of absent personnel in an area during an emergency.

C•CURE Go Reader tested on Android devices
C•CURE Go Reader has been tested on the following mobile phones with Android v8.0, v10, v12, v13, v14, and v15:
• Google Pixel 6
• Google Pixel 7
• Google Pixel 7 Pro
• Samsung Galaxy S21
• Google Pixel 9
• Google Pixel 9 Pro
For more information on testing C•CURE Go Reader on Access-ER and C-One² devices, see C•CURE Go Reader
tested on Access-ER and C-One² devices.

Note: The C•CURE Go Reader application does not support landscape orientation mode.

Figure 4: Go Reader components for Android

C•CURE Go Reader tested on Access-ER and C-One² devices
C•CURE Go Reader has been tested on the following with Android v8.0, v8.1, and v10.0:
• Access-ER device with HID read head.
• C-One² device with HID read head and ASK read head.

Note: The C•CURE Go Reader application does not support landscape orientation mode.

Figure 5: Go Reader components for Access-ER and C-One²
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Installation
This chapter contains instructions for installing C•CURE Go Reader driver, downloading and installing the C•CURE
Go Reader app to your Android device, and connecting your device to the C•CURE 9000 server.

C•CURE Go Reader setup checklist
To install the Go Reader driver and application, you must complete the following procedures.

Setting up the Go Reader app and reader
If you are using the Access-ER device, complete the following:
• Connect CopperApps to the Johnson Controls repository. See Setting up CopperApps on Access-ER.
• Ensure the Barcode Manager and Core Services are installed and running the most recent version. See

Installing and updating barcode manager on Access-ER and Installing and updating Core Services on Access-
ER.

• Download and configure the Go Reader app. See Downloading the Go Reader app on Access-ER devices and
Configuring the Go Reader app on Access-ER devices for more information.

If you are using the C-ONE² device, complete the following:

• Download and install the C•CURE Go Reader app from the Google Play Store. See Downloading and installing
the C•CURE Go Reader app on C-ONE² and Android devices for more information.

Note: Check the compatibility matrix in the Go Reader release notes to ensure you are downloading the
correct version of Go Reader before proceeding with installation.

• In the Go Reader app, tap Settings > Advanced > ENABLE to activate diagnostic information. Logs are saved in
mobile device storage, GoReader-Logs/Date.log.

If you are using an Android device with a Serialio reader, complete the following:

• Download and install the C•CURE Go Reader app from the Google Play Store. See Downloading the C•CURE Go
Reader .apk file from Google Play Store for more information.

• Configure Serialio device so it can communicate with the C•CURE Go Reader. See Serialio idChamp RS3
configuration sequence.

If you are using an Android device with a rfIdeas reader, complete the following:

• Download and install the C•CURE Go Reader app from the Google Play Store. See Downloading the C•CURE Go
Reader .apk file from Google Play Store for more information.

• Configure rfIdeas device so it can communicate with the C•CURE Go Reader. See WAVE ID Nano configuration
sequence.

If you are using an Android device with a MagTek reader, complete the following:

• Download and install the C•CURE Go Reader app from the Google Play Store. See Downloading the C•CURE Go
Reader .apk file from Google Play Store for more information.

• Configure the C•CURE Go Reader app on the MagTek device. See MagTek iDynamo 6 configuration sequence
for more information.

Setting up the C•CURE 9000 target system
• Ensure that the .NET Framework 3.5 is installed on C•CURE server.
• Ensure victor Web Service is installed on the C•CURE 9000 target system. See Pre-requisites for installing the

C•CURE Go Reader driver and Troubleshooting.
• Log on with the C•CURE Go Reader app. See Launching the C•CURE Go Reader app.
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• Type the IP address of the system where victor Web Service is hosted. Ensure that the operator is shown in the
Currently Active Connections list. If the operator is not shown, check the victor Web Service log file  ..\Tyco
\victorWebServices\victorWebSite\Logs.

• Activate MSMQ features:
a. Navigate to Control Panel > Programs >  Programs and Features > Turn Windows features on or off.
b. Select the Microsoft Message Queue (MSMQ) Server check box.
c. Click OK.

• Ensure that Go Reader Driver service is listed in the Server Configuration Application. See Troubleshooting for
more information.

• In SQL Server Management Studio, navigate to the Tables folder in the ACVSCore database. Ensure that the
following Go Reader specific database tables are listed:
- dbo.BarcodeDataFields
- dbo.GoDevice
- dbo.GoReader
- dbo.GoReaderAreaLink
- dbo.GoReaderCardFormatLink
- dbo.GoReaderCheckPoint
- dbo.GoReaderDesfireSettings
- dbo.GoReaderDoorAssociation
- dbo.GoReaderFacilityCodeLink
- dbo.GoReaderMagTekSettings
- dbo.GoReaderMiFareSettings
- dbo.GoReaderReaderObject
- dbo.NotificationMessages

- Note: victor Web Service and GoReader driver service interact through the Go Reader Crossfire
component (TSP.GoReader.ServiceRequest.dll).

• Activate Go Reader diagnostic switch as shown in Activating Go Reader diagnostic switch. The log file can be
found in ...Tyco\CrossFire\Logging.

• Ensure that a valid license is applied to Crossfire Services.
• Ensure that the user has permission to connect to the database.

Activating Go Reader diagnostic switch
Activate the Go Reader diagnostic switch to capture Go Reader logs. Ensure you complete these steps under the
supervision of technical support.

1. In the Server Configuration application, click the Diagnostics tab.

Note: If there is no Diagnostics tab, click the top right corner of the Server Configuration Application
five times. The Diagnostics tab appears.

2. Click Connect.
3. In the Switches Filter field, type GoReader Driver.
4. Click the GoReader Driver switch four times, until it becomes green in color. You can now see logs.
5. When you have completed troubleshooting, click the GoReader Driver switch two times, until it becomes red

in color again.
6. Click Disconnect.
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C•CURE Go Reader integration installation checklist
Note: Before you complete these steps, you must install the Go Reader driver on the C•CURE 9000 server and
C•CURE client machines. For more information, see Installing the C•CURE Go Reader driver.

Before you install or upgrade the Go Reader driver, complete these steps:
1. Ensure the user has Administrator rights on the C•CURE 9000 target system.
2. When User Account Control appears, click Yes for the Go Reader driver installation to make changes to the

C•CURE 9000 target system.

Reporting installation failure
You can view installation logs to share when reporting installation failure. Complete these steps to prepare for
reporting installation failure:

Note: For Android devices, complete the following procedure. For C-One² devices, complete the procedure in
Reporting installation failure for C-One² devices.

1. Install the Go Reader Integration driver.
2. Click on the View tab of the File Explorer of the C: drive.
3. Select the Hidden item check box. The Program Data folder is partially visible.
4. Double-click the Program Data folder.
5. Navigate to C:\ProgramData\Tyco\InstallerTemp.
6. Locate the C-CURE GO_Reader_YYYYMMDDTimeStamp compressed zipped folder.
7. Capture a screenshot of the error message that displays on the Go Reader Installation wizard, if any.
8. From the Start menu, search for the Event Viewer program. Open Event Viewer.
9. Navigate to Event Viewer(Local)/Windows Logs/Application. Any errors from the installation

process appear in the Application list.

Reporting installation failure for C-One² devices
You can view installation logs to share when reporting installation failure. Complete these steps to prepare for
reporting installation failure:

1. From the Start menu, search for the Run program. Click Run.
2. In the Open field, type %temp% . Click OK.

The installation logs are located in the zip file named C-CURE GoReader_YYYYMMDD, where YYYYMMDD is the
date and time the log is created.

3. Capture a screenshot of the error message that displays on the Go Reader Installation wizard, if any.
4. From the Start menu, search for the Event Viewer program. Open Event Viewer.
5. Navigate to Event Viewer(Local)/Windows Logs/Application. Any errors from the installation

process appear in the Application list.

C•CURE Go Reader installation and configuration sequence
Table 3 explains the installation and configuration sequence for the C•CURE Go Reader.
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Table 3: C•CURE GoReader installation and configuration sequence
Step Task See
1. Install the C•CURE 9000 driver on your C•CURE 9000 target

system.
Installing the C•CURE Go Reader driver

2. Download and install the C•CURE GoReader app to your
Android device.

Downloading and installing the C•CURE
Go Reader app on C-ONE² and Android
devices

3. Optional: Configure the Serialio idChamp RS3 card reader to
process card swipes and to communicate with the Android
device.
Follow the instructions in the Serialio idChamp RS3
configuration sequence.

Serialio idChamp RS3 configuration
sequence

4. Optional: Configure the Wave ID Nano USB-C card reader to
process card swipes and to communicate with the Android
device.
Follow the instructions in the Wave ID Nano USB-C
configuration sequence.

WAVE ID Nano configuration sequence

5. Optional: Configure the MagTek iDynamo 6 USB-C card reader
to process card swipes and to communicate with the Android
device.
Follow the instructions in the MagTek iDynamo 6 USB-C
configuration sequence.

MagTek iDynamo 6 configuration
sequence

6. Connect your Android device to the C•CURE 9000 server. Creating connections
7. Launch the C•CURE Go Reader app on the Android device. Launching the C•CURE Go Reader app
8. Activate the C•CURE Go Reader on the C•CURE 9000

Administration Station.
Activating the Go Reader

9. Use the Go Device editor in the C•CURE 9000 Administration
Station to:
• Name and describe the Android device the C•CURE Go

Reader app is installed on.
• View general and status information about the device.

C•CURE Go device editor

10. Use the Go Reader editor in the C•CURE 9000 Administration
Station to configure C•CURE Go Reader settings and modes.

Go Reader editor tasks

Installing the C•CURE Go Reader driver
This section provides pre-requisites and instructions to install the C•CURE Go Reader Driver on the C•CURE 9000.

Pre-requisites for installing the C•CURE Go Reader driver
Ensure the following pre-requisites before installing the C•CURE Go Reader driver:

• C•CURE 9000 v2.90 or higher is installed on a 64-bit operating system.
• victor Web Service is installed and licensed on the target system. Use the C•CURE 9000 Unified Installer

Dashboard to install victor Web Service. For more information, refer to the C•CURE 9000 Installation and Upgrade
Guide.

• victor Web Service version is the same as the Crossfire version.
• Ports 443 or 80 must be open and available. Port 443 is used for secure log on and port 80 is used for non-

secure log on.
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Note: To activate Windows Firewall and add ports for Windows 8.1, Windows 2008 R2, or Windows Server
2012 R2 operating systems, refer to the Microsoft Help and Support Webpages. You must be logged on as an
administrator to perform the necessary procedures.

Note: Go Reader activities do not display on a remote client Monitoring Station if the Go Reader driver is not
installed on a remote client. Install the Go Reader driver on the remote client system to show all Go Reader
activities on a remote client.

Downloading the C•CURE Go Reader driver
You can download the C•CURE Go Reader driver from the Software House website, http://www.swhouse.com/.
You must logon to the Software House website to download the C•CURE Go Reader driver. If you do not have an
account, you must create one.

1. Navigate to http://www.swhouse.com/.
2. Select Software Downloads, then select Connected Partner Program.
3. From the list, select C•CURE GoReader.
4. Select the C•CURE Go Reader driver version from the right side of the page.
5. Unzip the files to a folder on your local machine, or on a shared network drive.

Installing the C•CURE Go Reader driver on a remote client
Complete the following steps to install the C•CURE Go Reader driver on a remote client.

1. Open the Go Reader Integration installer.
2. On the Welcome to C-CURE 9000 GoReader Setup Wizard, click Next.
3. Select I accept the terms in the License Agreement in the EULA, then click Install.
4. Click Finish.

Note: By default, the option Open Log file after pressing Finish is not selected in the Go Reader Setup
screen. Click to open the log file after clicking Finish.

Note: There is no Start Crossfire Service after pressing Finish if you install Go Reader on a remote
client.

Installing the C•CURE Go Reader driver on a C•CURE server configured with local victor
Web Service
If your target system is configured with local victor Web Service (vWS), complete the following steps to install the
C•CURE Go Reader driver on a server.

1. Open the Go Reader Integration installer.
2. On the Welcome to C-CURE 9000 GoReader Setup Wizard, click Next
3. Select I accept the terms in the License Agreement in the EULA, then click Next.

Note: If the CrossFire Framework Service is not running, the installation aborts with this message
Installation aborted: To restart the installation run the CrossFire Service. Click
Finish and start the CrossFire services.

4. On the Victor Web Service Details screen, select Yes. See Figure 7.
5. Click Next. The message CrossFire services will be stopped appears. Click OK.
6. Click Install to confirm the C•CURE GoReader Setup Summary. After the installation process finishes, the

message Product Installation completed successfully displays.

Note: If the Microsoft Message Queue MSMQ Server option is not enabled in Windows Features,
the message GoReader setup will continue after an automatic reboot displays. Click OK to
restart the system. The installation process resumes automatically after the system restart.
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7. Click Finish.

Note: By default, the option Start Crossfire Service after pressing Finish is selected and the
optionOpen Log file after pressing Finish is not selected in the Go Reader Setup screen.

Note: The Microsoft Message Queue (MSMQ) Server option is enabled in Windows Features after
installing the Go Reader driver .

Figure 6: Go Reader installation wizard

Figure 7: Victor Web Service details

Installing the C•CURE Go Reader driver on a C•CURE server with remote victor Web Service
If your target system is configured with remote victor Web Service (vWS), complete the following steps to install
the C•CURE Go Reader driver on a server.

1. Complete steps 1-2 of Installing the C•CURE Go Reader driver on a remote client.
2. Select I accept the terms in the License Agreement in the EULA, then click Next.
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3. On the Victor Web Service Details screen, select No.
4. In the Enter Server Details field, enter the IP address and name of the machine with victor Web Service. See

Figure 8. Click Validate.

Note:
- If the CrossFire Framework Service is not running, the installation aborts with this message

Installation aborted: To restart the installation run the CrossFire Service.
Click Finish and start the CrossFire services.

- If you enter an incorrect IP address and click Validate, the message Instance of victor web
service is not found displays.

- The Go Reader installer waits for 100 seconds to get the validation of vWS response back from the
vWS system.

5. The message Victor Web Service instance validated successfully, click Next to continue
displays. Click Next to resume installation.

6. The message CrossFire Services will be stopped appears. Click OK.
7. Click Install to confirm the C•CURE GoReader Setup Summary. After the installation process finishes, the

message Product Installation completed successfully displays.

Note: If the Microsoft Message Queue MSMQ Server option is not enabled in Windows Features, the
message Go Reader setup continues after an automatic reboot displays. Click OK to restart
the system. The installation process resumes automatically after the system restarts.

8. Click Finish.

Note:
- By default, the option Start Crossfire Service after pressing Finish is selected and the option Open

Log file after pressing Finish is not selected in the Go Reader Setup screen.
- The Microsoft Message Queue (MSMQ) Server option is activated in Windows Features after

installing the Go Reader driver .

Figure 8: Victor Web Service details with server

After installing the C•CURE Go Reader Driver Service, you must activate it in the Server Configuration application.
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Upgrading the C•CURE Go Reader driver
1. Open the Go Reader Integration installer.
2. On the Welcome to CCURE 9000 Go Reader Setup Wizard, click Next.
3. Click Upgrade to confirm the C•CURE Go Reader Setup Summary.
4. After the upgrade completes, click Finish.

Note:

Before upgrading the Go Reader driver from any C•CURE 2.90-compatible version to C•CURE 3.10, it is
strongly recommended to first uninstall the existing driver. Follow these steps to complete the process:

a. Uninstall the existing Go Reader driver without dropping the database to preserve existing data.
b. Upgrade C•CURE to version 3.10.
c. Install the new Go Reader driver that is compatible with C•CURE 3.10.

Following this sequence ensures compatibility and helps prevent service initialization issues, including
those related to the CrossFire framework service.

Figure 9: Upgrade screen

Repairing the C•CURE Go Reader driver
To repair the C•CURE Go Reader driver, complete the following steps:

1. From the Windows Start menu, select Control Panel > Programs > Programs and Features.
2. From the list of programs, right-click on C•CURE Go Reader .
3. From the list of available actions, select Change.
4. In the Welcome to C•CURE 9000 Reader Setup Wizard screen, click Next.
5. Choose the most appropriate next step:

- If your target system has locally installed vWS, on the Victor Web Service Details screen, select Yes, and
then click Repair. See Figure 10.

- If your target system does not have vWS installed locally, on the Victor Web Service Details screen,
select No. In the Enter Server Details field, enter the IP address and name of the machine with victor
Web Service. Click Validate. See Figure 11.
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Note:
- If you enter an incorrect IP address and click Validate, the message Instance of victor web

service is not found displays.
- The GoReader installer waits for 100 seconds to get the validation of vWS response back from the

vWS system.

6. Click Repair to confirm the C•CURE Go Reader Setup Summary. After the update finishes, the message
Product Installation completed successfully displays.

7. Click Restart to restart your computer to complete the update.

Figure 10: victor Web Service details for update

Figure 11: victor Web Service details for update with server
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Uninstalling the C•CURE Go Reader driver
You can uninstall the C•CURE Go Reader from the Programs and Features module in Windows. This opens the
C•CURE 9000 C•CURE Go Reader Setup Wizard.

1. From the Windows Start menu, select Control Panel > Programs and Features.
2. From the list of programs, right-click on C•CURE Go Reader.
3. From the list of available actions, select Uninstall.
4. In the Welcome to C•CURE 9000 Reader Setup Wizard screen, click Next.
5. Optional: Select Drop records from DB Server if you want to delete database entries for C•CURE Go Reader,

then click Uninstall. The message CrossFire services will be stopped appears. Click OK.
6. After the uninstalling completes, the message Product Removal Completed successfully displays.

Click Finish.

Note: By default, the option Start Crossfire Service after pressing Finish is selected and the option
Open Log file after pressing Finish is not selected in the Go Reader Setup screen.

Uninstalling the Service Bus
Go Reader uses Microsoft Message Queuing instead of the Service Bus. To uninstall the Service Bus, complete the
following steps.

1. In All Programs, search for Service Bus Configuration. Open Service Bus Configuration.
2. In the Service Bus Configuration wizard, click Leave Farm.
3. Click the tick to proceed with the Service Bus removal. The configuration progress barshows the progress of

the Service Bus removal.
4. When the Service Bus removal is complete, the message Remove current computer from Service Bus

farm displays with a green tick. Click the tick to exit the Service Bus Configuration Wizard.
5. In All Programs, search for Services. Open Services.

Ensure that these four services are no longer on the list of services:
- Service Bus Gateway
- Service Bus Message Broker
- Service Bus Resource Provider
- Service Bus VSS

6. In All Programs, search for SQL Server Management Studio. Open SQL Server Management Studio and
and click Connect to connect to the SQL database.
In the Object Explorer pane, delete these three databases:
- SbGatewayDatabase01
- SBManagementDB01
- SBMessageContainer01
To delete the databases, right-click on the database name and click Delete. Select the Close existing
connections check box and click OK. Repeat for each database.

C•CURE Go Reader driver configuration files
Use the C•CURE Go Reader driver configuration files to view C•CURE Go Reader driver system settings, and to make
changes to default values that apply to the C•CURE Go Reader driver.
The following table lists the configuration files and their locations.
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Table 4: C•CURE Go Reader driver configuration files
Configuration File File Location
GoReaderServiceRequest.xml ..\Tyco\CrossFire

GoReaderConfiguration.xml ..\Tyco\CrossFire\ServerComponents

C•CURE Go Reader service request settings
The following table describes the configuration settings for GoReaderServiceRequest.xml.
Table 5: C•CURE Go Reader service request settings
Configuration Settings Description Value Default
GoReaderDatabaseLocation Specifies the location of

personnel, images and
configuration databases created
for downloading to device.

Note: If you edit the Go
Reader Database Location
you must update the Data-
base Folder setting in the
GoReaderConfiguration.x
ml file. The database path
must be located on the
local system drive.

String C:\GoReaderDatabase\

DiscoveryProxyService Specifies the URL for accessing
the C•CURE Go Reader discovery
service.

String net.tcp://
localhost:9012/
DiscoveryProxyService

C•CURE Go Reader configuration settings
The following table describes the configuration settings for GoReaderConfiguration.xml.
Table 6: C•CURE Go Reader configuration settings
Configuration Setting Description Value Default
DataBaseFolder Specifies the location of personnel,

images and configuration databases
created for downloading to device.

Note: If you edit the Data-
base Folder setting, you must
update the GoReaderData-
baseLocation setting in the
GoReaderServiceRequest.xml
file. The database path must be
located on the local system drive.

String C:\GoReaderDatabase\

PersonnelDBMax Specifies the number of personnel
stored in database files created for
personnel records in the C•CURE 9000
system.

Numeric 2000

ImageDBMax Specifies the number of images stored
in database files created for images
records in the C•CURE 9000 system.

Numeric 1000
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Table 6: C•CURE Go Reader configuration settings
Configuration Setting Description Value Default
ConfigurationDBMax Specifies the number of C•CURE 9000

configurations for schedules, holidays
and holiday groups stored in each
database file synchronized with the
C•CURE Go Reader device.

Numeric 2000

DeletedRecordsDBMax Specifies the number of deleted
personnel stored in each database
file synchronized with the C•CURE Go
Reader device.

Numeric 5000

Use Go Reader in an enterprise environment
You can use Go Reader in an Enterprise environment.
• In an Enterprise environment, Go Reader objects are located on the Satellite Application Server (SAS) and

cannot be correctly attached to a Master Application Server (MAS).
• Install the Go Reader drive client components on a remote MAS client pointing to a MAS server system, or a

remote SAS client pointing to a SAS server system.
• In an Enterprise environment, you can facilitate global or personnel with Go Reader.
• The Enterprise environment supports all clearances, global and local, except for All Doors global clearance.

Downloading and installing the C•CURE Go Reader app on C-ONE² and
Android devices
You can download the C•CURE Go Reader driver from the Software House website and the .apk files from the
Google Play Store app. This is applicable to C-ONE² and Android devices.

Downloading the C•CURE Go Reader .apk file from Google Play Store
This is required for C-ONE² and Android devices. To download the C•CURE Go Reader app on an Access-ER device,
see Configuring the Go Reader app on Access-ER devices.

Note: The C•CURE Go Reader app supports Android devices running Android v8.1 and later.

1. Set up an account on Google to access Google apps.
2. From your Android device, open the Google Play Store.
3. Search for Tyco to find the Tyco specific apps that are available.
4. Tap C•CURE Go Reader, then tap Install.

The app downloads and installs to your device.

Downloading and installing the Go Reader integration driver from the Software House
website
To download the C•CURE Go Reader app driver from the Software House website you must have:

• Log on credentials for the Software House website.
• A USB cable.
• A file manager application on your C-One² device. If you do not have this application on your device, you can

download a third party application to access your file manager.
1. Navigate to http://www.swhouse.com.
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2. Click Products.
3. Click Software Downloads > Connected Partner Program > C•CURE Go Reader.
4. Download the C•CURE Go Reader driver to your local drive.
5. Connect your Android device to your PC using a USB cable.
6. Copy the C•CURE Go Reader driver to a folder in the device.
7. Open the file manager application on your device.
8. Find the location of the C•CURE Go Reader app driver.
9. Tap the C•CURE Go Reader driver and select Install. The device installs the C•CURE Go Reader app.

Upgrading the Go Reader application
To upgrade the Go Reader application complete the following steps:

1. From your Android device, open Google Play Store.
2. Search for Tyco to find the Tyco specific apps that are available.
3. Tap C•CURE Go Reader.
4. Tap Update.

The latest version of the app downloads and installs to your device.

Configuring the Go Reader application after upgrade without using secure connection
This version of the Go Reader application does not support self-signed certificates for secure connection. If you
upgrade from an older version of Go Reader, you need to complete one of these procedures.
If you previously connected the Go Reader application to the C•CURE server without using Secure Connection,
complete the following steps:

1. On the Home screen, tap Settings.
2. On the General tab, tap SELECT READER.
3. Tap the name of a reader to associate with the Go Reader application.

Configuring the Go Reader application after upgrade with secure connection
If you previously connected the Go Reader application to the C•CURE server using Secure Connection, complete
these steps:

1. Tap LOGIN and enter your credentials.
2. Restart the Go Reader application on your device.
3. On the Home screen, tap Settings.
4. On the General tab, tap SELECT READER.
5. Tap the name of a reader to associate with the Go Reader application.

Note: The previously associated reader is deactivated automatically from the server, but the object
is still visible in C•CURE. Manually delete the previous reader and activate the new reader so that a
complete synchronization can be performed.

Downloading and installing the Go Reader driver services app on C-ONE² device
In order to use barcode scanning with Barcode scan or Low or High Frequency HID Card on a C-ONE² device, you
also need to install the Go Reader driver services app.

1. In the Google Play Store, download the Go Reader C-ONE² Driver Services app.
2. Open the Go Reader C-ONE² Driver Services app.
3. To accept the app permissions, read the permissions and tap ALLOW.
4. To access media and files on your device, tap ALLOW.
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5. To connect to barcode reader peripherals, tap ALLOW.
6. When a confirmation message appears, tap OK.
7. To start the Go Reader C-ONE² driver service, navigate to the HOME tab.

When the service completes, on the HOME tab, in Driver Health Information, the following information appears:

• Go Reader App Version
• Go Reader C-ONE² Driver Version
• CPC Core Service
• Barcode Manager Service

Barcode feature testing prerequisites for C-One² devices
In order to be able to perform barcode scanning, the user needs to remap the BARCODE_SCAN key. For more
information, see Remapping the BARCODE_SCAN key for C-One² devices.

Remapping the BARCODE_SCAN key for C-One² devices
To remap the BARCODE_SCAN key to perform barcode scans, complete the following procedure:

1. On your C-One² device, navigate to Settings.
2. Tap Remap Key and Shortcut.
3. Tap P1-Unspecified.
4. On the pop-up window, select the Remap key radio button.
5. Navigate to the key selection screen, and select BARCODE_SCAN key.

Install and configure apps on Access-ER device
You can download, update, and uninstall apps from the CopperApp store on the Access-ER device. You must install
and configure Barcode Manager and Core Services before configuring the Go Reader app.

Setting up CopperApps on Access-ER
Access-ER is an Android Open-Source Project (AOSP) device and you use the CopperApps application to install,
uninstall, and update applications on your device. CopperApps is pre-installed on your Access-ER device. You
must connect your Access-ER device to the Johnson Controls app repository in the CopperApps application before
attempting to download apps.

Figure 12: CopperApps icon

1. On the home screen, tap the CopperApps icon.
2. In the CopperApps application, tap Settings.
3. In the Settings menu, tap Repositories > Add.
4. In the Repositories address field, type http://fdroid.coppernic.fr/customers/tyco/2ba8adc/

fdroid/repo/.
5. Tap Add.

The Coppernic repository for Johnson Controls, titled Coppernic repo for JCI, has been added to CopperApps on
your Access-ER device.
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The C•CURE Go Reader and C•CURE Go Reader Driver Services apps are available for download from CopperApps.
For more information, see Downloading the Go Reader app on Access-ER devices and Downloading the C•CURE Go
Reader Driver Service app on Access-ER devices.

Downloading the C•CURE Go Reader Driver Service app on Access-ER devices
You must connect CopperApps to the Johnson Controls app repository before downloading apps. See Setting up
CopperApps on Access-ER.

1. On the home screen, tap the CopperApps icon.
2. In the search bar, type GoReader.
3. From the search results, tap Go Reader Coppernic Driver Service App .
4. Tap Install.

The C•CURE Go Reader Driver Service app is installed on your Access-ER device. For more information, see Setting
up Go Reader Driver Service App for Access-ER devices.

Installing and updating barcode manager on Access-ER
1. On the home screen, tap CopperApps.
2. Tap on the search bar and type Barcode Manager.
3. Choose the most appropriate next step:

- If Barcode Manager is not installed, tap Install.
- If Barcode Manager is running an old version, tap Update.

4. When Barcode Manager has been installed or updated, return to the home screen.
5. Navigate to the B-Manager app icon and tap to open the application. See Figure 13.

Figure 13: Barcode manager icon

6. Choose between:
- If the barcode service is active, return to the HOME screen.
- If the barcode service is not active, tap START BARCODE SERVICE.

Installing and updating Core Services on Access-ER
Core Services handle power management and key remapping. You must ensure that the most recent version of
Core Services is installed on your device.
To install or update Core Services:

1. On the home screen, tap CopperApps.
2. Tap on the search bar and type Core Services.
3. Choose the most appropriate next step:

- If Core Services are not installed, tap Install.
- If Core Services is running an old version, tap Update.
- If Core Services is running the current version, return to the main menu.
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Downloading the Go Reader app on Access-ER devices
You must connect CopperApps to the Johnson Controls app repository before downloading apps. See Setting up
CopperApps on Access-ER.

1. On the home screen, tap CopperApps.
2. Tap the search bar and type Go Reader.
3. Tap the Go Reader icon and then tap Install.

To configure the Go Reader app on your Access-ER device, see Configuring the Go Reader app on Access-ER
devices.

Configuring the Go Reader app on Access-ER devices
1. On the home screen, tap on the Go Reader app icon.
2. Tap YES to activate Go Reader app notifications.
3. On the welcome screen, tap PROCEED.
4. Read the Privacy Notice, then tap ACCEPT.
5. On the Go Reader identity screen, choose C-CURE Identity.

For more information on the Advanced Identity (Beta) option, see Go Reader Identity: Advanced identity
(beta) mode.

Figure 14: Go Reader Identity screen

6. In the Operator Name field, enter your operator name.
7. In the Operator Password field, enter your password.
8. In the Server Address field, enter the IP server address.
9. Optional: If you logon to the app across an unsecured network, select the Use Secure Connection check

box. Otherwise, ensure that the check box is cleared.
10. Tap LOGIN.
11. On the Associate Card Reader screen, select Access ER and then tap YES.
12. You must activate the reader in the C•CURE 9000 Administration Workstation, see Activating the Go Reader.
13. On the Go Reader app home screen, click on the USER icon.
14. Type your C-CURE Identity to log on to the Settings menu.

The C•CURE Go Reader app is now configured on your Access-ER device.

C•CURE 9000 v3.10 Go Reader User Guide32

Installation



Activating hardware feedback on Access-ER
You can activate and disable the hardware feedback option from the settings menu of the Access-ER device. If
you activate hardware feedback, data related to hardware performance is collected and processed by Qualcomm
Technologies.

1. On the home screen, click Settings.
2. In the Settings menu, scroll to Hardware Feedback.
3. Choose between:

- Select the check box to activate hardware feedback.
- Clear the check box to disable hardware feedback.

Setting Access-ER devices to sync with the Network Time Protocol (NTP) server
Access-ER devices do not automatically sync with the Network Time Protocol (NTP) server. You must set your
Access-ER device to manually sync with the Network Time Protocol (NTP) server.

Note: If your Access-ER device is offline and the battery discharges fully, the device reverts to the default time
zone. You must run the custom Network Time Protocol (NTP) command again.

1. Activate Developer Options mode on your Access-ER device.
a. On the home screen, tap to open the Settings application.
b. Navigate to About phone > Build number.
c. Tap the Build number field 7 times.

2. You must activate USB debugging mode on your Access-ER device.
a. In the Settings application, navigate to System.
b. Tap Advanced >  Developer Options.
c. Turn on the USB debugging toggle switch.

3. Download and install Android SDK Platform Tools from Android Studio on a computer.
4. Use a USB-C cable to connect your Access-ER device to the computer that you installed Android SDK Platform

Tools on.
5. In the Windows Search box, type cmd, right-click Command Prompt and from the context menu, select Run

as administrator.
6. In the Command Prompt window, run the following prompts:

a. To view a list of the devices, type adb devices.
b. To set the custom Network Time Protocol (NTP) command, type adb shell settings put global

ntp_server <<NTP Server IP/NAME>>.
c. To restart your Access-ER device, type abd reboot.
d. When the device restarts, to confirm that the device is using the custom Network Time Protocol (NTP)

command, type adb shell settings get global ntp_server.
7. Optional: If the adb devices command does not display a list of devices or returns the message adb is

not recognized as an internal or external, complete the following steps:
a. Copy the platform-tools folder that you download in Step 3.
b. Paste the platform-tools folder to the following folder: C:\Users\<user name>\AppData\Local

\Android\Sdk\
c. In File Explorer, navigate to This PC.
d. Right-click This PC, and from the context menu, select Properties.
e. In the Settings windows, in the Related settings list, click Advanced system settings.
f. In the System Properties window, on the Advanced tab, click Environment Variables....
g. In the Environment Variables window, in the System variables pane, from the list, select Path, then click

Edit.
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h. In the Edit environment variable window, click New.
i. In the open field, enter C:\Users\<user name>\AppData\Local\Android\Sdk\platform-tools.
j. Click OK.
k. In the Environment Variables window, clickOK.

8. Optional: Repeat steps 1 -5 on your other Access-ER devices.

Creating connections
You must create a connection from the Android device to the C•CURE 9000 server to access the C•CURE Go Reader
app. The connection can be made through VPN or Wi-Fi. To access the server through a public Internet connection,
install a third party application to establish a VPN connection to your server.

Requirements for creating a VPN connection
Ensure that you have completed the following pre-requisites:

• Internet Information Services (IIS) is installed on the C•CURE 9000 target system.
• victor Web Service is installed on the C•CURE 9000 target system.
• A third-party application installed on your Android device that can establish a VPN connection with your server.

Creating a VPN connection
1. Download and install a third-party application that accesses the VPN.
2. Verify that the third-party application has installed correctly and you have established access to the VPN.
3. Log on to the C•CURE Go Reader app with your operator credentials. For more information about how to log

on, see Launching the C•CURE Go Reader app.

Note: The operator must have System All Privilege.

Creating a VPN connection with a portable Wi-Fi hotspot
You can use a separate mobile device as a portable Wi-Fi hotspot to create a VPN connection.

1. Activate the portable Wi-Fi hotspot feature on the separate mobile device.
2. Connect the Android device with the C•CURE Go Reader app to the Wi-Fi hotspot.
3. Use the third-party application installed on the device with the C•CURE Go Reader app to connect to the VPN.
4. Logon to the C•CURE Go Reader app with your operator credentials. For more information about how to

logon, see Launching the C•CURE Go Reader app.

Note: The operator must have System All Privilege.

Using cellular network on Access-ER
If you want to use your Access-ER device outside of a Wi-Fi network, you can connect to the Internet using a cellular
network.

1. Insert a SIM card into the SIM card slot of your Access-ER device.
2. Navigate to Settings > Network & internet > Mobile Network > Advanced .
3. Use the toggle switch to activate Automatically Select Network.
4. Tap Preferred Network Type and choose between:

- 4G/3G/2G
- 3G/2G

5. Use the toggle switch to activate Mobile Data.
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Creating a Wi-Fi connection
You must create a Wi-Fi connection to the same Wi-Fi network as the C•CURE 9000 target system.

1. Tap Settings on your Android device's home page.
2. Select the Wi-Fi network you want to connect to.
3. Connect to the Wi-Fi network.
4. Log on to the C•CURE Go Reader app.

Configuration
This chapter provides instructions for configuring the the WAVE ID Nano card reader, Serialio idChamp RS3 card
reader, C•CURE Go Reader editor and Go Device editor, configuring Operator privileges for using the C•CURE
Go Reader, configuring C•CURE Go Reader clearances, manual actions, server-based check points, roll-call
with previous doors, expiring clearance, iSTAR online reader mode enhancements, Go Reader online status
notifications, and FASC-N support.

WAVE ID Nano configuration sequence
The WAVE ID Nano USB-C reader is a compact USB-C form reader that is inserted into the USB-C port on a mobile
phone or tablet. You must configure the Wave ID Nano USB-C reader for it to communicate with the Android
device. The Wave ID Nano USB-C reader can be configured using the rf IDEAS Configuration Utility tool.
Table 7: WAVE ID Nano models
Model series Firmware Android version
Proximity (RDR-6xUxAKU (125 kHz) 10.0.3 Android 10 and later
iClass (RDR-7xUxAKU (13.56 MHz) 16.2.3 Android 10 and later

Ensure that the following pre-requisites have been completed:

• The C•CURE Go Reader Driver has been installed. For more information, see Installing the C•CURE Go Reader
driver.

• The C•CURE Go Reader app has been installed on your Android device. For more information see Downloading
the C•CURE Go Reader .apk file from Google Play Store.

Configuring Wave ID Nano USB-C reader
You configure the Wave ID Nano USB-C Reader using the rf IDEAS Configuration Utility tool. You must configure
the Nano USB-C reader before using the reader with a mobile device or tablet. You download the Configuration
Utility tool from the rf IDEAS website.
For more information about Wave ID Nano USB-C reader configurations, see the Support Pages on the rf IDEAS
website.

1. Download rf IDEAS Configuration Utility for Win 10/11 64 Bit.
2. Follow the instructions in the rf IDEAS Configuration Utility User Manual to install the Configuration Utility

tool.
3. After installing the Configuration Utility tool, connect the Nano USB-C reader to your computer or laptop .
4. Open the Configuration Utility tool and click CONNECT.
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Figure 15: rf IDEAS configuration utility tool user interface

5. From the DEVICE LIST, select the device you want to connect.
6. From the menu list, click on Timing.
7. Set card data hold time, click the plus icon to increase the value or click the minus icon to decrease the

value.
8. Set lock-out time for repetitive reads, click the plus icon to increase the value or click the minus icon to

decrease the value.

Note: Set card data hold time to 100ms and lock-out time for repetitive reads to 2000ms. Card read
timing affects the number of times a card is read by a reader. When the values are not set correctly, this
can lead to errors.

9. From the menu list, click FORMAT and then click on the DATA FORMAT tab.
10. Turn on the Send ID toggle switch.
11. Select the Invert Wiegand bits check box.

Note: Do not add Parity bits during configuration, this is handled by the GoReader app.

12. Click on the Delimiters tab.
13. In the FAC/ID delimiter field, enter : as the value.
14. From the Menu list, select Write. This writes all the required data to the connected WAVE ID Nano USB-C

Reader.
15. From the Menu list, click Test Area.
16. Select Auto Get ID, then swipe a test card to the reader.

The bits and Hex value of the card displays. This data is used for conversion and verification purpose. For
example, you can convert the output HEX value into Binary and Decimal that matches the card value. See
Figure 16.
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Figure 16: Test Area bits and Hex value

17. From the Menu list, click Disconnect.

Setting up Go Reader app for Wave ID Nano USB-C reader
Complete the following steps to set up the Go Reader app to use with Wave ID Nano USB-C reader:

1. Download and install the latest version of rf IDEAS Configuration Utility tool. See Configuring Wave ID Nano
USB-C reader.

2. Insert the Wave ID Nano USB-C reader into the USB-C port of your mobile phone or tablet.
3. From the device home screen, tap on the Go Reader app.
4. Tap YES to Allow GoReader to send you notifications?.
5. On the Reader Head Modes screen, choose rfIdeas Nano (USB Mode) and then tap PROCEED.

Figure 17: Reader head modes

6. On the Permissions screen, tap ACCEPT to accept all permissions for the Go Reader app.
7. On the Go Reader Permission Denied box, tap ANDROID APP SETTINGS.
8. On Go Reader Android app permissions screen, tap each permission and select ALLOW.
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9. Read the Privacy Notice, then tap ACCEPT.
10. On the GoReader Identity screen, select C-CURE Identity.

For more information on the Advanced Identity (Beta) option, Go Reader Identity: Advanced identity (beta)
mode.

11. In the Operator Name field, enter your operator name.
12. In the Operator Password field, enter your password.
13. In the Server Address field, enter the server address.
14. Optional: If you logon to the app across an unsecured network, tap Use Secure Connection to select the

check box. Otherwise, ensure that the check box is cleared.
15. Tap LOGIN.
16. Select the rf Ideas USB Reader check box and then tap YES to register the device.
17. You must activate the reader in the C•CURE 9000 Administration Workstation, see Activating the Go Reader.
18. Open the Go Reader app on your Android device and tap the USB Connection icon.

Figure 18: USB connection icon - Go Reader app

19. Tap OK to access the USB Keyboard. The USB Connection icon changes from red to green when the Nano
USB-C reader is connected.

20. On the home screen of the Go Reader app, tap the USER icon.
21. Type your C-CURE Identity user name and password. You must be logged on to use the Settings menu.
22. Tap the HOME icon, then tap Settings.
23. In the Settings menu, tap the CARD FORMAT tab.
24. In the CARD FORMAT tab, you configure the bit lengths the Nano USB-C reader can read. See the following

figures for examples of three card formats you can configure.
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Figure 19: Nano USB-C reader - 26 bit configuration

Figure 20: Nano USB-C reader - 35 bit configuration
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Figure 21: Nano USB-C reader - 48 bit configuration

Card format configuration on Nano USB-C reader
This section describes how to test card format configurations with the Wave ID Nano USB-C reader and the C•CURE
Go Reader app.
Ensure the following pre-requisites have been completed before testing:

• Installation of the C•CURE Go Reader driver. See Installing the C•CURE Go Reader driver.
• Installation of the C•CURE Go Reader app. See Downloading and installing the C•CURE Go Reader app on C-

ONE² and Android devices.
• Enable the reader mode in the Go Reader editor. See Go Reader Configuration tab.
• If testing for FAC, activate Facility Card validation in the Go Reader editor. See Activating facility code validation.

Testing card format configurations
1. You must configure the Wave ID Nano USB-C reader using the rf IDEAS Configuration Utility tool. For more

information, see Configuring Wave ID Nano USB-C reader.
2. You must set up the Go Reader app on your Android device.
3. On your Android device, tap the Go Reader icon to open the app.
4. On the C•CURE Go Reader app homepage, tap Go Reader.
5. Swipe a card on the Nano USB-C reader.

The personnel credentials for the card displays. If the card swipe is from an unregistered card, the card number
displays.

MagTek iDynamo 6 configuration sequence
The MagTek iDynamo 6 USB-C reader is a compact USB-C form reader that is inserted into the USB-C port on a
mobile phone or tablet. iDynamo 6 readers are used to scan magnetic stripe cards.
Ensure that you complete the following pre-requisites:

• The C•CURE Go Reader Driver has been installed. For more information, see Installing the C•CURE Go Reader
driver.
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• The C•CURE Go Reader app has been installed on your Android device. For more information see Downloading
the C•CURE Go Reader .apk file from Google Play Store.

Setting up the iDynamo 6 USB-C reader in the Go Reader application
1. Insert the MagTek iDynamo 6 USB-C reader into the USB-C port on your mobile device.
2. On the home screen of your mobile device, open the Go Reader application.
3. On the Allow Go Reader to send you notifications? screen, tap YES.
4. On the Reader Mode screen, select Magtek iDynamo, then tap YES to confirm your choice.
5. On the Permissions screen, tap ACCEPT to accept all permissions for the Go Reader application.

Note:  In the Settings application of your Android device, you can edit permissions for the Go Reader
application. Navigate to Settings > Apps > Permissions.

6. On the Go Reader Identity screen, select C-CURE Identity.
7. On the Associate Card Reader screen, select Magtek iDynamo, then tap YES to register the device.

The Go Device and Go Reader objects are created and activated in the C•CURE 9000 Administration
Workstation.

8. On the Go Reader application Home screen, tap the USB Connection icon.
9. Tap OK to allow Go Reader access the iDynamo 6 reader.

The USB Connection icon changes from red to green when the MagTek USB-C reader is connected.
10. On the home screen of the Go Reader app, tap the USER icon.
11. Type your C-CURE Identity user name and password. You must be logged onto use the Settings menu.
12. Tap HOME > SETTINGS and select the MAGTEK tab.
13. In the MAGTEK tab, configure the Track and Card Bit fields.
14. Tap SAVE to confirm the changes.

Inbuilt NFC reader configuration sequence
You can use the inbuilt NFC reader on your Android smartphone to scan cards with the Go Reader application. For
a list of tested devices, see C•CURE Go Reader tested on Android devices.
Ensure that the following pre-requisites have been completed:

• The C•CURE Go Reader Driver has been installed. For more information, see Installing the C•CURE Go Reader
driver.

• The C•CURE Go Reader app has been installed on your Android device. For more information see Downloading
the C•CURE Go Reader .apk file from Google Play Store.

Setting up the Inbuilt NFC reader in the GoReader application
1. On the home screen of your mobile device, open the Go Reader application.
2. On the Allow Go Reader to send you notifications? screen, tap YES.
3. On the Reader Mode screen, select Inbuilt NFC, then tap YES to confirm your choice.
4. On the Permissions screen, tap ACCEPT to accept all permissions for the Go Reader application.

Note:  In the Settings application of your Android device, you can edit permissions for the Go Reader
application. Navigate to Settings > Apps > Permissions.

5. On the Go Reader Identity screen, select C-CURE Identity.
6. On the Associate Card Reader screen, select Inbuilt NFC, then tap YES to register the device.

The Go Device and Go Reader objects are created and activated in the C•CURE 9000 Administration
Workstation.
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7. You must configure custom card formats to use the Inbuilt NFC reader. For more information, see
Configuring custom MIFARE cards for Inbuilt Android NFC reader and Configuring custom DESFire cards for
Inbuilt Android NFC reader.

Adding custom card formats for Inbuilt NFC readers
To add custom MIFARE and DESFire format cards on Android devices using an Inbuilt NFC reader, complete the
following steps:

1. Open the Go Reader app, and tap the CARD FORMAT tab.
2. In the CARD FORMAT tab, tap the Add icon.
3. In the Facility Code section, select the Set Facility Code check box.
4. In the Card Bit field, enter the bit value of the custom card.
5. To configure the Facility Code start and end bit numbers, complete the following steps:

a. To configure the start bit number, in the Facility Code section, enter the Start bit number you want.
b. To configure the end bit number, in the Facility Code section, enter the End bit number you want.

Note:  You can configure a minimum of 8 bits and maximum 128 bits.

6. To configure the Card Number start and end bit numbers, complete the following steps:
a. To configure the start bit number, in the Card Number section, enter the Start bit number you want.
b. To configure the end bit number, in the Card Number section, enter the End bit number you want.

Note: You can configure a minimum of 8 bits and maximum 128 bits.

7. Tap the Save icon.
The message Card Format successfully saved to device displays.

Configuring custom MIFARE cards for Inbuilt Android NFC reader
Before you begin:  
You must complete the steps in Setting up the Inbuilt NFC reader in the GoReader application before configuring
custom MIFARE cards.

1. On the home screen of your mobile device, tap to open the Go Reader application.
2. Tap HOME > SETTINGS and select the CARD FORMAT tab.
3. Tap the Add icon to configure a new card format.
4. In the Facility Code section, select the Set Facility Code check box.
5. In the Start bit and End bit fields, enter the values that match the MIFARE cards.
6. Tap the SAVE icon.

If the changes are saved successfully, the message Card Format successfully saved to device
displays.

7. Tap the NFC tab.
8. Expand the MiFare Settings section.
9. Optional: To read the serial number of MIFARE cards, select the Read UID check box.
10. Optional: To use factory default authentication keys, select the Use factory default authentication key

check box.
11. In the Sector and Block section, use the Sector and Block lists to select the values.
12. Tap SAVE.

To check the card type swiped on the Inbuilt NFC reader, in the NFC tab, expand the Card Information section,
and then swipe a card. The binary and bit size details of the card display.
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Configuring custom DESFire cards for Inbuilt Android NFC reader
Before you begin:  
You must check the Application Id of DESFIRE cards before configuring this card format. The Application Id of
DESFire cards can be inverted from their originally programmed values by some programming applications. For
example, if you use the Application Id ABCDEF to program a card, then the Application Id read by the application is
EFCDAB.
To confirm the Application Id of DESFire cards, see Reading the Application Id of DESFire cards.

1. On the home screen of your mobile device, tap to open the Go Reader application.
2. Tap HOME > SETTINGS and select the CARD FORMAT tab.
3. Tap the Add icon to configure a new card format.
4. In the Facility Code section, select the Set Facility Code check box.
5. In the Start bit and End bit fields, enter the values that match the DESFire cards.
6. Tap the SAVE icon.

If the changes are saved successfully, the message Card Format successfully saved to device
displays.

7. Tap the NFC tab.
8. Expand the Desfire Settings section.
9. Optional: To read the serial number of DESFire cards, select the Read UID check box.
10. Optional: To use factory default authentication keys, select the Use factory default authentication key

check box.
11. In the Key, Application Id, and File Id fields, enter the data values used to program DESFire cards.
12. In the Encryption Type section, choose between:

- AES (Advanced Encryption Standard)
- DES (Data Encryption Standard)
- 3K3DES (Triple Data Encryption Standard)

13. Tap SAVE.

Serialio idChamp RS3 configuration sequence
If you are using an Android device, configure the Serialio reader with BLE or SPP mode enabled to communicate
with the Android device. The Serialio idChamp RS3 reader can be configured using the pcProx Configuration Utility,
for up to two card formats, called Configurations.
The Serialio idChamp RS3 card reader configuration sequence is described in Table 8. For more information about
Serialio configurations, see the Support Pages on the Serialio website.
Ensure you complete the the following pre-requisites:

• You have installed the C•CURE Go Reader Driver. For more information see Installing the C•CURE Go Reader
driver.

• You have installed the C•CURE Go Reader app on your Android device. For more information see Downloading
and installing the C•CURE Go Reader app on C-ONE² and Android devices.
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Table 8: Serialio idChamp RS3 Configuration Sequence
Step Task See
1 Configure the DIP switches in the Serialio idChamp RS3 reader

board to connect the reader to your computer.
Serialio Support Pages: How to
configure the idChamp RS3 for BLE
mode.

2 Use the pcProx Configuration Utility to connect your Serialio
idChamp RS3 reader to your computer.

Serialio Support Pages: Setup
idChamp RS3 LE Bluetooth Low
Energy 4.0 (BLE) RFID Reader for
Windows.

3 Use the pcProx Configuration Utility to configure the card format
for validating card swipes. You can configure the Serialio idChamp
Reader to process the card number and facility code, and also set
the delimeter value.

Configure card formats in the
Serialio idChamp RS3 reader

4 Launch the C•CURE Go Reader app. Launching the C•CURE Go Reader
app

Configure card formats in the Serialio idChamp RS3 reader
Use the pcProx Configuration Utility to configure card formats in the Serialio idChamp RS3 reader.
The latest version of pcProx Configuration Utility can be downloaded from the RFIDeas website.
The Serialio idChamp RS3 reader supports prox, iCLASS and MIFARE cards, depending on the model. The basic
configurations for 26-bit Wiegand cards in the pcProx Configuration Utility are:

• Strip the leading parity bits
• Strip the trailing parity bits
• Set the ID field bit count to 16
The C•CURE Go Reader app supports card number and Facility Code (FAC) output. The following section provides
instructions for configuring these card formats in the pcProx Configuration Utility.
Ensure you have completed the following pre-requisites before configuring the Serialio idChamp RS3 reader:

• Download the latest version of pcProx Configuration Utility.
• Connect the Serialio idChamp RS3 reader to your computer using the pcProx Configuration Utility. For more

information, see Setup idChamp RS3 LE Bluetooth Low Energy 4.0 (BLE) RFID Reader for Windows on the
Serialio idChamp RS3 Support Pages.

Configuring the Serialio idChamp RS3 reader card formats for 26-bit Wiegand
1. Open the pcProx Configuration Utility.
2. Click the Data format tab.
3. In the Strip leading bit count field, set the value to 1.
4. In the Strip trailing bit count field, set the value to 1.
5. To configure card format processing modes:

- Select the Send ID check box to process the Card Number(ID).
- Select the Send FAC check box to process the Facility Code (FAC).

6. Set the value of the ID field bit count to 16.
7. Select the Invert Wiegand bits check box.
8. If you need to process the Facility Code (FAC):

a. Click the Delimeters tab.
b. Click FAC/ID delimeter keyboard icon.
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c. In the virtual keyboard, click the colon key :.
d. Click Insert.

9. Click Device and select Write Settings.
Example: 26 bit card data
26-bit card data example displays the settings for a 26 bit Wiegand card.
Card format:
- Start Position: 10
- Length: 16

26-bit card data example
Figure 22 displays the settings for a 26 bit Wiegand card.
Card format:

• Start Position: 10
• Length: 16

Note: Other card formats may require different settings. For more information, refer to the Serialio Support
Pages.

Figure 22: pcProxConfiguration Utility Data format tab
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Figure 23: pcProxConfiguration Utility Delimiters tabs

Card format configuration testing on Serialio idChamp RS3 reader
This section describes how to test card format configurations with the Serialio idChamp RS3 reader and the C•CURE
Go Reader app.
Ensure the following pre-requisites have been completed before testing:

• Installation of the C•CURE Go Reader driver. See Installing the C•CURE Go Reader driver.
• Installation of the C•CURE Go Reader app. See Downloading and installing the C•CURE Go Reader app on C-

ONE² and Android devices.
• Activate reader mode in the Go Reader editor. See Go Reader Configuration tab.
• If testing for FAC, activate facility card validation in the Go Reader editor. See Activating facility code validation.

Testing card format configurations
1. Set the DIP switches in the Serialio idChamp RS3 card reader to Bluetooth. For more information, see the

Serialio Support pages.
2. Log on to the C•CURE Go Reader app using your log on credentials. For more information see Launching the

C•CURE Go Reader app.
3. On the C•CURE Go Reader Home page, tap Go Reader .
4. Swipe a card on the Serialio idChamp RS3 card reader.

The personnel credentials for that card displays.
If the card swipe is from an unregistered card, the card number displays.

Go Reader Driver Service App for Access-ER and C-One² devices
To process card swipes and scan barcodes using the Go Reader app on Access-ER and C-One² devices, you must
use the Go Reader driver service app.
You can use the Go Reader driver service app with the following models:

• Access-ER with HID read head
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• C-One 2 with the ASK read head
• C-One 2 with the HID SE3200BS0 read head
For a C-ONE² device with ASK read heads, the user can select either SAM or without SAM options for processing of
card swipes.

Setting up Go Reader Driver Service App for Access-ER devices
To process card swipes and scan barcodes using the Go Reader app on Access-ER devices, you must ensure the Go
Reader driver service is active.

1. From the home screen, open the GoReader Driver Service app.
2. Tap on the HID tab.
3. Under General Information, ensure that HID OMNIKEY 5127 CK 0 reader name is displayed.
4. Optional: If the information displayed in General Information is incorrect, return to the HOME tab and check

Driver Health Information. This is required for the Go Reader application to function correctly.

Standard and custom modes in Access-ER and C-One² units with a HID head head
For Access-ER and C-One² HID read heads, the default configuration is standard. If standard is selected, you cannot
configure the start bits and end bits of the card number or the facility code. Instead, the default number formats
read.
In the following examples, Standard is selected in Coppernic-HID (For HID Readhead), on the GoReader Driver
Service Screen.
In the following table, the cardholder swipes a 35-bit HID Corp 1000 card on an Access-ER or C-One² HID unit. The
card number reads correctly but the facility code reads incorrectly.
Table 9: Facility code reading error in standard mode with 35-bit card and Access-ER or C-One² HID unit

StandardExpected Card Number and Facility Code
Actual Card Number and Facility Code

Card type

Card Number Facility Code Card Number Facility Code
HID SeosIP (HID
Corporate 1000- 35-
bit)

1037816 4095 1037816 -1

To correct the facility code reading for a 35-bit HID Corp 1000 card, complete the procedure in Correcting the card
number and facility code for a 35-bit HID Corp 1000 card. After you complete this procedure, the correct card
number and facility code display. For more information, see the following table:
Table 10: Fixed facility code reading in standard mode with 35-bit card and HID Seos IP

CustomExpected Card
Number and Facility
Code

Facility Code Card Number Actual Card
Number and
Facility Code

Card type

Card
Number

Facility
Code

Start Bit End Bit Start Bit End Bit Card
Number

Facility
Code

HID SeosIP (HID
Corporate 1000-
35bit)

1037816 4095 8 19 20 39 1037816 -1

In the following example, the cardholder swipes a 37-bit HID Seos IP H10304 card. The card number and the facility
code read incorrectly.
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Table 11: Fixed facility code reading in standard mode with 35-bit card and HID Seos IP
StandardExpected Card Number and Facility

Code Actual Card Number and Facility Code
Card type

Card Number Facility Code Card Number Facility Code
HID SeosIP (H10304) - 37bit 3 3746 1963982851 -1

To correct the card number and facility code reading for a 35-bit HID Corp 1000 card, complete the steps in
Correcting the card number and facility code for a HID Seos IP (H10304 Format) 37-bit card on page 100. After you
complete this procedure, the correct card number and facility code display.
Table 12: Fixed facility code reading in standard mode with 35-bit card and HID Seos IP

CustomExpected Card Number
and Facility Code Facility Code Card Number Actual Card Number

and Facility Code

Card type

Card
Number

Facility
Code

Start Bit End Bit Start Bit End Bit Card
Number

Facility
Code

HID SeosIP
(H10304) - 37bit

3 3746 9 20 21 39 3 3746

Read head default configurations
Depending on the read head you use, different configuration options are enabled by default for the user. For more
information, see the following examples:
• HID SE3200BS0 read head: In Coppernic-HID (For HID Readhead), you select Standard or Custom. The

default configuration is Standard.
• ASK read head: In Coppernic-ASK (For ASK Readhead), you select SAM or Without SAM. The default

configuration is SAM.

Correcting the card number and facility code for a 35-bit HID Corp 1000 card
1. On the GoReader Driver Service Screen, in Coppernic-HID (For HID Readhead), tap Custom.
2. In Facility Code, select Set Facility Code.
3. In Facility Code, move Start bit to a value of 8.
4. In Facility Code, move End bit to a value of 19.
5. In Card Number, move Start bit to a value of 20.
6. In Card Number, move End bit to a value of 39.
7. Optional: To reverse the PACS bits data when the card is read, activate Reverse PACS Data.
8. Optional: To read the CSN instead of the card number and the facility code when a cardholder swipes a card,

activate Process CSN Instead of Card Number.

Correcting the card number and facility code for a HID Seos IP (H10304 Format) 37-bit card
1. On the GoReader Driver Service Screen, in Coppernic-HID (For HID Readhead), tap Custom.
2. In Facility Code, select Set Facility Code.
3. In Facility Code, move Start bit to a value of 9.
4. In Facility Code, move End bit to a value of 20.
5. In Card Number, move Start bit to a value of 21.
6. In Card Number, move End bit to a value of 39.
7. Optional: To reverse the PACS bits data when the card is read, activate Reverse PACS Data.
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8. Optional: To read the CSN instead of the card number and the facility code when a cardholder swipes a card,
activate Process CSN Instead of Card Number.

Navigate the driver services app on Access-ER
Figure 24: Navigating the Driver Services app on Access-ER

Table 13: Navigating the Driver Services app on Access-ER
Callout Option Description
1 HOME tab On the HOME tab, you can view the following driver health information:

• Go Reader app version
• Go Reader driver version
• CPC core service
• Barcode manager service
On the HOME tab, you can complete the following actions:
• Restart a service
• Stop services
• Enable diagnostics

2 HID tab On the HID tab, you can view the HID interactor version, select the card read mode,
activate the PACS data, and process the CSN.

3 PACS FORMATS
tab

On the PACS FORMATS tab, you can perform the following actions:
• Edit PACS formats for different card types
• Add up to five PACS formats
• Delete a PACS format
• Import or export a PACS format

4 BARCODE tab On the Barcode tab, you can read the barcode directly using default mode or read
the Barcode by setting start and end bit index for payload processing with custom
processing.
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Table 13: Navigating the Driver Services app on Access-ER
Callout Option Description
5 CARD CONFIG

tab
On the Card Config tab, you can customize how AccessER reads various card types,
including MiFare Classic 1K/4K, MiFare DesFire, PKOC, and PIV cards.

6 TOOLS tab On the TOOLS tab, you can view card swipe data. To enable the TOOLS tab, see
Activating the TOOLS tab for Access-ER devices.

Navigate the driver services app on HID Read head C-ONE² devices
Figure 25: Navigating the Driver Services app on HID read head C-ONE² devices

Table 14: Navigating the Driver Services app on HID readhead C-ONE² devices
Callout Option Description
1 HOME tab On the HOME tab, you can view the following driver health information:

• Go Reader app version
• Go Reader driver version
• CPC core service
• Barcode manager service
On the HOME tab, you can complete the following actions:
• Restart a service
• Enable diagnostics

2 HID tab On the HID tab, you can view the HID interactor version, select the card read
mode, activate the PACS data, and process the CSN.

3 PACS FORMATS
tab

On the PACS FORMATS tab you can to do the following actions:
• Edit PACS formats for different card types
• Add up to five PACS formats
• Delete a PACS format
• Import or export a PACS format
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Table 14: Navigating the Driver Services app on HID readhead C-ONE² devices
Callout Option Description
4 BARCODE

tab
On the Barcode tab, you can read the barcode directly using default mode or
read the Barcode by setting start and end bit index for payload processing with
custom processing.

5 TOOLS tab On the TOOLS tab, you can view card swipe data. To enable the TOOLS tab, see
Activating the TOOLS tab for HID read head C-ONE² devices and Activating the
TOOLS tab for Access-ER devices.

Navigate the driver services app on ASK read head devices
Figure 26: Navigating the Driver Services app on ASK read head C-ONE² devices

Table 15: Navigating the Driver Services app on ASK readhead C-ONE² devices
Callout Option Description
1 HOME tab On the HOME tab, you can view the following driver health information:

• Go Reader app version
• Go Reader C-ONE² driver version
• CPC core service
• Barcode manager service
On the HOME tab, you can complete the following actions:
• Restart a service
• Enable diagnostics

2 ASK tab On the ASK tab, you can view general information and select the card read mode.
3 BARCODE

tab
On the Barcode tab, you can read the barcode directly using default mode or read
the Barcode by setting start and end bit index for payload processing with custom
processing.
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HOME tab
On the HOME tab, you can start a service, activate the diagnostics, and view the following driver health
information:
• GoReader App Version
• GoReader Driver Version
• CPC Core Service
• Barcode Manager Service

HID tab
On the HID tab, in Settings, you can do the following:
• View the HID Interactor Version
• Select the Card Read Mode:

- Standard Format: Select Standard Format to use the default card processing logic. Standard Format is
the default format.

- Custom Format: Select Custom Format to use the bit format configuration you define in PACS Formats on
the PACS FORMATS tab.

On the HID tab, in Advanced Settings, you can do the following:

Note: The advanced settings options are disabled by default. To activate the settings, in Card Read Mode,
select Custom Format.

• Activate Reverse PACS Data to reverse the PACS Data. For example, you can processes LSB data as MSB data or
process MSB data as LSB data.

• Activate Process CSN.

PACS formats tab
Use the PACS FORMATS tab to do the following actions:

• Edit PACS formats for different card types
• Add up to five PACS formats
• Delete a PACS format
• Import or export a PACS format
By default, you cannot use the PACS FORMATS tab. To use the PACS FORMATS tab, on the HID tab, in Card Read
Mode, select Custom Format.
Card swipes register if you configure the required PACS format data of the card on the PACS FORMATS tab.

Adding a PACS format on the PACS FORMAT tab
You can add a maximum of five PACS formats. To add a PACS format, complete the following steps:

1. On the PACS FORMATS tab, in Add new format, enter the number of bits you want to configure.
2. To add the new PACS format, tap the Add icon.
3. In Facility Code, select the Set Facility Code.
4. To configure the Facility Code start and end bit numbers, complete the following steps:

a. To configure the start bit number, in Facility Code, move Start bit to the number you want.
b. To configure the end bit number, in Facility Code, move End bit to the number you want.

Note:  You can configure a minimum of 8 bits and maximum 128 bits.

5. To configure the Card Number start and end bit numbers, complete the following steps:
a. To configure the start bit number, in Card Number, move Start bit to the number you want.
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b. To configure the end bit number, in Card Number, move End bit to the number you want.

Note: You can configure a minimum of 8 bits and maximum 128 bits.

Exporting PACS formats on the PACS FORMAT tab
To export created PACS formats, complete the following steps:

1. On the PACS FORMATS tab, in PACS Formats, tap Import/Export.
2. In Export, tap SHARE.
3. In Facility Code, select Set Facility Code.
4. To share the format, select one of the sharing options.

The shared PACS formats are in an encrypted JSON format.

Importing PACS formats on the PACS FORMAT tab

Note: You can export a PACS format JSON file from an Access-ER or C-One² device that you previously
configured and import the file to another Access-ER or C-ONE² device.

To import a PACS format JSON file, complete the following steps:
1. On the PACS FORMATS tab, in PACS Formats, tap Import/Export.
2. In Import, tap Select File.
3. Navigate to the file manager on your mobile device. Find and select the PACS format JSON file you want.
4. To import the PACS formats JSON file, tap IMPORT.
5. Optional: If you already imported a JSON file that contains the same PACS format start and end bit data, you

must complete one of the following options:
- To overwrite the old PACS format with the new configuration, in the dialog box, tap YES.
- To keep the existing PACS format and reject the new configuration, in the dialog box, tap NO.

Deleting PACS formats on the PACS FORMAT tab
1. On the PACS FORMATS tab, in PACS Formats, expand the PACS format you want to delete.
2. Tap the x button.
3. To permanently delete the PACS format, in the dialog box, tap OK.

TOOLS tab
Use the TOOLS tab to view the following information when a cardholder swipes a card:

• Card Number
• Card PACS Bit length
• Card PACS Bit Stream
• Frame Bit Length
• Frame Bit Stream
• PACS Bytes
• Frame Bytes
• PACS Hexadecimal
• Frame Hexadecimal
You can edit the facility code and card number PACS format data of the card.

Note: You use the TOOLS tab on HID read head C-ONE devices . When you open the Go Reader Driver
Services app, the TOOLS tab is always disabled. To activate the TOOLS tab, see Activating the TOOLS tab for
HID read head C-ONE² devices.
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Activating the TOOLS tab for Access-ER devices
1. Go to the HOME tab.
2. To activate the TOOLS tab, in GoReader Coppernic Driver, tap the description 7 times. For more

information, see the following figure.

Figure 27: Tapping the GoReader Access ER Driver description to activate the TOOLS tab

Callout Option
1 HOME tab
2 Area to tap

The TOOLS tab is now available.

Activating the TOOLS tab for HID read head C-ONE² devices

Note: You can activate the TOOLS tab on HID read head C-ONE² devices.

1. Go to the HOME tab.
2. To activate the TOOLS tab, in GoReader C-ONE2 Driver, tap the description 5 times. For more information,

see the following figure.
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Figure 28: Tapping the GoReader C-ONE² Driver description to activate the TOOLS tab

Callout Option
1 HOME tab
2 Area to tap

The TOOLS tab is now available.

BARCODE tab
Use the BARCODE tab to complete the following actions:
• Set Barcode Read Mode to the following options:

- Default: Read the barcode directly without processing the barcode payload.
- Custom Processing: Set the barcode string start and end bit index for payload processing.

Adding a new custom process
1. To view Barcode Scan Data, on the BARCODE tab, in Barcode Read Mode, select Custom Processing.
2. Scan the barcode that you want to filter. When the barcode scans successfully, in Barcode Scan Data, the

data displays.
3. To configure the start index, in Barcode Scan Data, move Start Index to the index you want.
4. To configure the end index, in Barcode Scan Data, move End Index to the index you want.

Note: To keep the configuration, do not disable Custom Processing.
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Figure 29: Barcode scan data

Adding custom format cards on Access-ER
To add custom format cards on Access-ER devices, complete the following steps:

1. Open the GoReader Driver Services App, tap the PACS FORMAT tab, then tap the HID tab.
2. On the HID Settings screen, in the Card Read Mode section, select the Custom Format option.
3. On the PACS Format tab, tap the Add icon.
4. In the Card Bit field, enter the bit value of the custom card.
5. In the Facility Code section, select the Set Facility Code check box.
6. To configure the Facility Code start and end bit numbers, complete the following steps:

a. To configure the start bit number, in the Facility Code section, enter the Start bit number you want.
b. To configure the end bit number, in the Facility Code section, enter the End bit number you want.

Note:  You can configure a minimum of 8 bits and maximum 128 bits.

7. To configure the Card Number start and end bit numbers, complete the following steps:
a. To configure the start bit number, in the Card Number section, enter the Start bit number you want.
b. To configure the end bit number, in the Card Number section, enter the End bit number you want.

Note: You can configure a minimum of 8 bits and maximum 128 bits.

8. Use the TOOLS tab to read the card number and facility code values of the MIFARE or DESFire card. For more
information, see TOOLS tab.

You can configure MIFARE and DESFire cards on the GoReader Driver Service App. For more information, see
Configuring MIFARE cards on Access-ER and Configuring DESFire cards on Access-ER.

Configuring MIFARE cards on Access-ER
Before you begin:  

C•CURE 9000 v3.10 Go Reader User Guide56

Configuration



Before configuring MIFARE cards on an Access-ER device, you must add custom 128-bit format cards that define
the start bits and ends bits of the Facility Code and Card Number. These bit definitions must match the values
programmed on the MIFARE cards. For more information, see Adding custom format cards on Access-ER.

Note: You must download and install Go Reader Driver App v.6.0.17 or later from the CopperApp Store to
configure MIFARE cards.

1. On your Access-ER device, on the Home screen, tap to open the Go Reader Driver App.
2. On the Go Reader Driver App, tap the MIFARE tab.
3. On the MIFARE Settings screen, expand the MIFARE Classic 1K/4K section.
4. To read the serial number of MIFARE cards, select the Read UID check box.
5. To read sector and block data from MIFARE cards, select the Sector and Block check box.
6. In the Reader key number, Sector, Block, and MIFARE Key A/B fields, enter the data values used to

program MIFARE cards.

Note:  In the Reader key number field, use the default value of 1.

7. Tap Save.

Configuring DESFire cards on Access-ER
Before you begin:  
Before configuring DESFire cards, you must add custom 128-bit format cards that define the start bits and ends
bits of the Facility Code and Card Number. These bit definitions must match the values programmed on the
DESFire cards. For more information, see Adding custom format cards on Access-ER.
You must check the Application Id of DESFire cards before completing the following procedure. For more
information, see Reading the Application Id of DESFire cards.

Note: You must download and install Go Reader Driver Services App v.6.0.17 or above to configure DESFire
cards.

1. On your Access-ER device, on the Home screen, tap to open the Go Reader Driver Services App.
2. On the Go Reader Driver Services App, tap the MIFARE tab.
3. On the MIFARE Settings screen, expand the MIFARE DESFire section.
4. Optional: To read the serial number of DESFire cards, select the Read UID check box.
5. Optional: To read Application Id and File data from DESFire cards, select the App Id and File check box.
6. In the Key, Application Id, and File Id fields, enter the data values used to program DESFire cards.

Note: The default value for the Reader Key Slot Id is 240 and the default value for Card Key Number is
1. It is best practice to use the default values.

7. In the Encryption Type section, choose between:
- AES (Advanced Encryption Standard)
- DES (Data Encryption Standard)
- 3K3DES (Triple Data Encryption Standard)

8. Tap Save.

Reading the Application Id of DESFire cards
The Application Id of DESFire cards can be inverted from their originally programmed values by some
programming applications. For example, if you use the Application Id ABCDEF to program a card, then the
Application Id read by the application is EFCDAB.
You must download and install the NFC TagInfo by NXP application on an NFC enabled Android smartphone to
ensure you enter the correct Application Id.
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Note: You cannot install the NFC TagInfo by NXP app on Access-ER devices.

1. On your Android smartphone, open the Google Play Store.
2. In the search bar, type NFC TagInfo by NXP.
3. Tap Install.
4. When the download is complete, open the NFC TagInfo by NXP app.
5. Present a DESFire card to the back of your smartphone.
6. Tap on the FULL SCAN tab, and take note of the Application Id.

Figure 30: TagInfo - Application Id

C•CURE Go Reader objects
For each C•CURE Go Reader, two objects are created in the C•CURE 9000 hardware tree. A C•CURE Go Reader
Device, that represents the specific Android device you are using, and a C•CURE Go Reader, located in the doors
folder in the hardware tree. The Go Reader is a door object that you use in the clearances tab of the personnel
editor to define the personnel profiles that are validated on the device. You can also use the Go Reader door object
to configure specific Roll Call parameters.
Unlike other C•CURE 9000 hardware objects such as iSTAR controllers, you cannot create a C•CURE Go Device or
C•CURE Go Reader in the hardware tree. The two objects are automatically created in the hardware tree after the
first time that the app is authorized and activated from C•CURE 9000. Activation is complete when an operator edits
the new Go Reader and activates it.
Use the Go Device editor to:

• Name and provide a description for the Go Device.
• View general system information about the Android device connected to C•CURE 9000.
For more information, see C•CURE Go device editor.

C•CURE 9000 v3.10 Go Reader User Guide58

Configuration



Use the GoReader editor to:

• Activaate the C•CURE Go Reader app.
• Activate and disable roll call, reader, image download and message suppression modes.
• Activate facility code validation in the Go Reader.
• Assign roll call areas and missing areas to the C•CURE Go Reader app.
• View the status and state information of the C•CURE Go Reader.
• Assign events and triggers to the C•CURE Go Reader app.
For more information, see Go Reader editor.

Figure 31: C•CURE Go Reader objects

C•CURE Go device editor
The Go Device object is located in the hardware tree and represents the specific Android device that you are using
with the C•CURE Go Reader app.
The Go Device object is automatically created in the hardware tree after the first time the app is authorized from
C•CURE 9000. Activation of the C•CURE Go Reader is completed by enabling the C•CURE Go Reader app with the Go
Reader editor. For more information, see Activating the Go Reader.
Use the Go Device editor to:

• Name and provide a description for the Go Device.
• View general system information about the Android device connected to C•CURE 9000.
C•CURE Go Device Tabs:

• Go Device general tab
• Go Device status tab

Accessing the Go Device Editor
Access the Go Device editor from the hardware tree in the C•CURE Administration Station.

1. In Administration Workstation, in the Navigation pane, select Hardware.
2. Expand the CompanyName folder.
3. Expand the Go Devices folder.
4. Choose from the following options:

- Right-click the Go Device you want to access and select Edit.
- Double-click the Go Device you want to access.
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Go Device general tab
Use the General Tab to edit the name and description of the C•CURE Go Reader device and view general
information about the device.
Table 16: GoDevice fields and descriptions
Field Description
Serial Number (Read Only)

Unique identity of the device hardware.
Operating System Version (Read Only)

Operating system version of the device.
Operating System Type (Read Only)

Operating system type of the device.

Go Device status tab
Use the Status Tab to view the communication status of Go Device. The Last Communicated Time field is a read-
only field that shows the most recent time that the C•CURE 9000 server communicated with the device.

Go Reader editor
The Go Reader editor is located in the doors folder in the hardware tree. The Go Reader is a door object that you
use in clearances to define the personnel profiles that are validated on the device.
You cannot create the Go Reader object in the hardware tree. The Go Reader object is automatically created the
first time that the app is authorized and activated from C•CURE 9000. Activation is complete when the operator
enables the Go Reader app with the Go Reader editor. For more information, see Activating the Go Reader.
Use the Go Reader editor to:

• Activate the C•CURE Go Reader app.
• View and edit configuration information.
• Activate and disable roll call, reader, image download and message suppression modes.
• Activate facility code validation in the Go Reader.
• Assign roll call areas and missing areas to the C•CURE Go Reader app.
• View the status and state information of the C•CURE Go Reader.
• Assign events and triggers to the C•CURE Go Reader app.
C•CURE Go Reader editor tabs:

• Go Reader Configuration tab
• Go Reader Reader tab
• Go Reader Roll Call tab
• Go Reader Check Point tab
• Go Reader Card Formats tab
• Go Reader Barcode tab
• Go Reader MiFare Settings tab
• Go Reader DesFire Settings tab
• Go Reader Secure Cards tab
• Go Reader System Information tab
• Go Reader Triggers tab
• Go Reader Status tab
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• Go Reader State Images tab
C•CURE Go Reader editor tasks:

• Accessing the Go Reader editor
• Activating the Go Reader
• Disabling the Go Reader
• Assigning a roll call area
• Assigning a missing area
• Activating facility code validation
• Configuring triggers and events
• Removing triggers and events

Go Reader Configuration tab
Use the Configuration tab to name and provide a description of the Go Reader and to activate the following modes
and options on the Go Reader device:

• Roll Call
• Reader
• Check Point
• Enable iSTAR Reader Mode
• Send to Monitoring Station
• Send to journal
• Display card number
• Download images
• Include GIS location in Card Swipe Journal message

Figure 32: Go Reader Configuration tab
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Table 17: Configuration tab fields and descriptions
Option Description
Modes
Roll Call Select to activate or disable Roll Call in the C•CURE Go Reader. After disabling:

• The Roll Call function is not available in the C•CURE Go Reader.
• The Roll Call tab options in the GoReader editor are read only.
If you activate or disable this mode and click Save and Close, a notification
displays in the Go Reader app.

Reader Select to activate or disable Reader mode in the C•CURE Go Reader.
After disabling:
• The Reader function is not available in the C•CURE Go Reader
• The Reader tab options in the Go Reader editor are read only.
If you activate or disable this mode and click Save and Close, a notification
displays in the Go Reader app.

Check Point Select to activate or disable Check Point mode in the C•CURE Go Reader.
After disabling:
• The Check Point function is not available in the C•CURE Go Reader.
• The Check Point tab options in the Go Reader editor are read only.
If you activate or disable this mode and click Save and Close, a notification
displays in the Go Reader app.

Enable iSTAR Reader Mode Select to activate or disable iSTAR Reader Mode in the C•CURE Go Reader.
After enabling:
• The user must choose either Inbound Reader, Outbound Reader, or both. If

both are selected, the readers must be connected to the same controller.
• Optionally, the user can enable or disable the Grace Personnel feature.
If you activate or disable this mode and click Save and Close, a notification
displays in the Go Reader app.

Options
Send to Monitor Station Select to log journal messages to the Monitoring Station.
Display Card Number Select to display the card number of valid users that swipe at the reader. The

card number displays in the Go Reader, Roll Call, and Check Point modules. The
Display Card Number option is enabled by default.
If you activate or disable this mode and click Save and Close, a notification
displays in the Go Reader app.

Send to Journal Select to log journal messages to the Journal Database.
Download Images Select to download images to C•CURE Go Reader device. Thumbnails, On

Demand, and High Resolution images are available. High Resolution is
enabled by default.
If you activate or disable this mode and click Save and Close, a messages
displays This will initiate synchronization! Are you sure you
want to continue?. Click Yes to synchronize with the Go Reader app. A
notification displays in the Go Reader app.

Note: If you select the On Demand option and click Save and Close, the
This will initiate synchronization! Are you sure you want
to continue? message does not display.
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Table 17: Configuration tab fields and descriptions
Option Description
Location
Include GIS Location in Card
Swipe Journal message

Select to include the geographic information system (GIS) location in the journal
message is enabled by default. See View GIS location in card swipe journal
message for more information.

Note: If the Go Reader device is not connected to the server when you activate or disable any mode or option,
the changes are sent when the device comes online, connects to server, and synchronization is initiated.

Go Reader Reader tab
Use the Reader tab to activate the following functions:

• Facility Code validation
• Additional swipe screen information
• Door Impersonation Mode
• Random screening
• Timed anti-passback

Figure 33: Go Reader Reader tab

Table 18: Reader tab fields and descriptions
Field Description
Facility Code Validation
No Facility Code Select this option to disable facility code validation so that the Go Reader

validates a card swipe based on the card number (ID).
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Table 18: Reader tab fields and descriptions
Field Description
Use Personnel Record Facility
Code

Select this option to activate facility code validation so that the Go Reader
validates a card swipe when the facility code encoded in the card matches
the facility code in the personnel record's credentials. For information about
configuring facility codes in personnel records, refer to the C•CURE 9000
Personnel Configuration Guide.

Use Approved Facility Code Select this option to activate facility code validation so that the Go Reader
validates a card swipe if it has a facility code from the list of approved facility
codes.

Add Click to add a row to the list of approved facility codes. There is no limitation on
the amount of approved facility codes you can add to the list.
This option is available if you activate Use Approved Facility Code.

Remove Click to remove a row from the list of approved facility codes.
This option is available if you activate Use Approved Facility Code.

Additional Swipe Screen Information
Select Click to access the Personnel Field Picker. Select a personnel field and click OK

to add the field to the additional swipe screen information. This information is
included during card swipe and roll call. See Use custom data fields for swipe
and roll call for more information.

Impersonate
Door Impersonation Mode Select to activate Door Impersonation Mode to impersonate a particular door.

Use when there are issues with a physical door. Click  to select a door to
impersonate. See Impersonating a door for more information.

Random Screening
Enable Random Screening Select to activate the Random Screening feature that rejects a selected

percentage of card swipes. Figure 34 shows the notification that random
screening is enabled on the GoReader application for Android devices.

Reject every # percentage of
swipes

To configure the percent field, increase or decrease the percentage of card
swipes randomly screened.

Anti-Passback
Enable Device Timed Anti-
Passback

Select to activate timed anti-passback. Anti-passback prevents personnel from
"passing back" a card for another person to swipe. Timed anti-passback is device
specific. See Activating timed anti-passback for more information.

APB Validity Duration Set the anti-passback expiry time to a duration of between 1 minutes and 7 days.
Max card swipe within APB
Duration

Identifies the maximum number of card swipes during the anti-passback
duration. Type in a number to change the maximum number of card swipes.
The maximum number of card swipes in APB duration is 10.
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Figure 34: Go Reader Random Screening notification

Go Reader Roll Call tab
Use the Roll Call tab to assign a Roll Call area and add Missing areas to the Go Reader. Table 19 describes the
settings in the Roll Call tab.

Figure 35: Roll Call tab

Table 19: Roll Call tab
Field/Button Description
Allow Manual Mustering Select to activate manual mustering.
Allow Offline Mustering Select to activate offline mustering.
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Table 19: Roll Call tab
Field/Button Description
Roll Call Settings Select an area to assign to roll call settings.

This is the area where, when a card is swiped, the card holder is registered in
that selected area.

Missing Areas Select an area to assign to missing areas.
Personnel from these areas are registered as missing from the roll call area.

Go Reader Barcode tab
Use the Barcode tab to assign a field type, length, and encodings to the Go Reader device. You can include the
following field types: issue code, card facility code, and card number. Table 20 describes the settings in the Barcode
tab. The functions in the Barcode tab are available for C-One², Access-ER, and Android devices.

Note: You can add a maximum of 3 field types.

Figure 36: Barcode tab

Table 20: Barcode tab
Field/Button Description
Use Data Fields Select to activate the data fields. You can then change the field type, length, and

encoding type, as shown in Figure 36.
The following field types are available:
• Issue Code
• Card Facility Code
• Card Number
The following encoding types are available:
• Decimal
• HEX
• ASCII
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Barcode use cases
The following are example use cases for barcode with Go Reader.
To create a badge layout to use the barcode, see Barcode use cases with default processing.
The following symbology is supported:

• Wasp 3 of 9
• Wasp Code128A
• Wasp Code128B
• Wasp Code128C
• Wasp I2of5
• Wasp Codabar
• PDF417
• QR Code
• GS1 DataMatrix
The following symbology is not supported, as shown in Figure 37:

• Wasp 3 of 9/Check
• Wasp Code128A/Check
• Wasp Code128B/Check
• Wasp Code 128C/Check
• Wasp I2of5/Check
• Wasp Codabar/Check

Figure 37: C•CURE ID Badge Designer
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Figure 38: Expression builder

Figure 39: Credentials tab

Renaming custom fields
You need to rename custom fields for identification for mapping, so that you can use the custom field to map the
badge layout expression for the barcode. Complete the following steps before completing any of the use cases.

1. In the Administration Workstation, in the Navigation pane, click Options & Tools.
2. Click Customer Field Labels.
3. The following steps are an example of how you can rename the custom fields foridentification. Rename the

fields in the best way that works foryou.
- In the Label column, enter CardNumberForBarcode beside Text&7: to rename TEXT7.
- In the Label column, enter FacilityCodeForBarcode beside Text&8:to rename TEXT8.
- In the Label column, enter IssueCodeForBarcode beside Text&9: to rename TEXT9.

4. Click Save and Close.
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Figure 40: Customer Field Labels

Figure 41: Personnel Customer tab

Barcode use cases with default processing
Add card number, issue code, and facility code data types with decimal, HEX, or ASCCI encoding with default
processing.
For decimal encoding, see Adding card number, issue code, and facility code data types with decimal encoding.
For HEX encoding, see Adding card number, issue code, and facility code data types with HEX encoding.
For ASCCI encoding, see Adding card number, issue code, and facility code data types with ASCII encoding.

Adding card number, issue code, and facility code data types with decimal encoding
1. Right-click the Go Reader object and select Edit.
2. Click the Reader tab, then select Use Personnel Record Facility Code.
3. Click the Barcode tab, then select the Use Data Fields check box.
4. Click Add. Select Issue Code for the field type and select Decimel for the encoding type. Enter a length issue

code, for example, 2.
5. Click Add. Select Card facility code for the field type and select Decimel for the encoding type. Enter a

length for the card facility code, for example, 2.
6. Click Add. Select Card Number for the field type and select Decimel for the encoding type. Enter a length for

the card number, for example, 5.
7. Click Save and Close. The changes synchronize to the Go Reader device.

69C•CURE 9000 v3.10 Go Reader User Guide

Configuration



Adding card number, issue code, and facility code data types with HEX encoding
1. Right-click the Go Reader object and select Edit.
2. Click the Reader tab, then select Use Personnel Record Facility Code.
3. Click the Barcode tab, then select the Use Data Fields check box.
4. Click Add. Select Issue Code for the field type and select HEX for the encoding type. Enter a length issue

code, for example, 1.
5. Click Add. Select Card facility code for the field type and select HEX for the encoding type. Enter a length for

the card facility code, for example, 2.
6. Click Add. Select Card Number for the field type and select HEX for the encoding type. Enter a length for the

card number, for example, 4.
7. Click Save and Close. The changes synchronize to the Go Reader device.

Adding card number, issue code, and facility code data types with ASCII encoding
1. Right-click the Go Reader object and select Edit.
2. Click the Reader tab, then select Use Personnel Record Facility Code.
3. Click the Barcode tab, then select the Use Data Fields check box.
4. Click Add. Select Issue Code for the field type and select ASCII for the encoding type. Enter a length issue

code for example, 2.
5. Click Add. Select Card facility code for the field type and select ASCII for the encoding type. Enter a length

for the card facility code for example, 2.
6. Click Add. Select Card Number for the field type and select ASCII for the encoding type. Enter a length for

the card number.
7. Click Save and Close. The changes synchronize to the Go Reader device.

Creating a badge layout for a barcode
1. In the Navigation pane, click Personnel.
2. From the Personnel pane list, select Badge Layout and then click New.
3. In the Name field, enter a name.
4. Click Launch C•CURE ID Badge Designer.
5. Click and drag the barcode icon onto the badge layout.
6. To open Expression Builder, from Barcode Properties, click Expr.
7. From the Database Fields list, select the custom field to be the placeholder for the card number you create

in Renaming custom fields, for example: CardNumberForBarcode. Click Add.
8. Select the custom field that is the placeholder for the facility code that you create in Renaming custom fields,

for example: FacilityCodeForBarcode. Click Add.
9. Select the custom field that is the placeholder for the issue code that you create in Renaming custom fields,

for example: IssueCodeForBarcode. Click Add.
10. Click OK.
11. Exit the C•CURE ID Badge Designer, then click Save and Close to save the badge layout.

Creating a personnel record for a barcode
1. In the Navigation pane, click Personnel.
2. From the list, select Personnel and then click New.
3. On the Credentials tab, add credentials in the Card Number, Issue Code and Facility Code fields. For

example: Card Number: 10434, Facility Code: 10, Issue Code: 2.
4. Click the ellipsis beside Badge Layout. Select the badge layout for this personnel record.
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5. Navigate to Customer tab and enter values in decimal in the Card Number, Issue code and Facility code
fields.

6. On the Clearances tab, add a clearance to the personnel record, then click Save and Close. The changes
synchronize to the Go Reader device.

7. Open the Go Reader Driver application and then the Go Reader application on your device.
8. Click Swipe and Show.
9. On the Badging tab of the Personnel editor in the C•CURE Administration Station, click Preview Badge.
10. Scan the barcode from the device by using the Swipe and Show screen of the Go Reader application. The

card admit message displays on the Go Reader device and on the C•CURE Monitoring Station.

Barcode use cases with custom processing
Add card number, issue code, and facility code data types with a combination of decimal, HEX, or ASCCI encoding
with custom processing. You can then create a badge layout for a barcode and create a personnel record.
For more information on configuring the card number, facility code, or issue code from extracted data, see
Configuring the card number, facility code, and issue code from extracted data.
For more information on creating a personnel record with custom processing, see Creating a personnel record
with custom processing.

Configuring the card number, facility code, and issue code from extracted data
Before you begin:  
You must add custom processing. For more information, see Adding a new custom process.
You can configure all or any combination of the following data fields from extracted barcode data:

• Card number
• Facility code
• Issue code

Note: This procedure uses the following extracted processing data as an example: 1d-4088-8a18-19.

1. In the Navigation pane, from Options & Tools, select Personnel.
2. Right-click the Go Reader object and select Edit.
3. On the Reader tab, select Use Personnel Record Facility Code.
4. On the Barcode tab, in Data Fields, select the Use Data Fields check box.
5. Optional: To add an issue code, in Data Fields, complete the following steps:

a. Click Add, and from the Field Type list, select Issue Code.
b. In Issue Code, enter 1d. This value refers to the extracted processing data example.
c. In Length, enter 2.
d. From the Encoding Type list, select HEX.

6. Optional: To add a facility code, in Data Fields, complete the following steps:
a. Click Add and from the Field Type list, select Facility Code.
b. In Facility Code, enter 4088. This value refers to the extracted processing data example.
c. In Length, enter 4.
d. From the Encoding Type list, select Decimal.

7. Optional: To add a card number, in Data Fields, complete the following steps:
a. Click Add and from the Field Type list, select Card Number.
b. In Facility Code, enter 88a1819. This value refers to the extracted processing data example.
c. In Length, enter 7.
d. From the Encoding Type list, select Hex.

8. Click Save and Close. The changes synchronize to the Go Reader device.
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Creating a personnel record with custom processing

Note: This procedure uses the following extracted processing data as an example: 1d-4088-8a18-19.

1. In the Navigation pane, click Personnel.
2. Select Personnel and then click New.
3. Go to the Credentials tab.
4. On the General tab, in Standard Fields, add credentials in the following fields, depending on the data fields

you add in Configuring the card number, facility code, and issue code from extracted data. For example, you
can add all or any combination of the following:
- Optional: In Card Number, enter 143267865 in decimal.
- Optional: In Facility Code, enter 408.
- Optional: In Issue Code, enter 29 in decimal.

5. On the Customer tab, use the Custom Label Field editor to label the custom fields as Card Number, Facility
Code, and Issue Code, depending on the data fields you add in Configuring the card number, facility code,
and issue code from extracted data.

6. In the new custom fields, enter the card number, facility code, and issue code values from the extracted data,
depending on the data fields you add in Configuring the card number, facility code, and issue code from
extracted data. For example, you can add all orany combination of the following:
- Optional: In Card Number, enter 88a1819 in HEX
- Optional: In FacilityCode, enter 4088.
- Optional: In Issue Code, enter 1d.

7. On the Clearances tab, add a clearance to the personnel record, then click Save and Close. The changes
synchronize to the Go Reader device.

8. Open the Go Reader Driver application and then open the Go Reader application on your device.
9. Click Swipe and Show.
10. In the C•CURE Administration Workstation, in the Personnel editor, on the Badging tab, click Preview

Badge.
11. In the Go Reader application, go to the Swipe and Show tab and then scan the barcode with the device.

The card admit message displays on the Go Reader device and on the C•CURE Monitoring Station.

Go Reader Check Point tab
Use the Check Point tab to add or remove check points and assign them to personnel groups for the Go Reader.
Table 21 describes the settings in the Check Point tab.
Table 21: Check Point tab
Field/Button Description
Check Point Add or remove checkpoints and assign them to personnel groups. These

checkpoints appears on the Go Reader device along with those created directly
from the Go Reader app.
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Figure 42: Check Point tab

Go Reader Card Formats tab
Use the Card Formats tab to add or remove card formats to the Go Reader.Table 22 describes the settings in the
Card Formats tab.
Table 22: Card Formats tab
Field/Button Description
Associate Card Formats Add or remove card formats to associate with the Go Reader device.
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Figure 43: Card Formats tab

Go Reader MiFare Settings tab
Use the MiFare Settings tab to configure the Go Reader to read MiFare cards. The device can read a MiFare card
either by retrieving its UID or by accessing data stored in a specific sector. Table 23 provides details of the settings
available in the MiFare Settings tab.
Table 23: MiFare Settings tab
Field/Button Description
Read UID Enables the Go Reader to read the UID (Unique Identifier) of the MiFare card.

Activating this option disables all other settings in this tab.
Sector Select the sector of the MiFare card from which the data will be read.
Block Select the block of the MiFare card sector from which the data will be read.
Choose MiFare Authentication
Key

Select the authentication key used to verify access to the card’s sector, ensuring
the reader has the correct credentials.

KeyA/KeyB Select the type of authentication key to be used—either Key A or Key B.
Use factory default
authentication key

Select this option to use the factory default authentication key.
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Figure 44: MiFare Settings tab

Go Reader DesFire Settings tab
Use the DesFire Settings tab to configure the Go Reader to read DesFire cards. The DesFire card can be read either
by retrieving its UID or by accessing data stored in a specific application. Table 24 describes the settings in the
DesFire Settings tab.
Table 24: DesFire Settings tab
Field/Button Description
Read UID Enables the Go Reader to read the UID (Unique Identifier) of the DesFire card.

Activating this option disables all other settings in this tab.
Application ID Select the application ID from which the data will be read on the DesFire card.
Field ID Specifies the field ID within the selected application from which the data will be

read.
Key ID Select the key ID used for authentication with the DesFire card.
Choose DesFire Authentication
Key

Select the authentication key used to verify access to a specific application on the
card.

Encryption Type Specifies the type of encryption key to be used—AES, DES, or 3K3DES.
Use factory default
authentication key

Enables the use of the factory default authentication key for accessing the
DesFire card.
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Figure 45: DesFire Settings tab

Go Reader Secure Cards tab
Use the Secure Cards tab to configure the Go Reader to read FASC-N/PKOC cards. Any modifications made in this
tab will trigger a synchronization once the user clicks the Save and Close button. Table 25 describes the settings in
the Secure Cards tab.
Table 25: DesFire Settings tab
Field/Button Description
None This is the default selection. Use this option when neither FASC-N nor PKOC

cards are being used.
FASC-N Select this option to configure the Go Reader to read FASC-N cards.
PKOC Select this option to configure the Go Reader to read PKOC cards.
Select CHUID Select the CHUID (Credential Holder Unique Identifier) associated with either

FASC-N or PKOC. Personnel with matching credentials will be synced to the
reader.

C•CURE 9000 v3.10 Go Reader User Guide76

Configuration



Figure 46: Secure Cards tab

Go Reader System Information tab
Use the System Information tab to view information about the Go Reader device. The fields in the Configuration
tab are read-only. Table 26 describes the fields in the System Information tab.

Figure 47: Go Reader System Information tab
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Table 26: System Information tab
Field Description
Device The name of the associated device.
MAC Address Unique identifier of Go Reader hardware.
Last Activation Since Last activation time of the reader from C•CURE 9000. For more information, see

Activating the Go Reader.

Go Reader Triggers tab
Use the Go Reader Triggers tab to configure triggers and events related to the C•CURE Go Reader device. The Go
Reader Triggers tab uses events to trigger actions from the C•CURE Go Reader. Table 27 describes the fields in the
Triggers tab.

Figure 48: Go Reader Triggers tab

Table 27: Go Reader Triggers tab fields and descriptions
Field Options Description

Reader Activation
State

Sets Activation State of the Go Reader as the trigger property.

Synchronization
Status

Sets Synchronization Status of the Go Reader as the trigger property.

Admit Status Sets Admit Status of the Go Reader as the trigger property.

Property

Online Status Sets Online Status of the Go Reader as the trigger property.
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Table 27: Go Reader Triggers tab fields and descriptions
Field Options Description

Activated Sets trigger value to Activated.
Not Activated Sets trigger value to Not Activated.
Synchronization
Initiated

Sets trigger value to Synchronization Initiated.

Synchronizing Sets trigger value to Synchronizing.
Finished
Synchronization

Sets trigger value to Finished Synchronization.

Synchronization
Pending

Sets trigger value to Synchronization Pending.

Synchronization
Canceled

Sets trigger value to Synchronization Cancelled.

Admit Sets trigger value to Admit.
Reject Sets trigger value to Reject.
Noticed Admit Sets trigger value to Noticed Admit when the Noticed check box is selected

in the Personnel editor. For more information on the Noticed checkbox,
refer to the Personnel General Tab chapter in the C•CURE Personnel
Configuration Guide.

Value

Noticed Reject Sets trigger value to Noticed Reject when the Noticed check box is selected
in the Personnel editor.

Action Activate Event Selects Activate Event as the action.
Event Select an event that is activated. Table 28 describes the available C•CURE 9000 Events.

Table 28: C•CURE Events and descriptions
Event Description
Assistance Request Journal
Trigger Event

When an operator clicks the Assist button this trigger activates the Assistance
Request Journal Trigger Event. For more information on the Assist button, refer
to the Personnel chapter in the C•CURE 9000 Personnel Guide.

Audit Log Backup Event When an Audit Log Backup Message is logged, this trigger activates the Audit
Log Backup Event.

Battery Low Journal Trigger
Event

When a Battery Low Journal Message is logged, this trigger activates the System
Error Journal Event.

Device Error Journal Trigger
Event

When a Device Error Journal Message is logged, this trigger activates the Device
Error Journal Event.

Intrusion Zone Error Journal
Trigger Event

When an Intrusion Zone Error Journal Message is logged, this trigger activates
the System Error Journal Event.

Journal Log Backup Event When a Journal Log Backup is logged, this triggeractivates the Journal Log
Backup event.

Remove Report Results Selects Report Result object in the database and deletes these report results
permanently. Conditions include both setting the Delete automatically flag to
true. The date value in Delete after is in the past.

System Error Journal Triggers
Event

When a System Error Journal Message is logged, this trigger activates the System
Error Journal Event.
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Table 28: C•CURE Events and descriptions
Event Description
Watchlist Assistance Request
Trigger Event

When an operator clicks the Assist button while working with a person who is
on the watchlist, this trigger activates the Watchlist Assistance Request Trigger
Event. For more information on the Assist button, refer to the Personnel chapter
in the C•CURE 9000 Personnel Guide.

Watchlist Check-in Journal
Trigger Event

When a visitor from the watchlist has been checked in for a visitor, this trigger
activates the watchlist Check-in Journal Trigger Event. For more information on
the watchlist, refer to the Personnel chapter in the C•CURE 9000 Personnel Guide.

Watchlist Visitor Scheduled
Trigger Event

When a visitor from the watchlist is appended to a visit registered in the system,
the Watchlist Visitor Schedule Audit Trigger activates the Watchlist Visitor
Scheduled Trigger Event. For more information on the watchlist, refer to the
Personnel chapter in the C•CURE 9000 Personnel Guide.

To assign triggers and events to the C•CURE Go Reader device, see Configuring triggers and events.

Go Reader Status tab
Use the Go Reader Status tab to view the Go Reader's activation state, synchronization status, card admit status,
and online status in the C•CURE 9000 system.

Figure 49: Go Reader Status tab

Table 29: Go Reader Status tab field and status properties
Field Property Description

Unknown The Go Reader is not recognized in C•CURE 9000.
Activate The Go Reader is activated in C•CURE 9000.

Activation State

Not Activated The Go Reader has been de-activated in C•CURE 9000.
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Table 29: Go Reader Status tab field and status properties
Field Property Description

Unknown Go Reader Synchronization is not yet initiated.
Synchronization
Initiated

Go Reader Synchronization is initiated from C•CURE 9000.

Synchronizing The Go Reader app is synchronizing with data from C•CURE 9000
database.

Finished
Synchronization

The Go Reader app has finished synchronization.

Synchronization
Failed

The Go Reader app synchronization has failed.

Synchronization
Status

Synchronization
Pending

The C•CURE 9000 database is waiting for the Go Reader app to
initiate download.

Admit When a card is swiped, the Admit event is triggered in the Go
Reader app.

Reject When a card is swiped, the Reject event is triggered in the Go
Reader app.

Noticed Admit When a card is swiped, the Noticed Admit event is triggered in the
Go Reader app.

Admit Status

Noticed Reject When a card is swiped, the Noticed Reject event is triggered in the
Go Reader app.

Offline The Go Reader device is offline.Online Status
Online The Go Reader device is online.

Go Reader State Images tab
The Go Reader State Images tab lists icons displayed in the Monitoring Station. A full description of the Go Reader
state images and corresponding states is listed in Table 30.
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Figure 50: Go Reader State images tab

Table 30: State Images
State Image Name Description

Activated C•CURE 9000 has activated the Go Reader app.

Not activated C•CURE 9000 has not activated the Go Reader app.

Synchronization
initiated

Synchronization is initiated between C•CURE 9000 and the Go Reader app.

Synchronization
pending

The C•CURE 9000 database is waiting for the Go Reader app to initiate
download.

Synchronizing The Go Reader app is synchronizing data from C•CURE 9000 database.

Finished
synchronization

The Go Reader app has completed synchronizing data from the C•CURE 9000
database.

Synchronizing
failed

Synchronization has failed.

Duress A duress event is active.

Offline The Go Reader device is offline.
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Configuring card formats using the Go Reader editor
You can configure, manage, and assign card formats for rfIdeas Nano USB readers and Inbuilt NFC readers from
the Administration Station. This is useful if you have one or more Go Reader devices as you can assign the card
formats to all your Go Reader devices. You must create card formats in the Administration Station before assigning
them to a Go Reader device. For more information on card formats, refer to the C•CURE Card Formats and Smart
Card Keys Guide.

Note: For Access-ER devices, card formats must be created on the device. For more information, see Adding
custom format cards on Access-ER.

1. In the Go Reader editor, click on the Card Formats tab.
2. In the Associate Card Formats section, choose between the following options:

- Click Add to assign a card format to the Go Reader device.
- Click Remove to remove a card format from the Go Reader device.

3. Optional: Click the Menu icon next to a card format to edit the parameters of the card format.
4. Click Save and Close to confirm the changes.

A notification stating Card format updates received appears on the Go Reader device.

Configuring MIFARE card formats using the Go Reader editor
You can create, manage, and assign MIFARE card formats for rfIdeas Nano USB readers and Inbuilt NFC readers
from the Administration Station. You must create card formats in the Administration Station before assigning them
to a Go Reader device. For more information on card formats, refer to the C•CURE Card Formats and Smart Card Keys
Guide.

Note: For Access-ER devices, card formats must be created on the device. For more information, see Adding
custom format cards on Access-ER.

1. In the Go Reader editor, click on the MiFare Settings tab.
2. Optional: To read the serial number of MIFARE cards, select the Read UID check box.
3. Use the Sector list to choose the sector details.
4. Use the Block list to choose the block details.
5. In the Choose MiFare Authentication Key field, use the Menu icon to choose the authentication key.

Note: You must configure smart card keys before assigning them to a Go Reader device. For more
information, refer to the C•CURE Card Formats and Smart Card Keys Guide.

6. Optional: If you are using the default factory authentication key, select the Use factory default
authentication key check box.

7. Click Save and Close to confirm the changes.
A notification stating MiFare server updates received displays on the Go Reader device.
To check the MIFARE settings on the Go Reader app, on your Go Reader device, navigate to Settings > NFC, then
expand MiFare Settings.

Configuring DESFire card formats using the Go Reader editor
Before you begin:  
You must verify the Application Id before completing the following steps. For more information, see Reading the
Application Id of DESFire cards.
You can create, manage, and assign DESFire card formats for rfIdeas Nano USB readers and Inbuilt NFC readers
from the Administration Station.
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You must create card formats in the Administration Station before assigning them to a Go Reader device. For more
information on card formats, refer to the C•CURE Card Formats and Smart Card Keys Guide.

Note: For Access-ER devices, card formats must be created on the device. For more information, see Adding
custom format cards on Access-ER.

1. In the Go Reader editor, click the DESFire Settings tab.
2. Optional: To read the serial number of DESFire cards, select the Read UID check box.
3. In the Application Id, File Id, and Key Id fields, enter the data values used to program DESFire cards.

Note: The default value for the Reader Key Slot Id is 240 and the default value for Card Key Number is
1. It is best practice to use the default values.

4. In the Choose MiFare Authentication Key field, use the Menu icon to choose the authentication key.
5. In the Encryption Type section, choose between:

- AES (Advanced Encryption Standard)
- DES (Data Encryption Standard)
- 3K3DES (Triple Data Encryption Standard)

6. Optional: If you are using the default factory authentication key, select the Use factory default
authentication key check box.

7. Click Save and Close to confirm the changes.
A notification stating DESFire server updates received displays on the Go Reader device.
To check the DESFire settings on the Go Reader app, on your Go Reader device, navigate to Settings > NFC, and
expand Desfire Settings.

Configuring MagTek card formats on the Go Reader editor
Before you begin:  
You can create, manage, and assign MagTek card formats for MagTek iDynamo USB-C readers from the
Administration Station. You must create card formats in the Administration Station before assigning them to a Go
Reader device. For more information on card formats, refer to the C•CURE Card Formats and Smart Card Keys Guide.

1. In the Go Reader editor, click on the MagTek Settings tab.
2. Optional: To read the serial number of MagTek cards, select the Read UID check box.
3. To read custom magnetic stripe cards, from the Set the track for the reader to read the card information

list, select the track number.
4. In the Associate Card Formats section, choose from the following options:

- Click Add to assign a card format to the Go Reader device.
- Click Remove to remove a card format from the Go Reader device.

5. Click Save and Close to confirm the changes.
A notification stating MagTek server updates received displays on the Go Reader device.
To check the MagTek card format settings on the Go Reader app, navigate to Settings > MagTek.

Go Reader editor tasks
Use the Go Reader editor to complete the following tasks:

• Accessing the Go Reader editor
• Activating the Go Reader
• Disabling the Go Reader
• View GIS location in card swipe journal message
• Activating facility code validation
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• Use custom data fields for swipe and roll call
• Impersonating a door
• Using manual mustering with the roll call screen
• Activating timed anti-passback
• Assigning a missing area
• Configuring triggers and events
• Removing triggers and events

Accessing the Go Reader editor
Access the Go Reader editor from the Hardware Tree in the C•CURE Administration Station.

1. In the Navigation pane, click Hardware.
2. Expand the CompanyName folder.
3. Expand Doors.
4. Choose between the following options:

- Right-click the GoReader and select Edit.
- Double-click the GoReader.

Figure 51: Accessing the Go Reader editor

Activating the Go Reader
To activate the Go Reader, you must first add it in C•CURE 9000.

1. In the Navigation pane, click Hardware.
2. Expand the CompanyName folder.
3. Expand the Doors folder.
4. Choose between the following options:

- Right-click the GoReader and select Edit.
- Double-click the GoReader.

5. Select the Enabled check box.
6. Click Save and Close.

Disabling the Go Reader
Use the Go Reader editor to disable the Go Reader from C•CURE 9000.

1. In the Navigation pane, select Hardware.
2. Expand the CompanyName folder.
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3. Expand the Doors folder.
4. Choose from the following options:

- Right-click the GoReader and select Edit from the context menu.
- Double-click the GoReader.

5. Clear the Enabled check box.
6. Click Save and Close.

Activating check point
Activate check point using the Go Reader editor to create check points and manage a list of swiped in personnel.

1. On the Configuration tab of the Go Reader editor, select the Check Point check box to activate or disable
check point mode.

2. Click Save and Close. A notification is sent to the Go Reader device.

View GIS location in card swipe journal message
Use the Configuration tab in the Go Reader editor to activate capturing location details with all swipe activities. You
can include the GIS location in the card swipe journal message and view the swipe location in the journal.

Activating GIS location
1. In the Navigation pane, click Hardware.
2. Expand the CompanyName folder.
3. Right-click the Go Reader that you want to configure and click Edit.
4. Click the Configuration tab.
5. In the Location section, select the Include GIS location in Card Swipe Journal message check box to

include the GIS location in the journal message for all swipes.
6. Click Save and Close.

Viewing GIS location
You can view the GIS location from personnel card swipes using a journal query.

1. In the Monitoring Station, right-click on the Card Admitted journal message for a person and select Find in
Journal from the context menu.

2. Edit the filter type and value for the query and click Run.
3. In the Journal dynamic view, right-click on a column heading to display a context menu. Click More columns.
4. From the list of Journal columns, select Location and click OK. A Location column displays in the dynamic

view that shows coordinate details for card swipes.
5. Right-click on journal message and select Show Location On Map. A map displays showing the location of

the card swipe, as shown in Figure 52.
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Figure 52: Swipe location map

Activating facility code validation
Use the Reader tab in the Go Reader editor to activate and disable facility code validation in the Go Reader. After
activating Facility Code validation, the Go Reader uses the Facility Code as part of the card format when validating a
card swipe. For more information about the facility code validation settings, see Go Reader Reader tab.
Before activating facility code validation, ensure that you have configured the Serialio idChamp RS3 reader to
process the Facility Code when a card is swiped. For more information see Configure card formats in the Serialio
idChamp RS3 reader.

1. Navigate to the Go Reader that you want to activate facility code validation for.
2. Select the required facility code validation check box:

- Use Personnel Record Facility Code
- Use Approved Facility Code.

3. Click Save and Close.

Disabling facility code validation
• To disable Facility Code validation, select the No Facility Code check box in the Go Reader editor Reader tab.

Use custom data fields for swipe and roll call
Use the Additional Swipe Screen Information fields to add extra details during card swipe and roll call. You can
use a maximum of three fields from the following three:

• Custom fields
• Personnel types and options
• Credential activation and deactivation

Adding a custom data field for swipe and roll call
Use the Additional Swipe Screen Information fields to add extra details during card swipe and roll call. You can
use a maximum of three fields from the following three:

• Custom fields
• Personnel types and options
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• Credential activation and deactivation
1. Navigate to the Go Reader that you want to add custom fields to. Click the Reader tab.
2. In the Additional Swipe Screen Information fields, click Select. The Personnel Field Picker displays, as

shown in Figure 41.
3. Click a field from the Personnel Field Picker and then click OK. The chosen field displays underAdditional

Swipe Screen Information.
4. Click Save and Close. A notification is sent to the Go Reader device and synchronization is initiated and

completed with the changes.
When the changes are synchronized to the Go Reader device, the chosen custom data fields display in the Go
Reader app for each person when they swipe their card.

Note: If the Go Reader device is not connected to the server when you make the changes for Additional
Swipe Screen Information, the changes are sent when the device comes online, connects to the server,
and synchronization is initiated.

Figure 53: Personnel Field Picker

Impersonating a door
Use the Reader tab in the Go Reader editor to activate Door Impersonation Mode to impersonate a particular
door if there are issues with that door. It can also be used to access different clearance sets. When you choose a
door, all the existing clearances assigned to the Go Reader door are nullified and the clearance and schedule of
the impersonated door are downloaded. When Door Impersonation Mode is removed, a full download of the Go
Reader door is initiated.

1. Select the Door Impersonation Mode check box to activate Door Impersonation Mode.

2. Click  and select a door to impersonate.
3. Click Save and Close.

A notification displays on the Go Reader app and the reader name changes to the name of the impersonated
door. When a person swipes a card and is admitted or rejected, a journal message with the name of the
impersonated door and the name of the GoReader device is displayed on the Monitoring station instead of
the Go Reader door name.
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Note:
- The Door Impersonation Mode check box is disabled by default.
- You cannot assign the same door for multiple Go Reader door objects.
- If the Go Reader device is not connected to the server when you activate or disable Door

Impersonation Mode, the changes are sent when the device comes online, connects to the server,
and synchronization is initiated.

There are three advanced access rules limitations (not supported):
- APB
- Area
- Hardware IO

Activating timed anti-passback
Use the Reader tab in the Go Reader editor to activate timed anti-passback. Timed anti-passback has a basic time
and card swipe count schedule.

1. Select the Enable Device Timed Anti-Passback check box.
2. Under APB Validity Duration, set the anti-passback expiry time to a duration of between 1 minutes and 7

days.
3. Under Max Card swipes within APB Duration, set the maximum amount of card swipes during the anti-

passback duration.
4. Click Save and Close.

A notification displays on the Go Reader app. If a person swipes the reader when the maximum card swipe
value is reached in the defined anti-passback validity duration their card is rejected with the message:
Rejected (Device Timed Anti Passback). See Card swiping with timed anti-passback on the Go
Reader app for more information. If the Go Reader device is connected to the server, a journal message
displays in the Monitoring Station with this information.

Note:
- The maximum card swipes during the anti-passback duration is 10.
- The default value for Minutes is 1.
- The default value for Max Card Swipes within APB Duration is 1.
- If the Go Reader device is not connected to the server when you activate or disable anti-passback,

the changes are sent when the device comes online and connects to the server.

Using manual mustering with the roll call screen
You can manually muster a person by searching for the personnel name from the Roll Call screen. Use for
scenarios where a person does not have access to their card. Enable manual mustering using the Roll Call tab in
the Go Reader editor. See Manual mustering with roll call for information on using manual mustering with the Go
Reader app.

Activating manual mustering
You can manually muster a person by searching for the personnel name from the Roll Call screen. Use for
scenarios where a person does not have access to their card. Activate manual mustering using the Roll Call tab in
the Go Reader editor. See Manual mustering with roll call for information on using manual mustering with the Go
Reader app.

1. On the Go Reader editor Roll Call tab, select the Allow Manual Mustering check box.
2. Click Save and Close. A notification is sent to the Go Reader device.
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Note:  Allow Manual Mustering is activated by default.

Offline mustering with the roll call screen
Note: You must be using C•CURE 9000 v3.00.1 Critical Update 01 and Go Reader Integration Driver v6.0.82.82
or above to activate offline mustering.

Offline mustering is a function where users present a card to a Go Reader device and the operator views a running
total of personnel when in offline mode with no access to Wi-Fi or cellular service. The feature is supported on all
Go Reader devices. You must activate offline mustering when the Go Reader is online so the device has an up to
date iSTAR Area personnel count.
All mustered credentials are synchronized with C•CURE when the Go Reader device is back online. You can check
the number of personnel that were mustered offline using the C•CURE 9000 Administration Workstation and the
Go Reader app. If you use multiple Go Reader devices, you must dock all the GoReader devices before viewing
the missing personnel. If you have assigned multiple Go Reader devices to a server, you cannot activate offline
mustering on all the devices.
Offline mustering synchronization is initiated when you activate offline mustering on the roll call tab. You must
make sure offline mustering synchronization has completed to ensure that all personnel records in the missing
area are up to date and can be used for mustering in offline mode. You must not activate online mustering until
personnel and image synchronization has finished.

Figure 54: Offline mustering synchronization

Offline mustering synchronization is triggered automatically when there is a change to the iSTAR area that has
been assigned as a missing area for the Go Reader device. If personnel enter a missing area, offline mustering
synchronization is triggered automatically.

Activating offline mustering
1. In the Navigation pane, click Hardware.
2. In the Hardware tree, expand the Company Name folder.
3. Right-click the Go Reader device you want to configure and select Edit.
4. Select the Roll Call tab.
5. On the Go Reader editor Roll Call tab, select the Allow Offline Mustering check box.
6. Click Save and Close. A notification is sent to the Go Reader device.
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Figure 55: Offline mustering mode enabled

Manually initiating offline mustering synchronization
If you encounter a network or synchronization issue while synchronizing personnel for offline mustering, you can
manually initiate offline mustering synchronization in C•CURE 9000. Also, if you notice a count discrepancy between
the number of missing people and the Offline Sync Count, you can manually initiate offline synchronization to
resolve this issue.

Note: You cannot initiate manual offline mustering synchronization if previous synchronization attempts have
not been completed.

1. In the Navigation pane, click Hardware.
2. In the Hardware tree, expand the Company Name folder.
3. Right-click the Go Reader device you want to synchronize and select Offline Mustering Synchronize.

Figure 56: Offline mustering synchronize
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Using manual mustering in offline mode
You can manually muster personnel that do not have access to their card when you are mustering personnel
offline. You must activate Offline Mustering on the Roll Call tab to use this function.

1. On the C•CURE Go Reader home screen, tap Roll Call.
2. Tap Search for people and type the name of the person you want to manually muster.
3. From the list of personnel, tap to select the person you want to manually muster.
4. Choose between:

- Tap YES to muster the person to the roll call area.
- Tap NO to return to the personnel list without making any changes.

Assigning a roll call area
A roll call area is a designated area where personnel gatherduring an emergency. The C•CURE Go Reader app uses
the roll call module to determine the number of personnel missing from the roll call area.

Note: If an area is configured as a muster area, it cannot be selected as a missing area. For more information
about configuring mustering areas, refer to the C•CURE 9000 Areas and Zones User Guide.

1. In the Navigation pane , click Hardware.
2. In the Hardware tree, expand the CompanyName folder.
3. Right-click the Go Reader that you want to configure and select Edit.
4. Click the Roll Call tab.
5. In the Roll Call Settings section, select an area from the list.
6. Click Save and Close.

Assigning a missing area
The Roll Call module in the Go Reader app counts how many people are in a missing area to determine how many
personnel are outside a roll call area. Use the Roll Call tab to configure an area as a missing area. There is no
restriction on the amount of areas that you can configure as missing areas.

Note: If mustering status is activated for an area, it cannot be selected as a missing area. For more
information about enabling and disabling a mustering status, see the C•CURE 9000 Areas and Zones User Guide.

1. In the Navigation pane, click Hardware.
2. Expand the CompanyName folder.
3. Right-click the Go Reader that you want to configure and select Edit.
4. Click the Roll Call tab.
5. In the Missing Areas section, click Add.
6. Select the area that you want to assign.
7. Click Save and Close.

Configuring triggers and events
Use the Go Reader Triggers tab to configure triggers and events related to the Go Reader. The Go Reader Triggers
tab uses pre-defined journal events to trigger actions from the C•CURE Go Reader app. However, you can create
custom events to assign to the Go Reader app.
For more information about creating Events and Triggers, refer to the C•CURE 9000 Software Configuration Guide.

1. In the Go Reader editor, click the Triggers tab.
2. Click Add.
3. Click Property and click the ellipses.
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4. Click the trigger that you want to configure.
5. From the Value list, select a value.
6. From the Action list, select an action.
7. Choose between:

- In the Event field, click ellipses.
- Click the arrow to create a new event.

8. Click Save and Close.

Figure 57: Assigning triggers and events

Configuring a card admit trigger using a host-based event
Use the Triggers tab in the Go Reader editor to configure events to trigger in the C•CURE 9000 Monitoring Station
when a card is admitted or rejected in the Go Reader application. Events are triggered for the following admit
status values:

• Admit
• Reject
• Noticed Admit
• Noticed Reject

1. On the Triggers tab, click Add.
2. From the Property list, select Admit Status.
3. From the Value list, select an admit status value.

Note: When a card is admitted in the Roll Call tab in the Go Reader application, the admit status event is
not triggered, and the admit status does not change in the Status tab in the Go Reader editor.

If the first card swipe event is active, subsequent card swipes do not trigger an event. For example, if Person
A swipes a card and is admitted, the Admit event becomes active. If Person B swipes a card at the same time
as Person A, the Admit event is not triggered for Person B.
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Configuring an online status event
Use the Triggers tab in the Go Reader editor to configure events to trigger in the C•CURE 9000 Monitoring Station
based on the online status of the Go Reader device.
View changes to the online status in the Status tab of the Go Reader editor. The status of the Go Reader device
changes from offline to online after certain actions, such as card swipes, searches for users, check point creation,
roll call mustering, and database synchronization. For the online status to change, you must perform the actions in
the Go Reader application, and the Go Reader device must be connected to a C•CURE 9000 system.

Note: When a Go Reader device is synchronizing, the online status does not change.

1. On the Triggers tab, click Add.
2. From the Property list, select Online Status.
3. From the Value list, select Online or Offline.
4. From the Action list, select Activate Event.

Changing the time period for the offline trigger
By default, the offline status is re-triggered five minutes after the action that changed the status to online is
complete. You can adjust the time period in the server's configuration file to anywhere in the range of 1 to 30
minutes.

1. On your PC, navigate to the filepath Tyco\CrossFire\ServerComponents.
2. Open the GoReader Driver Service .exe.config file in a text editor.
3. Change the value of the key <add key="GoReaderOfflineTimeout" value="300000" />. The value of

the key is listed in milliseconds. For example, the value for one minute is 60000, the value for five minutes is
300000, and the value for 30 minutes is 1800000.

4. Save the configuration file.

Removing triggers and events
Use the Triggers tab in the Go Reader editor to remove triggers and events.

1. In the Go Reader editor, select the Triggers tab.
2. Select the trigger row that you want to remove.
3. Click Remove.
4. Click Save and Close.

C•CURE Go Reader privileges
A privilege is a collection of rights you configure to operators so they can access security objects. To access the
C•CURE Go Reader, an operator must be assigned with C•CURE Go Reader privileges. Use the Privilege Editor to
configure C•CURE Go Reader privileges. Use the Operator Editor to assign the C•CURE Go Reader Privileges to an
operator.
You must have Administrator rights in C•CURE 9000 to configure and assign privileges.
This section provides instructions for configuring C•CURE Go Reader privileges. For more detailed information
about privileges and permission classes, refer to the C•CURE 9000 Software Configuration Guide.

Configuring C•CURE Go Reader privileges
Use the Privileges Editor to configure C•CURE Go Reader privileges.

1. In the Navigation pane, select Configuration.
2. From the Configuration list, select Privilege.
3. Click the Go Search icon to open a dynamic view with all privileges.
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4. Choose between:
- Double-click the privilege you want to assign the C•CURE Go Reader permissions to.
- Right-click a privilege and select Edit.

5. In the Classes menu, in the Defaults tab, expand Other.
6. Click Go Device and assign the required permissions.
7. Click C•CURE GoReader and assign the required permissions.
8. Click Save and Close.

Note:
- The Monitoring Station displays Operator Logged In or Operator Logged Out message when

the C•CURE Go Reader is not in use. This is a connection validation logged by the victor Web Service.
- You cannot edit the SYSTEM ALL, Access to common Objects privilege or any Full Privilege for

Partition privilege.
- To save changes to a predefined privilege, click Create Copy, give it a new name, and click Save and

Close after you have made your changes.

Assigning C•CURE Go Reader privileges
Use the Operator editor to assign C•CURE Go Reader privileges to an operator profile.

1. In the Navigation pane, click Configuration.
2. From the Configuration pane list, select Operator.
3. Click the drop down arrow to view a list of operators.
4. Choose between:

- Double-click an operator you want to assign the C•CURE Go Reader privilege to.
- Right-click an operator and select Edit.

5. In the General tab, under Privileges and Schedules, click Add.
6. Select a privilege configured with C•CURE Go Reader permissions.
7. Click the ellipses to assign a Schedule.
8. Click Save and Close.

Manual actions
Use the C•CURE 9000 Administration Station for the following manual actions:

• Synchronizing the C•CURE Go Reader
• Resetting the Go Device
• Deleting the C•CURE Go Reader
• Deleting the Go Device

Synchronizing the C•CURE Go Reader
Before you begin:  
Ensure the following prerequisites have been met before synchronizing the C•CURE Go Reader device:

• The C•CURE Go Reader device is activated in C•CURE 9000.
• The C•CURE Go Reader status is Connected to Server in the C•CURE Go Reader app.
• Synchronization is not already in progress.

Note: If synchronization is in progress, the Synchronize option is not displayed.

After the first time that the app has been authorized and activated from C•CURE 9000, the C•CURE Go Reader app
automatically performs a full synchronization of configuration data and personnel data with C•CURE 9000. Any
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updates made to C•CURE 9000 configurations after the app has been activated results in a differential download to
the C•CURE Go Reader app. You can manually synchronize the C•CURE Go Reader app in the Administration Station
to a perform a full synchronization with C•CURE 9000 and to remove all previous configurations.
When you synchronize the C•CURE Go Reader, the following statuses are displayed in the Monitoring Station:

• Synchronization Initiated
• Synchronization Pending
• Synchronization Failed
• Synchronizing
• Finished Synchronization
This section provides information about using a manual action to synchronize the C•CURE Go Reader. See
Synchronizing the C•CURE Go Reader from the C•CURE Go Reader device for instructions on how to synchronize
the C•CURE Go Reader from your device.

1. In the Navigation pane, select Hardware.
2. In the Hardware tree, expand the CompanyName folder.
3. Expand Doors.
4. Right-click the C•CURE Go Reader you want to synchronize.
5. In the context menu, click Synchronize.

Resetting the Go Device
In the C•CURE 9000 Administration Station, use manual actions to reset the Go Device. Resetting the Go Device
performs a factory reset of C•CURE Go Reader that deletes all personnel information and card swipe history.
This section describes how to use a manual action in C•CURE to reset the device. See Resetting the C•CURE Go
Reader from the C•CURE Go Reader app for instructions on how to reset the Go Device from your Android device.

1. In the Navigation pane, select Hardware.
2. Expand the CompanyName folder.
3. Expand Doors.
4. Right-click the Go Device you want to reset.
5. Choose between:

- Click OK to continue with reset.
- Click Cancel to cancel.

Deleting the C•CURE Go Reader
Before you delete the C•CURE Go Reader, disable it in the C•CURE Go Reader editor, otherwise an error message is
displayed. For information on how to disable the C•CURE Go Reader, see Disabling the Go Reader.

1. In the Navigation pane, select Hardware.
2. Expand the CompanyName folder.
3. Expand Doors.
4. Right-click the C•CURE Go Reader that you want to delete.
5. In the context menu, click Delete.
6. Choose between:

- Click Yes to confirm deletion.
- Click No to cancel.

After deleting the Go Device, the C•CURE GoReader is removed from the Hardware Tree and the C•CURE Go
Reader app returns to the log on screen.
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Deleting the Go Device
You must delete the C•CURE Go Reader before deleting the Go Device from C•CURE 9000, otherwise an error
message is displayed. For information about deleting the C•CURE Go Reader, see Deleting the C•CURE Go Reader.

1. In the Navigation pane, select Hardware.
2. Expand the CompanyName folder.
3. Expand Go Devices.
4. Right-click the Go Device you want to delete.
5. Choose between:

- Click Yes to confirm.
- Click No to cancel.

C•CURE Go Reader clearances
A clearance specifies the doors or door groups that a person can access, and when that access can occur. You can
configure a specific C•CURE Go Reader clearance and assign that clearance to a personnel profile, or you can add a
C•CURE Go Reader door to an existing clearance that may also contain C•CURE 9000 doors or door groups.
This section provides instructions for configuring a C•CURE Go Reader clearance. For more information about
clearances, refer to the C•CURE 9000 Software Configuration Guide.

Configuring a C•CURE Go Reader clearance
Use the Clearance editor to configure a C•CURE Go Reader clearance.

1. In the Navigation pane, click Personnel.
2. From the Personnel pane list, select Clearance.
3. Click New.
4. In the Name field, type a name for the clearance.
5. In the Description field, type a description for the clearance.
6. On the General tab, choose activation and expiration settings for the clearance.
7. Click the Doors tab.
8. Click Add.
9. From the list, select a C•CURE Go Reader door. You can add more than one C•CURE Go Reader to the

clearance.
10. Click OK.
11. Select a schedule.
12. Click Save and Close.

Note: Editing an existing clearance results in an automatic synchronization across all devices, changes
are made to the C•CURE Go Reader device associated with the edited clearance.

Adding a Go Reader clearance to personnel
Use the Clearances tab in the Personnel editor to assign a C•CURE Go Reader clearance to a personnel profile. You
can assign multiple C•CURE Go Reader clearances to individual personnel.

1. In the Navigation pane, select Personnel.
2. From the Personnel pane list, select Personnel.
3. Open the dynamic view for personnel.
4. Select a personnel profile that you want to assign the clearance.
5. In the Personnel editor, click the Clearances tab .

97C•CURE 9000 v3.10 Go Reader User Guide

Configuration



6. Select a C•CURE Go Reader configured clearance.
For more information about configuring C•CURE Go Reader clearances, see Configuring a C•CURE Go Reader
clearance.

Expiring clearance
Go Reader's expiring clearance feature is part of C•CURE Clearance.
• You do not have to follow other user-defined C•CURE schedules.
• There is no need to set Always schedule.
• You can assign Go Reader devices to operate within specific time intervals.
For more info about expiring clearance, refer C•CURE 9000 Personnel Configuration Guide.

Go Reader online status notifications
Go Reader supports three distinct notification statuses to keep users informed:
• Online: This status indicates that the app and server are online and connected.
• Offline: This status indicates that the app and server are offline and not connected.
• Idle: This status indicates that the Go Reader device is inactive.

Note: You can configure the time intervals for each status in Go Reader’s driver configuration files.

FASC-N support
FASC-N is a data structure that is used to store the Federal Agency Smart Credential Number which is a 32-digit
identifier on a Personal Identity Verification (PIV) card. It is required for physical access control as per the Federal
Information Processing Standards (FIPS).
To use FASC-N card format in Go Reader, import or create a new CHUID format in C•CURE 9000. No configuration
changes are required in the app.

Configuring CHUID format for FASC-N in C•CURE
You can configure CHUID format for FASC-N cards in C•CURE as it has an inbuilt CHUID format template.

1. In the Navigation Pane of the Administration Workstation, click Personnel.
2. In the Personnel pane, select CHUID Format from the dropdown list.
3. Click the arrow on the New button and then click Full FASC-N CHUID Format (200 bit) Template.

The CHUID Format editor opens.
4. Enter the name and description, then select Enabled check box.
5. Check the value in the following fields:

- Card Number
- Agency Code
- System Code
- Credential Series
- Credential Issue
- Person Identifier
- Association Category
- Organizational Category
- Organizational Identifier

6. Click Save and Close button.
CHUID format template is configured for FASC-N cards.
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Figure 58: CHUID format

Creating personnel with FASC-N CHUID format
1. When creating personnel with FASC-N credentials, choose the newly created FASC-N CHUID format.
2. In the Credentials tab, enter the credential values into Standard Fields, Extended Fields and,

Miscellaneous.

Figure 59: Personnel Edit View
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Configuring Go Reader to read FASC-N credentials
Before you begin:
Ensure the Go Reader device is activated and the FASC-N CHUID is created in the C•CURE 9000 system.

1. Open the Go Reader Editor.
2. Click the Secure Cards tab.
3. Select the FASC-N radio button.
4. In the Select CHUID field, choose the created FASC-N CHUID.
5. Click the Save and Close button.
6. When prompted, click Yes on the pop-up message to proceed with synchronization.

Figure 60: FASC-N CHUID selection in Secure Card tab

Using FASC-N Cards with Go Reader
Before you begin:  
Ensure that you have created personnel with FASC-N CHUID format in C•CURE 9000, and these personnels are
sychronized to the C•CURE Go Reader.

1. On the C•CURE Go Reader Home screen, tap Go Reader.
2. Swipe a person's card.

The C•CURE Go Reader screen displays the card status.
3. If CHUID format is imported or created successfully in the C•CURE Go Reader app then the card status

displays as Admitted.
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Figure 61: Admitted Personnel

Note: iSTAR Online Reader mode and does not support FASC-N.

Viewing FASC-N Card on BYO devices
1. In the Go Reader app, tap Settings > NFC tab.
2. Expand the FASC-N Card Information section.
3. To check the FASC-N Card information, swipe a person's card.

FASC-N card information appears on the screen.

Figure 62: FASC-N card information
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Viewing FASC-N Card on Coppernic Access ER
1. Open the Go Reader Coppernic Driver Service app.
2. To enable the Tools tab, tap the title Go Reader Coppernic Driver multiple times.

Figure 63: FASC-N card diagnostics

3. On the Tools tab, scroll down to the bottom of the page and display any person’s card.
FASC-N card information appears on the screen.
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Figure 64: Card read information

PKOC support
Public Key Open Credential (PKOC) cards can be configured to operate in one of three bit lengths:
• 64 Bit
• 128 Bit
• 256 Bit
All three configurations are valid. However, it is essential to select one bit length and ensure that both the C•CURE
9000 system and the Go Reader device are configured accordingly. This alignment is necessary for the PKOC card
to function properly.

Creating 64 Bit PKOC CHUID format
To configure a 64-bit PKOC CHUID format in the CCure Admin Workstation, follow these steps:
1. In the CCure Admin Workstation, navigate to the CHUID Format section in the left pane and click New.
2. (Optional): From the CHUID Templates drop-down, select Card Only 64 Template.
3. Add the following field with the specified parameters:

- Field Name: Card Number
- Length: 20
- Start Position: 1
- End Position: 20

4. Enter a Name for the format, check the Enabled box, then click Save and Close.

103C•CURE 9000 v3.10 Go Reader User Guide

Configuration



Figure 65: Adding card number field in 64-Bit PKOC CHUID format

Creating 128 Bit PKOC CHUID format
To create a 128-bit PIV I CHUID format in CCure Admin Workstation:
1. In the left pane of the CCure Admin Workstation, navigate to the CHUID Format section.
2. Click New to create a new CHUID format.
3. (Optional) From the list of CHUID templates, select PIV I CHUID Format (128-bit) Template.
4. Add the following fields with the specified lengths and positions:

- Card Number: Length = 40, Start Position = 1, End Position = 40
- Card Int 1: Length = 20, Start Position = 41, End Position = 60
- Card Int 2: Length = 20, Start Position = 61, End Position = 80

5. Enter a descriptive Name for the format.
6. Check the Enabled checkbox to activate the format.
7. Click Save and Close to complete the configuration.
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Figure 66: Configuring a 128-Bit PIV I CHUID Format in CCure Admin Workstation

Creating 256 Bit PKOC CHUID format
To create a custom CHUID format in CCure Admin Workstation:
1. In the left pane of the CCure Admin Workstation, navigate to the CHUID Format section.
2. Click New to create a new CHUID format.
3. Add the following fields with the specified lengths and positions:

- Agency Code: Length = 10, Start Position = 1, End Position = 10
- Card Int 1: Length = 10, Start Position = 11, End Position = 20
- Card Int 2: Length = 10, Start Position = 21, End Position = 30
- Card Int 3: Length = 10, Start Position = 31, End Position = 40
- Card Int 4: Length = 10, Start Position = 41, End Position = 50
- Personnel Identifier: Length = 10, Start Position = 51, End Position = 60
- Card Number: Length = 20, Start Position = 61, End Position = 80

4. Enter a descriptive Name for the format.
5. Check the Enabled check box to activate the format.
6. Click Save and Close to complete the configuration.
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Figure 67: Field Configuration for Custom CHUID Format in CCure Admin Workstation

Creating personnel with 64 Bit PKOC CHUID format
To create personnel with the 64-bit PKOC CHUID format in CCure Admin Workstation:
1. Navigate to the Personnel section and begin adding or editing a personnel record.
2. In the Credential tab, add a new PKOC credential.
3. From the CHUID Format drop down, select PKOC 64 Bit CHUID.
4. Enter values into the respective fields as defined by the selected CHUID format.
5. Complete the remaining personnel details as required and save the record.

Figure 68: Assigning a PKOC Credential Using the 64-Bit CHUID Format

Creating personnel with 128 Bit PKOC CHUID format
To create personnel with the 128-bit PKOC CHUID format:
1. Navigate to the Personnel section in the CCure Admin Workstation.
2. Add a new personnel record or open an existing one for editing.
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3. Go to the Credential tab.
4. Click Add to create a new PKOC credential.
5. From the CHUID Format dropdown, select PKOC 128 Bit CHUID.
6. Enter the required values into each field as defined by the selected CHUID format.
7. Complete any remaining personnel details as needed.
8. Click Save.

Figure 69: Assigning a PKOC Credential Using the 128-Bit CHUID Format

Creating personnel with 256 Bit PKOC CHUID format
To create personnel with the 256-bit PKOC CHUID format:
1. Navigate to the Personnel section in the CCure Admin Workstation.
2. Add a new personnel record or open an existing one for editing.
3. Go to the Credential tab.
4. Click Add to create a new PKOC credential.
5. From the CHUID Format dropdown, select PKOC 256 Bit CHUID.
6. Enter the required values into each field as defined by the selected CHUID format.
7. Complete any remaining personnel details as needed.
8. Click Save.

Figure 70: Assigning a PKOC Credential Using the 256-Bit CHUID Format
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Configuring Go Reader driver to read PKOC Credentials
Before you begin:
Ensure that the Go Reader device is activated and the required PKOC CHUID format (64-bit, 128-bit, or 256-bit)
has been created in the C•CURE 9000 system.
1. Open the Go Reader Editor.
2. Click the Secure Cards tab.
3. Select the PKOC radio button.
4. In the Select CHUID field, choose the previously created PKOC CHUID format. You may select any format with a

length of 64-bit, 128-bit, or 256-bit, depending on your configuration requirements.
5. Click Save and Close.
6. When prompted, click Yes on the pop-up message to proceed with synchronization.

Figure 71: PKOC CHUID selection in Secure Card tab

Configuring BYO device to read PKOC credentials
To configure PKOC bit length in the GoReader Main App:
1. Open the GoReader Main App and navigate to the Settings section.
2. In the NFC tab, expand the PKOC section.
3. Select the bit length (64-bit, 128-bit, or 256-bit) based on your configuration.
4. Ensure that the selected bit length matches the PKOC CHUID format previously configured on the Go Reader

device via the Admin Workstation.
5. Tap the Save button to apply the changes.
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Figure 72: Selecting PKOC Bit length in Go Reader main app

Configuring Access-ER to read PKOC credentials
To configure Access-ER to read PKOC credentials:
1. Open the Go Reader Driver Service App and navigate to the Card Config tab.
2. Expand the PKOC section.
3. Select the appropriate bit length (64-bit, 128-bit, or 256-bit) based on your credential configuration.
4. Ensure that the selected bit length matches the PKOC CHUID format previously configured on the Go Reader

device via the Admin Workstation.
5. Tap the Save button to apply the changes.

Figure 73: Configuring PKOC Bit Length in Go Reader Driver Service App

The CHUID format template is configured to support FASC-N cards, ensuring compatibility with Federal Agency
Smart Credential Number standards. This configuration allows for secure identification and credentialing in
accordance with PKOC specifications.
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Figure 74: CHUID format

Using the C•CURE Go Reader app
This chapter provides instructions for logging into the C•CURE Go Reader app, accessing and using the C•CURE Go
Reader modules for roll call, card reading and settings for C•CURE Go Reader.

Log on screen
The Log On screen is the first screen in the application. It is where you enter the credentials associated with your
C•CURE 9000 operator account.

Launching the C•CURE Go Reader app
Ensure the following prerequisites have been met:

• Your Android device is connected to the C•CURE 9000 server. For more information, see Creating connections.
• You have a C•CURE 9000 operator user name and password.
• You have the server IP address for the C•CURE 9000 server you want to logon to.

Note: You must have C•CURE Go Reader Privilege rights enabled on your C•CURE 9000 operator profile to
log on to the C•CURE Go Reader app. For information about enabling C•CURE Go Reader Privileges, see
Activating the Go Reader, or contact your C•CURE 9000 Administrator to confirm your operator privileges.

C•CURE Go Reader icons
The following icons are displayed in the C•CURE Go Reader app:
Table 31: C•CURE Go Reader icons
Icon Description Action

Menu icon. Tap to open the menu.

Home screen icon. Tap to return to the home screen after
navigating to other screens.
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Table 31: C•CURE Go Reader icons
Icon Description Action

C•CURE Go Reader has successfully
connected to the Serialio idChamp RS3 card
reader.

Tap to disconnect Serialio idChamp RS3
card reader.

C•CURE Go Reader is attempting to connect
to the Bluetooth enabled Serialio idChamp
RS3 card reader.

Tap to establish connection with Bluetooth
enabled Serialio idChamp RS3 card reader.

C•CURE Go Reader unable to connect to
Bluetooth enabled Serialio idChamp RS3
card reader.

Tap to establish connection with Bluetooth
enabled Serialio idChamp RS3 card reader.

Operator has logged on. Tap to log off.
Note: After you log off, all modules
except settings are available. Log on to
access settings.

Operator log on is in process. Tap to change log on credentials for
operator.

Operator is logged off. Tap to log on using your operator log on
details or to change operator.

Device registered in C•CURE 9000. Read only.

C•CURE Go Reader version information. Tap to display C•CURE Go Reader app
version details.

Starting the Go Reader application
Before you begin:  
Ensure the following prerequisites have been met:

• Verify that your Android device can connect to the C•CURE 9000 server. For more information, see Creating
connections.

• Go Reader Driver service must be running in the C•CURE 9000 server.
• You have a C•CURE 9000 operator user name and password.
• You have the server IP address for the C•CURE 9000 server you want to log on to.

Note: You must have C•CURE Go Reader privilege rights enabled in your C•CURE 9000 operator profile to log
on to the C•CURE Go Reader app. For information about enabling C•CURE Go Reader privileges, see Activating
the Go Reader, or contact your C•CURE 9000 administrator to confirm your operator privileges.

1. From the device Home screen or from the device app menu, tap the C•CURE Go Reader icon.
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2. When the notification permission popup appears, select Allow to enable GoReader notifications. See Figure
75.

Figure 75: Notification access request

3. Tap Proceed on the welcome screen. To view the privacy policy before continuing, tap the Privacy Policy
button. See Figure 76.

Figure 76: Welcome screen

4. Select the appropriate reader mode as shown in Figure 77. Tap YES to confirm and accept the reader mode
message.
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Figure 77: Reader modes

5. On the permissions screen, tap ACCEPT to accept all permissions for the Go Reader app.
a. The following permissions display:

i. Tap ALLOW to access the devices location.
ii. Tap ALLOW to access photos, media, and files on your Go Reader device.
iii. Tap ALLOW to make and manage phone calls.
See an example in Figure 78. Tap OK to proceed. The Go Reader Identity screen displays.

Figure 78: Permissions screen

6. Select Accept on the Privacy Notice screen to proceed. See Figure 79.
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Figure 79: Privacy notice screen

7. Tap C•CURE Identity to proceed. For more information on the Advanced Identity (Beta) option, see Go
Reader Identity: Advanced identity (beta) mode. See Figure 80.

Figure 80: Identity mode options screen

8. Enter your username, password, and server IP on the screen, then tap Login to proceed. See Figure 81.
a. In the Operator Name field, type your operator name. If you are a member of a domain, the format is

<domain name> or <username>.
b. In the Operator Password field, type your password.
c. Choose between the following options:

• If vWS is installed locally on the C•CURE server, in the Server Address field, enter the C•CURE server
IP address.

• If vWS is installed remotely, in the Server Address field, enter the vWS system IP address.
d. Optional: If you log on to the app across an unsecured network, tap Use Secure Connection to clear the

check box. Otherwise, ensure that the check box is selected.
e. Optional: If you need a certificate, tap Certificate.
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f. Note:
• victor Web Service must be associated with a verifiable and trusted server certificate that is

signed by a globally trusted certification authority.
• Devices that run the Go Reader application must have a trusted root certificate installed. This

enables the client device to establish a secure connection and complete the transport layer
security (TLS) handshake.

Figure 81: Trusted root certificate installation

9. If the log on credentials are verified, the Discovered Readers screen is displayed with a list of readers, as
shown in Figure 82. Select any reader from the list and tap Yes to confirm registration.

Figure 82: List of available readers

10. The Go Device object is created in the C•CURE 9000 Administration Station. See C•CURE Go device editor. For
information about enabling the C•CURE Go Reader, see Activating the Go Reader.

11. If activation is successful, the C•CURE Go Reader home screen displays.
12. Optional: Tap the Menu icon at the top left of the screen, then tap About to view the Go Reader version,

host name operator name, and current identity.
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13. Optional: Tap the Menu icon at the top left of the screen, then tap Help to access the Go Reader page on the
Software House portal.

Note:

- After the C•CURE Go Reader connects to the C•CURE 9000 server, all C•CURE 9000 data for
personnel,credentials, clearance, holidays and schedules are downloaded to the C•CURE Go Reader.
See C•CURE Go Reader clearances.

- If you have not paired your device with a Bluetooth reader, the app directs you to the Bluetooth
settings module of your Android device. Select the Bluetooth reader that you want to pair with your
device.

Go Reader Identity: Advanced identity (beta) mode
To use the Advanced Identity (Beta) mode, complete the following steps:

1. Complete steps 1 to 3 of Launching the C•CURE Go Reader app.
2. Tap Advanced Identity (Beta), then tap Enable this identity. See Figure 83.
3. Tap OK to confirm. See Figure 84.
4. Tap Proceed, then tap SIGN IN and enter the credentials provided by the operator.
5. Tap Certificate to get the certificate and tap Login to access the device.

Figure 83: Go Reader Identity screen
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Figure 84: Advanced Identity option

C•CURE Go Reader notifications
The C•CURE Go Reader app sends notifications to your Android device to indicate connectivity to the C•CURE 9000
server. The following table lists the C•CURE Go Reader app notifications.
Table 32: C•CURE Go Reader notifications
Notification Icon Description

Connected to server.

Log on failed.

• Disconnected from server.
• Device disabled from C•CURE.

C•CURE Go Reader driver status and notifications
The following C•CURE Go Reader driver notifications are sent to the C•CURE Go Reader app.
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Table 33: C•CURE GoReader driver status and notifications
Status and Notification Description
Connection to victor Web Service. C•CURE Go Reader app has established a

connection with victor Web Service.
Disconnected from victorWeb Service. C•CURE Go Reader app cannot establish a

connection with victor Web Service.
C•CURE GoReader Extension Service is stopped. All the Extension
Service dependent operations are queued and triggered when the
C•CURE Go Reader Extension Service is running.

C•CURE Go Reader driver service is stopped.

Unable to reach victor Web Service. Check if victor Web Service is
online or data connection is activated in device.

C•CURE Go Reader app cannot connect to
the victor Web Service.

Home screen
The home screen is displayed after successful log on and activation of the C•CURE Go Reader device. It contains a
list of C•CURE Go Reader app modules. Tap the different links to access them.
Information about the reader connected to the device, including the number of credentials and images
synchronized displays at the top of the home screen. After synchronization completes, the last sync time displays.
See Figure 85.
You can access options from the home screen or the side menu. See Table 34 for information on the options. To
access options from the side menu, tap the menu icon. See Figure 86.

Figure 85: C•CURE Go Reader app home screen - Android

Table 34: Home screen and menu options
Option Description
Home screen options
Last Card Swipe Displays the last swiped card details. Tap this button to display the history of swipe activity on

the Go Reader device.
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Table 34: Home screen and menu options
Option Description
Go Reader Displays the total count of admitted and rejected credentials on the device. Tap this button to

launch the C•CURE Go Reader module or swipe and show screen. Select to view card information
after a card swipe.

iStar Online
Reader

Tap this button to navigate to the iStar Online Reader mode. See iSTAR online reader screen for
more information.

Bottom Navigation Bar
Home Tap this button to navigate back to the Home screen.
Go Reader Tap this button to launch the C•CURE Go Reader module or swipe and show screen. Select to

view card information after a card swipe.
Roll Call Tap this button to navigate to the Roll Call screen, to view missing persons and area information

for missing persons.
Check Point Tap this button to navigate to the Check Point screen, to create check points and manage list of

swiped in personnel.
Settings Tap this button to navigate to the Settings screen, to view and configure General, Database and

Advanced settings options.
Side Menu
Home Tap this button to navigate back to the Home screen.
Settings Tap this button to navigate to the Settings screen, to view and configure General, Database and

Advanced settings options.
Help Tap this button to view to the Go Reader product page on the Software House Portal.
Privacy Policy Tap this button to view to the Go Reader privacy policy.
About Tap this button to view the About screen and view the Go Reader version, host name, operator

name, and current identity.
Exit Tap this button to close the application.

Figure 86: C•CURE Go Reader app side menu
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Using the access metrics widget on the Go Reader app
You can view card swipe information on the access metrics widget on the Go Reader app Home screen. The access
metrics widget displays the number of admitted and rejected card swipes.
• On the Home screen, tap Go Reader.

Figure 87: C•CURE Go Reader app - Access metrics widget

Resetting access metrics widget data
To reset metrics data on the access metrics widget, complete the following steps:

1. In the Go Reader app, on the Home screen, tap Settings.
2. In Settings, on the Modes tab, in the Widgets pane, tap RESET.

Figure 88: C•CURE Go Reader app - Widget reset

The previous data is removed and the metrics data is reset.

C•CURE Go Reader screen
The C•CURE Go Reader screen displays the card status when a card is swiped on the Bluetooth enabled Serialio
idChamp RS3 card reader. The C•CURE Go Reader module has a read-only function and is accessed from the
C•CURE Go Reader Home screen.
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After swiping a card, the following outcomes appear on the screen:

• If the person has access to the clearance configured to the C•CURE Go Reader app, the card status is displayed
as Admitted, as shown in Figure 89.

• If the person does not have access to the clearance configured in the C•CURE Go Reader app, the card status is
displayed as Rejected.

• If the card is not registered in the C•CURE 9000 system, the card number displays on the screen.
• If you configured additional swipe screen information to add extra details, these display on the screen. See Use

custom data fields for swipe and roll call for information on adding additional swipe screen information.
• If you enabled facility code validation and there is a facility code mismatch, the card status is displayed as

Rejected (Facility Code Mismatch).

Figure 89: C•CURE Go Reader screen on Android device

iSTAR online reader screen
On the iSTAR Online Reader screen you can grace personnel, view reader statuses, cardholder information, admit
or reject statuses, cardholder swipe history, and passback alerts. To access the iSTAR Online Reader screen, from
the home screen, tap iSTAR Online Reader.
iSTAR Online Reader mode enables the Go Reader device to assume the identity of an actual iSTAR reader, from an
online iSTAR controller, such as iSTAR Pro, iSTAR eX, iSTAR Edge, or iSTAR Ultra/Ultra SE with the required firmware
revision update. You can use the Go Reader device to enforce anti-passback control, using the areas that have been
configured on the iSTAR.
For more information on navigating the iSTAR Online Reader screen in the Go Reader app, see Navigate the iSTAR
Online Reader screen on the Go Reader app.
To update the Go Reader driver service config file, see Updating the Go Reader driver service config file.
For more information on the antipassback feature in the iSTAR Online Reader screen, see Anti-passback feature in
the iSTAR online reader screen.

Navigate the iSTAR Online Reader screen on the Go Reader app
You can view the following information on the iSTAR online reader screen in the Go Reader app:

• Reader statuses
• Cardholder information
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• Admit or reject statuses
• Cardholder swipe history
• Passback alerts
For more information, see Table 35.

Note:
• If your device is not connected to the server, you cannot access the iSTAR Online Reader screen.
• If your device is connected to the server but the iSTAR driver is offline or is not running, the following

message displays on the iSTAR Online Reader: iSTAR offline: GoReader cannot process card
swipes

To troubleshoot the iSTAR driver, refer to the documentation of your C•CURE 9000 iSTAR driver.

Figure 90: iSTAR Online Reader screen user interface
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Table 35: iSTAR Online Reader screen interface elements
Callout Name Description

Displays status information about an inbound or outbound reader.1 Reader selector
Expand the menu to select a different reader type. By default, the inbound
reader displays.

2 Card swipe
information

Displays the following card swipe details:
• Admit or reject status
• Passback alert or clearance

3 Swipe history Tap to view the last 100 card swipes in the Swipe History screen. You can
download the swipe history in PDF format.

4 User data Displays the user name, card number, last card swipe, and the admit or
reject date.

Updating the Go Reader driver service config file
The default poll interval for the iSTAR Online Reader driver is 30 seconds. To update the Go Reader driver service
config file, complete the following steps:

1. Open the Go Reader Driver Service Config file at the following path: …\CrossFire\ServerComponents
\GoReader Driver Service.exe.config

2. Append the following key to the config file: add key="iStarProbePollInterval" value="30000" /

Note: The time you enter for value is in milliseconds. In the example above, as the default poll interval
for the iSTAR Online Reader driver is 30 seconds, enter 30000 milliseconds.

3. Save the config file.

Anti-passback feature in the iSTAR online reader screen
Anti-passback prevents personnel from passing back a card for another person to swipe. You can use the anti-
passback feature on Android and C-One² devices.
For more information on anti-passback pre-requisites, see Anti-passback prerequisites.
For more information on anti-passback configuration for a Go Reader door object in the server, see Anti-passback
configuration for a Go Reader door object in the server.
To authorize users and devices and grace personnel in the server, see Authorizing users and devices and gracing
personnel in the server.
For more information on swiping with timed anti-passback, see Card swiping with timed anti-passback on the Go
Reader app.
For more information on anti-passback use cases, see Anti-passback use cases.

Anti-passback prerequisites
To support anti-passback, the Go Reader integration uses the 2FA API to receive information from an iStar
controller. An example of this information is the reject or admit information of a cardholder. The type of 2FA
depends on the firmware version of your iSTAR devices. For more information on iSTAR devices and the firmware
versions that support 2FA, see Table 36:
Table 36: iSTAR devices and the firmware versions that support 2FA
Device Firmware version
iSTAR Ultra v6.5.2 or later
iSTAR Ultra SE v6.5.2 or later
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Table 36: iSTAR devices and the firmware versions that support 2FA
Device Firmware version
iSTAR Ultra LT v6.5.2 or later
iSTAR Edge/Ex v6.2.6 or later
iSTAR Pro v5.2.D or later

Anti-passback configuration for a Go Reader door object in the server
You can configure the following anti-passback options for a door object:
• Inbound Reader: This option is mandatory. For more information on readers, refer to C•CURE Hardware

Configuration Guide.
• Outbound Reader: This option is not mandatory. For more information on readers, refer to C•CURE Hardware

Configuration Guide.
• Grace Personnel: This option is not mandatory. For more information on gracing personnel, see Gracing

personnel use case or refer to Antipassback Grace in C•CURE Areas and Zones Guide.
To select one or more of these options, see Configuring a door object for anti-passback.

Configuring a door object for anti-passback
1. On the Configuration tab of the Go Reader editor, in the Modes area, select Enable iSTAR Reader Mode.
2. In the Inbound Reader field, type the name of the inbound reader or click the browse button to browse to

the inbound reader you want to configure.
3. In the Outbound Reader field, type the name of the outbound reader or click the browse button to browse

to the outbound reader you want to configure.
4. Optional: To activate the personnel gracing, select the Grace Personnel check box.

If a card is rejected due to anti-passback, you can accept the card manually on the Go Reader app.

Figure 91: Configuring a door object for anti-passback in the editor

Authorizing users and devices and gracing personnel in the server
The iSTAR Online Reader appears in the Go Reader app Home screen. To authorize iSTAR Online Reader cardholder
access, complete the following steps in the Go Reader editor:

1. On the Configuration tab of the Go Reader editor, in the Modes area, select Enable iSTAR Reader Mode.
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2. In the Inbound Reader field, type the name of the inbound reader or click the browse button to browse to
the inbound reader you want to configure.

3. In the Outbound Reader field, type the name of the outbound reader or click the browse button to browse
to the outbound reader you want to configure.

4. Optional: To enable the personnel gracing, select Grace Personnel. For more information on gracing
personnel, refer to anti-passback grace in C•CURE Areas and Zones Guide.

5. Click Save and Close.
Go Reader Message dialog box appears with the following message: Make sure iSTAR driver is
running and controller is online to use this feature.

6. Click OK.
The user can now access the iSTAR Online Reader from the Go Reader app Home screen.

Card swiping with timed anti-passback on the Go Reader app
If you activate timed anti-passback in the Go Reader editor, you can use the Go Reader app to reject card swipes
in your chosen time frame. See Activating timed anti-passback for more information on configuring timed anti-
passback.

1. On the C•CURE Go Reader Home screen, tap GoReader.
The Go Reader module opens on the Home screen. If you have enabled timed anti-passback, Device Timed
AntiPassback Enabled displays in a banner on the screen.

2. Swipe a person's card to admit them to the clearance. The card status displays as Admitted, as shown in
Figure 92.

Figure 92: Admitted with timed anti-passback

3. Swipe the same person's card during the anti-passback duration. The card displays as Rejected, as shown in
Figure 93.
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Figure 93: Rejected with timed anti-passback

Anti-passback use cases
The following use cases apply to the anti-passback feature in the Go Reader app:
• Normal anti-passback enforcement for both iSTAR areas. For more information, see Normal anti-passback

enforcement for both areas use case.
• Timed anti-passback enforcement for both iSTAR areas . For more information, see Timed anti-passback

enforcement for both areas use case.
• Carpool. For more information, see Setting up carpool anti-passback.
• Gracing personnel. For more information, see Gracing personnel use case.
• Downloading swipe history information. For more information, see Normal anti-passback enforcement for both

areas use case.

Normal anti-passback enforcement for both areas use case
In the following use case scenario, the anti-passback enforcement type is normal for both areas.
1. The users elects the inbound reader and swipes the card.
2. In the Monitoring Station, two journal messages log.
3. If the same card reads a second time on the same inbound reader, an anti-passback alert triggers and the card

is rejected. The following alert appears in the iSTAR Online Reader and two passback alerts log on the journal:
Rejected (Passback)

4. To admit the card, on the iSTAR Online Reader screen, swipe down to open the reader selector menu and select
the outbound reader.

5. The cardholder swipes the card.
The cardholder is removed from the area.
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Timed anti-passback enforcement for both areas use case
In the following use case scenario, the anti-passback enforcement type for both areas is timed.
1. Set Trigger violation on re-entry within to the re-entry violation time you want. For more information, see

Activating timed anti-passback.
2. From the Home screen, tap iSTAR Online Reader.
3. Swipe down to open the reader selector menu and select the inbound reader.
4. The cardholder swipes the card.
5. If the cardholder swipes the card in the Trigger violation on re-entry within value, the card is rejected. The

following alert appears in the iSTAR Online Reader and two passback alerts log on the journal: Rejected
(Passback)

Setting up carpool anti-passback
1. Create a carpool group. For more information on carpool anti-passback, refer to carpool anti-passback in

C•CURE Areas and Zones Guide.
2. Add personnel to the carpool group.
3. In Anti-passback Enforcement type, activate Antipassback.
4. Select the carpool area and then select Allow any personnel in carpool group to exit in area option.

Note: You cannot use any anti-passback features on an area that is not a carpool area, even if it is
adjacent to a carpool area.

5. A cardholder in the carpool group swipes the card.
6. If the same card swipes again on same inbound reader, the card is rejected. The following alert appears in

the iSTAR Online Reader and two passback alerts log on the journal: Rejected (Passback)

Gracing personnel use case
To activate Grace Personnel, complete Step 4 in Authorizing users and devices and gracing personnel in the server.
For more information on gracing personnel, refer to Anti-passback Grace in C•CURE Areas and Zones Guide.

1. From the GoReader Home screen, tap iSTAR Online Reader.
2. To access the Swipe History screen, tap Last Card Swipe (Tap for last 100 swipes).
3. Tap the check mark icon beside the rejected personnel record.
4. To grace the personnel, tap OK.

A success notification appears on the iSTAR Online Reader screen and two passback alerts log on the journal.

Downloading swipe history information use case
1. From the Go Reader Home Screen, tap iSTAR Online Reader.
2. To access the Swipe History screen, tap Last Card Swipe (Tap for last 100 swipes).
3. Tap the Download icon.

The card swipe history downloads in PDF format. The file contains the following information:

• Primary image of personnel
• Personnel name
• Admit and reject status
• Reader information
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Figure 94: iStar online swipe history

Back to work features
This document describes the new features of the C•CURE Go Reader application that improve usability and activate
Go Reader to be more effective in back-to-work scenarios. The features is supported on either the following Go
Reader hardware platforms:

• Access-ER
• C-ONE²
• RS3

Temporary clearance filter
The Temporary Clearance Filter function was introduced in 2.70 SP7, 2.80 SP5 and 2.90 SP2. To support this
function, use Online iSTAR Reader Mode and configure the necessary custom events.

Note: Name the iSTAR door with an appropriate name that indicates that the Temporary Clearance Filter is in
use.

Online validation mode
Online validation mode displays the most recent updated personnel data when a card is swiped at a Go Reader
unit and efficiently validates all credentials in a C•CURE database.
In online validation mode, you can validate personnel records and credentials without checking clearances. This
enables quick use of Go Reader on any C•CURE system without needing to assign clearances to the personnel.
When a cardholder swipes a card, the complete personnel record is fetched without downloading or synching. On
a system with 250,000 personnel using a Wi-Fi connection, Go Reader processes the card swipe, retrieves the host
data, and displays it on the screen in 2 to 3 seconds.
Online validation mode ignores clearances and instead validates the following values:

• Credential card number
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• Credential facility code
• Credential activation
• Credential expiration dates
• Lost flags
• Disabled flags
• Stolen flags

Note: You can use online validation mode if the Go Reader unit and the Go Reader app are both online.

Journal history in Go Reader mode
In the Go Reader journal history, you can view the last 100 transactions with Go Reader mode. The Go Reader
journal history is similar to the journal history available in the current Online Reader mode.

Beeper settings
You can configure different beeper sound and number of beeps for admits and rejects in the Go Reader app
settings. The following table displays the beep number and duration configuration options:
Table 37: Beep number and duration configuration options
Description Admit Reject
Number of beeps you can configure 1-3 1-3
Default number of beeps One 5/10s beep One 1s beep
Minimum beep duration 2/10s 2/10s
Maximum beep duration 3s 3s
Default beep duration 5/10s 1s

Duress button
Tap the duress button to signal a duress or assistance event to C•CURE. The duress icon is located on each screen
and is similar to the Alert feature in C•CURE.
You can activate the duress button in the Go Reader app settings.
To send a duress signal with the duress button, see Sending a duress signal with the duress button.
If the Go Reader is offline, the icon is grayed out.
An event can be triggered, as a minimum through journal triggers.

Sending a duress signal with the duress button
1. Tap the duress button.
2. Type a comment in the dialog box.
3. Tap SEND.

The duress signal is sent and the comment is included in the journal. The Go Reader app delivers the activity
message with the GIS location of the Go Reader to C•CURE.

Track Go Reader unit with GIS coordinates
You can track a Go Reader unit with GIS coordinates. Configure the beacon settings to send the GIS location to the
C•CURE server at a predefined rate.
To map the Go Reader unit with OpenStreets maps, right-click on the Go Reader unit.
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iSTAR online reader mode enhancements
You can use iSTAR Online Reader Mode functionality to assign different readers from different doors as Inbound or
Outbound reader combinations. You can choose to assign only an Inbound reader or only an Outbound reader to a
GoReader device, leaving the other reader slot empty.

Impersonate a door using the Go Reader app
Configure Door Impersonation Mode in the Go Reader editor to impersonate a particular door if there are
issues with that door. It can also be used to access different clearance sets. See Impersonating a door for more
information on configuration.

Card swiping with door impersonation
1. On the C•CURE Go Reader Home screen, tap GoReader.

If you have enabled Door Impersonation Mode, Impersonate Door Enabled displays in a banner on the
screen and the name of the impersonated door displays instead of a Go Reader door.

2. Swipe a person's card to admit them at the impersonated door. The card status displays as Admitted or
Rejected.

Note: If the Go Reader device is not connected to the server when you activate or disable Door
Impersonation Mode, the changes are sent when the device comes online, connects to the server, and
synchronization is initiated.

Roll call
Use the roll call feature to view and manage personnel during an emergency. The roll call feature uses up-to-date
information on personnel and their iSTAR area status to identify personnel that are not accounted for.
You can use the roll call feature when the GoReader app is connected to the C•CURE server.
Access the Roll Call module from the Home Screen of the C•CURE Go Reader app. It consists of two modules:

• Home - Displays the number of missing personnel and last card swipe information.
• Area Information - Displays the amount of card users located outside of the roll call area. Tap an area link to

view personnel information in that area.

Roll call home screen
Use the Roll Call Home Screen to view the number of personnel missing from the roll call area. When a card is
swiped on the Bluetooth enabled Serialio idChamp RS3 card reader, the number of missing people is reduced.
When the count reads 0, it is inferred that there are no more missing personnel.
If you configured additional swipe screen information to add extra details, these display on the screen. See Use
custom data fields for swipe and roll call for information on adding additional swipe screen information.

Area information screen
Use the Area Information Screen to view details of cardholders located outside the roll call area.
Tap an Area to view information about personnel located in that area. When an area is tapped, a list of personnel
inside that area is displayed. You can download orsend an email of the details of all missing personnel.
The following icons are displayed in an area:
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Table 38: Area information screen
Icon Description Action

Download Tap to download a PDF file containing the details and portraits of
missing personnel.

Send email Tap to send details of the missing personnel in an email.

Viewing personnel in a missing area
Use the Area Information module in Roll Call to view credential details about personnel in a missing area.

1. On the C•CURE Go Reader Home screen, tap Roll Call.
The Roll Call module opens on the Home screen.

2. Choose between:
- Tap Area Information.
- On the Roll Call Home screen, swipe from right to left .

3. Tap the Area that you want to view.
A list of personnel in the missing area displays.

Setting the maximum personnel for roll call display
Use the General Settings tab to configure the number of personnel displayed in an area when it is selected from
the Area Information screen.

1. On the C•CURE Go Reader Home screen, tap Settings.
The Settings module opens on the General screen.

2. Tap the drop down list under Max Personnel for Roll Call Area Display.
3. Select one of the following values:

- 100
- 1000
- 10000

The value selected sets the personnel count displayed in an area when it is selected from the Area Information
screen.

Manual mustering with roll call
Use the Roll Call module to manually muster a person if they do not have access to their card. Ensure that Allow
Manual Mustering is enabled on the Go Reader editor. See Using manual mustering with the roll call screen for
more information.

1. On the C•CURE Go Reader Home screen, tap Roll Call.
2. Tap Search for people.
3. Type the name of the person you want to manually muster. A list of matching people displays.
4. Tap the name of the person you want to manually muster. A message displays that says Muster <Person

Name>?.
5. Choose between:

- Tap YES. This musters the person to the roll call area.
- Tap NO. This does not muster the person to the roll call area.
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Roll-Call with previous doors
Use this feature to view details about personnel who accessed the Missing Area along with the last swiped access
door. This feature aims to improve security and tracking of personnel movements.

1. On the C•CURE Go Reader Home screen, tap Roll Call.
The Roll Call module opens on the Home screen.

2. Tap Area Information and tap the Area that you want to view.
A list of missing area displays.

3. Tap any one of the listed Missing Area.
• The personnel details display along with Go Reader name and the last swiped access door name.
• The name of that iSTAR Door displays in the Area Information field when personnel swipe card on any iSTAR

Door.

Figure 95: Missing area information

Check point
Use check point mode to create check points and manage a list of swiped in personnel. Check point mode is also
referred to as field trip mode, or bus mode. Use check point mode to manage personnel as they enter and exit a
check point. Use check in mode to keep track of personnel who swipe on to a bus and use check out mode to keep
track of personnel who swipes off of the bus. You can then identify if any personnel is missing from the original
check in group.
Access check point mode from the home screen of the C•CURE Go Reader app.
The following icons are displayed in the check point module:
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Table 39: Check point module
Icon Description Action

Create a check point
icon

Tap to create a check point.

Check out mode Displays that the check point has check out mode enabled. Tap to
activate check in mode.

Check in mode Displays that the check point has check in mode enabled. Tap to
activate check out mode.

Validation mode Displays that the check point is in validation mode. Tap to disable
validation mode.

Validation mode
disabled

Displays that the check point is not in validation mode. Tap to
activate validation mode.

Filter mode Tap to display View All, View Unchecked, and View Checked
options.

Download Tap to download a PDF file of the personnel list for the check
point.

Delete Tap to delete the selected check point.

Note: You cannot navigate to the Check Point module if it is disabled in C•CURE 9000. If you tap Check
Point on the Go Reader app when it is disabled this message displays: Check Point option is not
authorized for this device.

Ensuring check point is activated
Navigate to the settings screen to see if the check point module is activated.

1. In the Go Reader app, on the Home screen, tap Settings.
2. Tap Advanced. The device modes that are activated and disabled are displayed.

Creating a check point
Use the check point module to create a check point.

Note:
• If you download and install Go Reader application v5.0.238 and above, you can create up to ten check

points.
• If the Go Reader device is not connected to the server when you create a checkpoint, the journal message

displays when the device comes online and connects to the server.

1. On the C•CURE Go Reader Home screen, tap Check Point.
2. Tap the Create a Check Point icon.
3. In the Enter a Check Point name field, type a name for the check point.
4. Tap OK to save your changes.
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The check point displays in the check point module with a record of the creation date. If the Go Reader
device is connected to the server, a journal message displays in the Monitoring Station.

Removing a check point
Use the check point module to remove a check point.

1. On the C•CURE Go Reader Home screen, tap Check Point.
2. Tap the Delete icon next to the check point that you want to remove.
3. To remove the selected check point, tap OK.

If the Go Reader device is connected to the server, a journal message displays in the Monitoring Station.

Note: If the Go Reader device is not connected to the server when you remove a check point, the
journal message displays when the device comes online and connected to the server.

Activating check in mode
Use the active check point screen to activate check in mode.

1. On the C•CURE Go Reader Home screen, tap Check Point.
2. Tap the name of the check point to open the active Check Point screen.
3. Tap the Check Out mode icon to activate Check In mode. The message Check-In mode enabled for

'<Name of Check Point>' displays on the app.
If the Go Reader device is connected to the server, a journal message displays in the Monitoring Station.

Note: If the Go Reader device is not connected to the server when you activate check in mode, the
journal message displays when the device comes online and connects to the server.

Activating check out mode
Use the active check point screen to activate check out mode.

1. On the C•CURE Go Reader Home screen, tap Check Point.
The check point module opens on the Home screen.

2. Tap the name of the check point to open the active Check Point screen.
3. Tap the Check In mode icon to activate check out mode.

The message Check-Out mode enabled for '<Name of Check Point>' displays on the app.
If the Go Reader device is connected to the server, a journal message displays in the Monitoring Station.

Note: If the Go Reader device is not connected to the server when you activate check out mode, the
journal message displays when the device comes online and connected to the server.

Activating validation mode
Use the Check Point screen to activate validation mode. When validation mode is activated, users can manually
remove and check in personnel in check point.

1. On the C•CURE Go Reader Home screen, tap Check Point.
2. Tap the name of the check point to open the active Check Point screen.
3. Tap the Validation mode icon to activate validation mode.

The message Validation mode enabled for '<Name of Check Point>' displays on the app.
If the Go Reader device is connected to the server, a journal message displays in the Monitoring Station.

Note: Validation mode is disabled by default.

If the Go Reader device is connected to the server, a journal message displays in the Monitoring Station.
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Note: If the Go Reader device is not connected to the server when you activate check out mode, the
journal message displays when the device comes online and connects to the server.

Disabling validation mode
Use the active check point screen to disable validation mode.

1. On the C•CURE Go Reader Home screen, tap Check Point.
2. Tap the name of the check point to open the active Check Point screen.
3. Tap the Validation mode disabled icon to disable validation mode.

The message Validation mode disabled for '<Name of Check Point>' displays on the app.
If the Go Reader device is connected to the server, a journal message displays in the Monitoring Station.

Note: If the Go Reader device is not connected to the server when you activate check out mode, the
journal message displays when the device comes online and connects to the server.

Checking in personnel when validation mode is activated
1. Tap the Validation mode icon to activate validation mode.
2. Tap the name of the person you want to check in and swipe left. A message displays that says Click to

check-in.
3. Tap Click to check-in to check the person in to the check point.

A journal message with this information is sent to the Monitoring Station.

Removing personnel when validation mode is activated
1. Tap the Validation mode icon to activate validation mode.
2. Tap the name of the person you want to remove and swipe right. A pop-up message displays that says

Remove <Person Name> from <Check Point Name>?.
3. Choose between:

- Tap YES. This removes the person from the check point list.
- Tap NO. This does not remove the person from the check point list.

A journal message with this information is sent to the Monitoring Station.

View personnel in filter mode
Tap the Filter mode icon to display View All, View Unchecked, and View Checked options.

• Select View All to view all personnel information in the check point.
• Select View Unchecked to view unchecked personnel information in the check point.
• Select View Checked to view checked in personnel information in the check point.

Downloading personnel lists for check point
• On the check point screen, tap the Download icon to download a PDF file of the list of personnel for the check

point.
The PDF file is created and saved under Go Reader Log folders on the Go Reader device.

Server based check points
Server based check points feature is also known as reverse occupancy.
The Go Reader driver sends check points from the server to mobile devices. The server can create up to three
check points and send to each mobile device. These check points can accommodate up to 100 personnel, that
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is used to count reverse occupancy of a particular area or zone. These 100 personnel for each check point are
assigned by Personnel Group from the server.

Figure 96: Check point assignment

• Go Reader now supports a maximum of eight checkpoints in total. Out of these, three can be created and sent
from the server to mobile devices, and five can be created manually on each Go Reader device.

• When a new check point is sent to the mobile devices, the users are notified about the received check point
updates in the device notification area.

• When check points are sent from the server, they are displayed with the Server subtitle as shown in the Figure
97. This indicates that these check points are created and sent from the central server.
When check points are created manually from the device, they are listed with names that can be typed
manually by the user. The default name of the check point is Device (Date & Time) as shown in the Figure 97.

• If check points are created manually from device then you can delete them using Bin icon available next to the
check point name. If checkpoints are sent from the server then you cannot delete them from the device but
they can be removed from the server.
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Figure 97: Active check points

Online validation mode
When you swipe a card at a Go Reader unit, the online validation mode displays the most recent updated
personnel data and validates all credentials in a C•CURE database. While synchronization is in process, the app
validates personnel records and credentials. This mode is available when Go Reader is connected to C•CURE server
and in the online state.

Activating online validation mode
Online validation mode works when valid Go Reader clearances are assigned to the Go Reader device. The
credentials that are validated are the card number, facility code, activation and expiration dates, and the lost,
disabled, and stolen flags. This means that you can use GoR eader on any C•CURE system without needing to
assign clearances to personnel.

1. Navigate to the C•CURE Go Reader app main screen.
2. Tap GoReader Card Swipe.
3. Select the Process card swipe in server check box.
4. Swipe a card at a Go Reader unit.

When you swipe your card, the server validates your credentials and the app displays an admit or reject message.
The message is also journaled in Monitoring Station.
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Manually configuring card formats on the Go Reader device
You can manually configure, manage, and assign card formats in the Go Reader app.

1. On your Go Reader device, open the Go Reader app.
2. Tap on Home > Settings, and select the CARD FORMAT tab.
3. Tap the Add icon to create a new card format.
4. In the Facility Code field, enter the bit value.
5. In the Card Number field, enter the bit value.
6. Tap SAVE.

A notification stating Card Format successfully saved to device appears on the Go Reader device.

Settings
Tap the Settings link on the Home screen to access the Settings module.
Use the Settings module to:

• Access the general, database and advanced setting screens.
• Set your preferences for offline card transaction buffer size, roll call polling intervals, and the maximum

personnel for roll call area display.
• Re-synchronizing and re-setting the device.

Note:
• To access the settings screen you must have full access to permissions in your assigned C•CURE Go Reader

privileges. Contact your C•CURE 9000 Administrator to confirm your C•CURE Go Reader privileges.
• When you tap theSettings module, you are prompted to log on with your operator credentials. If you want

to change the operator credentials, tap Change Operator.

General settings
Use the General tab to configure:

• Offline card transaction buffer size.
• Roll call polling interval.
• The maximum number of personnel that appear in the roll call area list.
• The maximum amount of time that a card number displays on the reader screen for.
• To assign a C•CURE Go Reader.
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Table 40: General settings options and actions
Option Description Action
Offline Card
Transaction Buffer
Size

Set the amount of swipes that must be
saved during offline mode and sent to the
monitoring station when the C•CURE Go
Reader is back online.
Example:
If you select 100 card swipes, the most recent
100 card swipes are sent to the Monitoring
Station when the C•CURE Go Reader is
back online. The rest of the card swipes are
deleted.

Note: If the device has a lower storage
capacity, set a lower Offline Card Trans-
action to improve functionality of the
C•CURE Go Reader app.

Tap the list to select a card transaction
buffer size less than 100, 1000 or 10 000
swipes.

Roll Call Polling
Interval

Sets the interval time (in seconds) between
roll call polling.

Tap the list to select a roll call polling time.

Max Personnel for
Roll Call Area Display

Sets the maximum number of personnel
that display on the Roll Call Area Information
screen at one time.
Example:
If you select 100 people and there are
200 people in the missing area, the Area
Information screen displays a maximum of
100 personnel.

Tap the list to select the numberof
personnel to show on the Roll Call Area
Information screen. Select from 100, 1000
or 10 000 personnel.

Display Swipe Details
for

Sets the maximum amount of time in seconds
that card information displays on the reader
screen for. If you select Never, the card
number displays on the reader screen until
the next card is swiped.

Tap the list to selet the amount of time in
seconds that the card information displays
on the Readerscreen for.

Assign C•CURE Go
Reader to this Device

Selects a Serialio idchamp reader to assign to
the device.

Tap ASSIGN GOREADER to assign a reader
to the device.

Beep on Reject Plays a beep sound when Go Reader rejects a
card. This is active by default.

Select Beep on Reject to play a beep
sound when GoReader rejects a card.
Clear Beep on Reject to not play a sound.

Database tab
Use the Database tab to re-synchronize the device and to view the amount of credentials and images synchronized
from the C•CURE 9000 server.
For more information, see Synchronizing the C•CURE Go Reader from the C•CURE Go Reader device.

Synchronizing the C•CURE Go Reader from the C•CURE Go Reader device
Use the Re-Sync option in Database Settings to re-synchronize personnel, credential and card format data from
the C•CURE 9000 system to the C•CURE Go Reader. Synchronizing the C•CURE Go Reader app from the device
initiates a differential download from the C•CURE 9000 server. You can manually synchronize the C•CURE Go
Reader app from the Administration Station to initiate a full synchonization and remove all previous configurations.
For more information, see Synchronizing the C•CURE Go Reader.
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When you synchronize the C•CURE Go Reader, the following notifications are displayed on the Android device:

• Synchronization Started
• Synchronization Completed

1. On the Home screen, tap Settings.
2. Navigate to Sync tab.
3. Tap Sync.
4. Choose between:

- Tap Yes to resynchronize.
- Tap No to cancel.

Modes settings
Use the Modes Settings screen to reset the C•CURE Go Reader device.

Figure 98: Modes settings screen

For more information on resetting the C•CURE Go Reader from the C•CURE Go Reader app, see Resetting the
C•CURE Go Reader from the C•CURE Go Reader app.
For more information on configuring card format for RS3 reader, see Configure card formats in the Serialio
idChamp RS3 reader.
For more information on enabling tracing in the C•CURE Go Reader app, see Activating tracing in the C•CURE Go
Reader app.
For more information on security settings, see Security settings.

Resetting the C•CURE Go Reader from the C•CURE Go Reader app
Reset the device to delete personnel information, card swipe history, and to perform a factory reset of the C•CURE
Go Reader app. A factory reset of the C•CURE Go Reader app resets the C•CURE Go Reader app and its associated
data, it does not reset the Android device.

Note: When you reset from the C•CURE Go Reader app, the current session expires in victor Web Service.
victor Web Service logs the following message in dbo.DeviceTable: External System ('C•CURE
GoReader') was created by <OperatorName> in Audit log.
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For information on how to reset the C•CURE Go Reader device from C•CURE, see Resetting the Go Device.
1. On the Home screen, tap Settings.
2. Tap Modes.
3. Tap RESET.
4. Choose between:

- Tap Yes to reset.
- Tap No to cancel.

The C•CURE Go Reader device resets and the user is directed to the C•CURE Go Reader log on screen.

Configuring card format and facility code for an NF4 reader
You can configure the card format and facility code for an NF4 reader by using the PACS Settings in Go Reader.

1. On the Home screen, tap Settings.
2. Tap Advanced.
3. Under PACS Settings, tap SETTINGS.

Figure 99: SETUP SCANNER screen

4. Tap CSN/PAC post and then select PAC DEC. For more information, see Figure 100.
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Figure 100: CSN/PAC post screen

5. On the SETUP SCANNER screen, tap PACS Profile.
6. Select the format and set the Start Bit and Bit Count values. See Figure 101.

Figure 101: Card format example

7. On the SETUP SCANNER screen, tap Enable Facility Code posting.
8. Go to the FAC Settings screen.
9. Tap Delimiter and from the Key list, select :. For more information, see Figure 102.
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Figure 102: Delimiter key for FAC settings

10. On the FAC Settings screen, tap Facility Code settings.
11. In the Facility Code settings dialog box, set the Start Bit and Bit Count values you want.

Note:
- This works for BLE readers, not SPP readers.
- Users can configure card number start bit and bit count, not the card number configuration.

Activating tracing in the C•CURE Go Reader app
Activate tracing to capture Go Reader integration trace logs and view errors if you require Go Reader specific logs
during troubleshooting. Use the Advanced Settings tab to activate and disable tracing.

1. On the Home screen, tap Settings .
2. Tap Advanced.
3. In the Diagnostics option, tap the Enable button.

Security settings
Use the Security Settings screen to change the operator or activate log on behavior.

Activating log on behavior
• If Display Login page on app restart check box is selected, the user needs to log on whenever they restart the

Go Reader application.
• If Display Login page on app restart check box is cleared, the log on page does not appear, even when a user

closes and reopens or restarts the Go Reader application.

Changing operator log on
To change the operator on the Go Reader app, complete the following steps:

1. Tap CHANGE OPERATOR to change the operator log on. The app redirects to the log on screen.
2. Log on with new operator credentials.
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Figure 103: Security screen

Activating background device location
Use background device location to track a Go Reader device through geographic information system (GIS) co-
ordinates.

1. Open the Go Reader app and navigate to the Settings screen.
2. Tap the SECURITY tab.
3. Navigate to the Background Device Location section.
4. Select the Enable check box.
5. Optional: From the menu, configure how often the GIS location is sent to the C•CURE server. By default, the

app shares the device location every minute. You can adjust this to any time in the range of 1 to 20 minutes.

Figure 104: Activating background device location

View GIS location in Monitoring Station
When you activate background device location, the device current latitude and longitude details are journaled in
Monitoring Station.

Figure 105: Device latitude and longitude
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Viewing GIS location in Administration Station
You can view the location of the device on a GIS map in Administration Station.

1. In Administration Station, from Hardware Tree, right-click the reader device.
2. Click Show GIS Location… to view the location of the device on a GIS map.

Figure 106: Show GIS location

Note:
- In the GoReader app v5.0.238 and above, location permission is not set to Always On. When the

device sends the GIS location to the C•CURE server, if the device is locked then an Incorrect
location details message displays in the diagnostics logs until the device is unlocked.

- If you do not activate background device location in the app, then the Show GIS Location... option is
not available in Administration Station.

- The device sends the GIS location when connected to the C•CURE server.

Scanning barcodes and QR codes on an Android device
You must install the Go Reader application v5.0.238 and above to use the barcode and QR code scanning feature.

1. In the Navigation pane of the Administration Station, click Hardware.
2. In the Hardware tree, expand the Company Name folder, then select Go Reader.
3. On the Barcode tab of the Go Reader editor, in the Data Fields section, select the Use Data Fields check

box.
4. Configure the Card facility code and Card Number fields.
5. Click Save and Close to confirm the changes.
6. On your Android device, open the Go Reader application.
7. Tap HOME, then tap Go Reader, and select SCAN BARCODE.
8. Use the camera to scan the barcode or QR code.

C•CURE Go Reader driver and service logging
C•CURE Go Reader service logging records the events, errors and exceptions that occur in the C•CURE Go Reader
app. For more information, see C•CURE Go Reader service logging.
For more information on C•CURE Go Reader driver logging features, see C•CURE Go Reader Driver Logging.
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C•CURE Go Reader service logging
C•CURE Go Reader service logging records the events, errors and exceptions that occur in the C•CURE Go Reader
app.
The logs consist of:

• Logging in C•CURE Go Reader
• Live debug traces

Log files on C•CURE Go Reader
Any exceptions in the C•CURE Go Reader app are logged in the log file. Logs are saved to the Android device
memory in the root/GoReaderLogs folder. The log file is available as a single zip file in the temp folder of your
computer.
The log file naming convention is YYYYMMDD-00001.log. Each file is limited to 10MB. When the log file reaches
10MB, another log file is created as YYYYMMDD-00002.log. Every day a new log file is generated.
When the total size of all log files reach 1GB the C•CURE Go Reader Service logging overwrites the oldest log file.
The format of the log message is displayed as:
[Yyyy-MM-dd HH:mm:ss] [Log Level] [Log Message]

Example:
2017-03-16 11:00:10 [Error] C•CURE GoReader: Log Message

Note: C•CURE Go Reader service logging only supports error level logging.

C•CURE Go Reader Driver Logging
To view tracing in C•CURE 9000, turn on the C•CURE Go Reader Driver switch in the C•CURE 9000 Diagnostics
Window.
The following tracing is supported in the C•CURE Go Reader driver:

• Function calls
• Building database for differential download
• Application level exceptions
• Function level exceptions

Validating C•CURE Go Reader driver functionality
1. Ensure that the C•CURE 9000 target system meets all installation pre-requisites described in Installing the

C•CURE Go Reader driver.
2. Verify that victor Web Service is installed and functioning on the C•CURE 9000 target system:

a. Open the Windows Internet Information Services (IIS) Manager.
b. Expand Sites.
c. Expand Default Web Site.
d. Right-click victorwebservice and select Manage Application.
e. Click Browse.

If victor Web Service is functioning, the web browser displays a page with the message, Welcome to the
victor Web Service homepage.

3. Verify the reader count registered by the C•CURE Go Reader license:
a. Open the C•CURE 9000 License Manager.
b. Open the License tab.
c. In the System Wide Capacities table, verify that the C•CURE Go Reader value reflects the amount of

registered C•CURE Go Reader devices. The number of Go Reader devices that you can connect to with

C•CURE 9000 v3.10 Go Reader User Guide146

Using the C•CURE Go Reader app



your server is determined by your licensing agreement when you purchase the software.
4. Verify that the C•CURE Go Reader Driver Service is functioning:

a. Open the Server Configuration application.
b. In the C•CURE Go Reader driver service field, click Stop.
c. Click the Diagnostics tab.
d. Click Connect.
e. Start the C•CURE Go Reader Driver Service. If the C•CURE Go Reader driver is functioning, the messages

in Figure 107 display.

Figure 107: C•CURE Go Reader Driver Messages

Troubleshooting
This section provides troubleshooting instructions for issues that can occur while using the C•CURE Go Reader app.

MIFARE/DESFire card scan or save error
An error message displays when you scan a MIFARE or DESFire card or when you save a MIFARE or DESFire card
configuration.
Solution
Table 41: MIFARE and DESFire card error messages and solutions
Error message Solution
Smart card authentication
failed displays when you scan a
MIFARE or DESFire card.

The authentication key configured for the MIFARE or DESFire card is
incorrect. For more information, refer to the OMNIKEY 5x27CK Keyboard
Wedge Configuration User Guide.

Could not load key into
reader displays when you attempt
to save a MIFARE or DESFire card
configuration.

There is an error in the Reader Key Slot Id or Card Key Number
configured. The default value for the Reader Key Slot Id is 240 and the
default value for Card Key Number is 1. It is best practice to use the default
values. For more information, refer to the OMNIKEY 5x27CK Keyboard Wedge
Configuration User Guide.

Smart card authentication
failed displays when you scan a
MIFARE or DESFire card.

The authentication key configured for the MIFARE or DESFire card is
incorrect. For more information, refer to the OMNIKEY 5x27CK Keyboard
Wedge Configuration User Guide.

Failed to read MIFARE sector
displays when you scan a MIFARE
card.

There is an issue in the Sector and Block values for the authentication
key. For more information, refer to the OMNIKEY 5x27CK Keyboard Wedge
Configuration User Guide.
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Table 41: MIFARE and DESFire card error messages and solutions
Error message Solution
Problem Failed to select
DESFire application displays
when you scan a DESFire card.

There is an error loading the Application Id from the DESFire card. To
resolve the issue, you must verify the Application Id on the Go Reader
application. For more information, see Reading the Application Id of
DESFire cards.

Failed to read DESFire file
displays when you scan a DESFire
card.

There is an error loading the Application Id from the DESFire card. To
resolve the issue, you must verify the Application Id using the Go Reader
application. For more information, see Reading the Application Id of
DESFire cards.

Barcode scan unavailable offline (Android)
Unable to use the barcode scanning feature on an Android device in offline mode.
Solution
When using the barcode scanning feature on an Android device, the device must be online and connected to
the Administration Station. You cannot use the barcode scanning feature in offline mode as barcode length
configuration data is not stored on Android devices.

Firmware upgrade fails on Wave ID Nano USB-C reader
You cannot upgrade the firmware on your Wave ID Nano USB-C reader.
Solution
There are two types of Wave ID Nano USB-C readers, Proximity and iClass. You must ensure you download the
correct firmware version for the reader type. See Figure 108 and Figure 109 to check which device list to download
the firmware from.

Figure 108: iClass reader - WAVE ID Nano
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Figure 109: Proximity reader - WAVE ID Nano

If there is a error in the reader name and you have issues upgrading the firmware, contact Software House
Technical Support.

Go Reader apps missing in CopperApps store
The CopperApps store does not load all the apps that are hosted in the Go Reader repository.
Solution
If the CopperApps store does not load all the apps, it is likely that the Coppernic IT team are updating the app
repository. You must wait for the update to complete, then return to the CopperApps store and download the
required apps.

Login fails with 'unable to connect to service' error
• The C•CURE Go Reader app displays the message: Service Down
• After entering correct user name, password and Server IP, the C•CURE Go Reader app displays the message:

Unable to connect to service.
Solution
Verify that victor Web Service is installed and functioning on the C•CURE 9000 target system:
1. Open the Windows Internet Information Services (IIS) Manager.
2. Expand Sites.

a. Expand Default Web Site.
b. Right-click victor web service and select Manage Application.
c. Click Browse.

If victor Web Service is functioning, the message: Welcome to the victor Web Service homepage displays.
OR
Type the following URL in a browser on the Android device to verify the victor Web Service connectivity: http://IP
address/victorwebservice where IP address is the IP Address of the C•CURE 9000 target system.
Example:
http://10.47.84.50/victorwebservice

If victor Web Service is functioning, the message Welcome to the victor Web Service homepage is
displayed. If this message does not display, then the C•CURE Go Reader app is unable to connect with victor Web
Service, and any activity performed in the C•CURE Go Reader app is not logged.
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Login fails after C•CURE Server IP change
Unable to log on to the C•CURE Go Reader app after changing the IP address of the C•CURE 9000 server.
Solution
• If the C•CURE 9000 server is in a Dynamic Host Configuration Protocol (DHCP) domain environment, use the

system name of the C•CURE 9000 server in the Server Address field on the C•CURE Go Reader log on page.

Note: If the IP address of the C•CURE 9000 server changes after you have logged on to the C•CURE Go
Reader app with the IP address instead of the system name, you must reset the C•CURE Go Reader device.
Resetting the device automatically logs you out of the C•CURE Go Reader app. Use the system name to log
on.

• If the C•CURE 9000 server is in a workgroup environment, do not change the IP address of the C•CURE 9000
server. If you change the IP address, you must reset the C•CURE Go Reader device log on with the new IP
address.

Sync fails when victor Web Service is off
If victor Web Service is off, C•CURE Go Reader app does not synchronize after you update Personnel and Credential
objects in C•CURE 9000.
Solution
1. Restart the victor Web Service. For more information, refer to the victor Web Service User Guide.
2. Restart the C•CURE Go Reader driver.

a. Launch the Server Configuration application.
b. On the Software House CrossFire C•CURE Go Reader Driver Service, click Stop
c. When the Software House CrossFire C•CURE Go Reader Driver Service status is Stopped, click Start.

Go Reader does not return to log on screen after driver stops
If the C•CURE Go Reader driver status is Stopped, the C•CURE Go Reader app does not return to the log on screen
after you delete a Go Reader or Go Device.
Solution
Use RESET in the Advanced Settings tab in the C•CURE Go Reader app to reset the C•CURE Go Reader. See
Resetting the C•CURE Go Reader from the C•CURE Go Reader app.

Disabling roll call fails if Personnel screen is open
When you disable roll call in the C•CURE Go Reader editor, the C•CURE Go Reader does not disable if the Personnel
screen is open in the C•CURE Go Reader app.
Solution
Tap the Home screen icon to return to the Home Screen. The Roll Call option is disabled.

Go Reader loop when assigned reader is deleted
When you assign another reader from the C•CURE Go Reader app Settings module, and then delete that reader
instead of activating it in C•CURE 9000, the C•CURE Go Reader app goes into a loop.
Solution
Close and re-open the C•CURE Go Reader app.
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Log on fails if details change during sync
Changing operator or credential details after starting synchronization causes the status to remain as
Synchronization Pending if you try to log on from the Login Failed notification.
Solution
Reset the C•CURE Go Reader app in the C•CURE 9000 Administration Station. See Resetting the C•CURE Go Reader
from the C•CURE Go Reader app.

Go Reader fails to detect idChamp RS3 reader
The Serialio idChamp RS3 card reader does not communicate with the C•CURE Go Reader.
Solution
Verify that the following settings have been completed:
1. The DIP switches on the Serialio idChamp RS3 card reader are configured for BLE communications. The DIP

switches might still be in the PC Communications mode. See Serialio idChamp RS3 configuration sequence.
2. The Bluetooth service is enabled in your Android device.
3. The Serialio idChamp RS3 card reader is paired with your Android device.
4. In the C•CURE Go Reader app, tap the bluetooth icon to restart Bluetooth pairing between the Android device

and the Serialio idChamp RS3 card reader.

Known card marked as unknown or rejected
A registered swipe card shows as Unknown (Card Not Found) in the Go Reader app, however, in the activity comes
in as a known card but as a Reject (Clearance).
Solution
This is due to a mismatch in the C•CURE Go Reader's database, in some cases after an upgrade of the app. To fix
the problem, perform a manual synchronization of the C•CURE Go Reader Ddvice from the Administration Station.
See Synchronizing the C•CURE Go Reader from the C•CURE Go Reader device.

Go Reader fails after password change
Go Reader driver fails to operate after Windows password changes.
Solution
If your Windows password changes, you must update the Go Reader installation with the new password.
To add the new password to the Go Reader installation, complete these steps:
1. From the Start menu, search for Programs and Features. Open Programs and Features.
2. Click C•CURE Go Reader and then click Change. The Go Reader Setup wizard displays. Click Next.
3. In the Password field, type the new Windows password . Click Next.
4. Click Repair to confirm the C•CURE Go Reader Setup Summary and apply the new password to the Go Reader

installation.

Inaccurate offline mustering count
Offline mustering personnel count is not accurate.
Solution
1. Restart the Go Reader integration driver.
2. Disable and re-enable the Go Reader from the Administration Workstation.
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3. Reset Go Reader from the settings menu on your Android device.
4. Upgrade the Go Reader app on your device.
5. Manually synchronize the offline mustering personnel count. See Manually initiating offline mustering

synchronization.

CrossFire does not start after Go Reader upgrade
After upgrading C•CURE to version 3.10 and subsequently updating the Go Reader driver from version 2.9 to 3.10,
the CrossFire framework service may fail to start.
Solution:
1. Open Control Panel and navigate to Programs > Programs and Features.
2. Locate Victor Application Server in the list.
3. Right-click and select Change from the context menu or installer options.
4. Proceed with the Repair process for the Victor Application Server.
5. Once the repair is complete, restart the system to ensure all services and dependencies are properly

reloaded. 
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