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Preface

The C+CURE 9000 ITv2 Integration User Guide is for new and experienced security system users who want to learn to use
this product for the C-CURE 9000 Security Management System.

In this preface

Finding More Information ... .. 2
CONVENt ONS 3
Software House Customer SUpport Center .. . 4
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Finding More Information

Software House Support Portal

The Software House Support Portal provides software downloads, knowledge-based articles, technical documents, and tips to
install and use Software House products. Qualified integrators can register to access the Software House Support Portal at:
https://support.swhouse.com/#/register. The email address that you use to register to the portal must be the same one you
used for the certification course. If the request is approved, logon credentials are emailed 24 to 48 hours after the request is
received.

User guides

User guides are available on the Software House website and on the Software House Support Portal.

m Onthe Software House website, navigate to the C<CURE 9000 section, and click the Documents tab. You must signin to
access the full range of documentation: https://www.swhouse.com/Products/software CCURE9000/

m On the Software House Support Portal, log on, and then navigate to the C-CURE 9000 documentation section:
https://support.swhouse.com/#/product/c-cure-9000/documentation

NOTE:

Download user guides to C*CURE 9000 server machines, client machines, or both, where required.

Software downloads
Updated software is available on the Downloads page of the Software House Support Portal:

https://support.swhouse.com/#/software-downloads

NOTE:

To access software downloads, you must log on to the Software House Support Portal.
Online Help

You can access C*CURE 9000 Help by pressing F1 or clicking Help from the menu bar in the Administration/Monitoring
Station applications.
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Conventions

This manual uses the following text formats and symbols.

Convention Meaning

Bold This fontindicates screen elements, and also indicates when you should take a direct action in a procedure.
Bold font describes one of the following items:

* Acommand or character to type, or

* Abutton or option on the screen to press, or

* Akeyonthe keyboard to press

» Ascreenelementor name

blue color text Indicates a hyperlink to a URL, or a cross-reference to a figure, table, or section in this guide.
Regular italic font Indicates a new term.
<text> Indicates a variable.

The following items are used to indicate important information.

NOTE Indicates a note. Notes call attention to any item of information that may be of special importance.
TIP Indicates an alternate method of performing a task.
/.> Indicates a caution. A caution contains information essential to avoid damage to the system. A caution can

pertain to hardware or software.

® Indicates a warning. A warning contains information that advises users that failure to avoid a specific action
could result in physical harm to the user or to the hardware.

@ Indicates a danger. A danger contains information that users must know to avoid death or serious injury.
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Software House Customer Support Center

Telephone Technical Support

During the period of the Agreement, the following guidelines apply:

m Software House accepts service calls only from employees of the Systems Integrator of Record for the installation
associated with the support inquiry.

Before Calling

Ensure that you:
m Avre the dealer of record for this account.
m Are certified by Software House for this product.
m Have avalid license and current Software Support Agreement (SSA) for the system.
m Have your system serial number available.

m Have your certification number available.

Hours | Normal Support Hours Monday through Friday, 8:00 a.m. to 8:00 p.m., EST. Except holidays.

Emergency Support Hours | 24 hours/day, seven days a week, 365 days/year.
Requires Enhanced SSA “7 x 24” Standby Telephone Support
(emergency) provided to Certified Technicians.

For all other customers, billable on time and materials basis.
Minimum charges apply — See MSRP.

Note: For telephone support contact numbers for all regions, refer to either of the following pages:

m On the Software House website, go to https://www.swhouse.com/Support/Contact_Technical _Support

m On the Software House Support Portal, go to https://support.swhouse.com/#/contact
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Overview

The C-CURE 9000 ITv2 Integration provides advanced, seamless integration with the DSC Security System. Customers can
monitor their important intrusion system devices from the C<CURE 9000 Monitoring Station. You can view the panel status,
arm or disarm partitions, bypass or reset the zones, activate or deactivate the output from the C<CURE client.

The DSC Security System is made up of DSC alarm Panels, one or more keypads, and various sensors and detectors. All the
keypads have an audible indicator and command entry key. The DSC security system has several zones, and each of these
zones is connected to one or more sensors (motion detectors, door contacts).

These panels, zones, partitions, outputs can be integrated with the C<CURE 9000 ITv2 Integration software. The following are
the supported Panel types:
» DSC Powerseries Neo

« DSC Powerseries Pro

The details of the panel, partitions, zones, virtual zones, and outputs can be imported to C<CURE 9000 using the
Synchronization from Panel action. Once the synchronization is completed, the details of the following ITv2 objects can be
viewed from C-CURE client.

« Partition

e Zone

o Outputs

« Virtual Zone

o« User

Components of ITv2 Integration

m C.CURE 9000 Graphical User Interface : Used to configure ITv2 objects.

m ITv2 Object: Physical or logical ITv2 entities within the C<«CURE 9000.
The following are descriptions of ITv2 objects:

» Panels: Panel refers to the DSC Powerseries Neo or Pro hardware which is connected to one or more keypads,
various sensors and detectors.

+ Partition: ITv2 Partition refers to a area defined in the panel. ITv2 integration supports maximum of 8 partitions for the
Neo panel, and 32 partitions for the Pro panel.

* Output: The Output object associates an event or input to a relay on the panel. The ITv2 integration supports
maximum of 164 outputs.

» Users: ITv2 integration supports maximum of 1000 users.

« Virtual Zone: Virtual Zones is used by the third party hardware devices to report alarms to central monitoring station
using DSC Neo and Pro panels. ITv2 integration supports maximum of 32 virtual zones.

» Zone: ITv2 Zone refers to the physical interface or sensors in the DSC Neo/Pro hardware. The ITv2 integration
supports maximum of 128(Neo) and 248(Pro) including maximum of 32 virtual zones

NOTE Zones from 21 to 36 are kept for future use, so only 148 zones will be available.
m ITv2 Server Component: The heart of the integration, facilitates and maintains communication with the DSC Neo and

Pro panels and created partitions, zones, outputs and virtual zones based on the panel capabilities.
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Architecture
The objective of the C+.CURE 9000 ITv2 Integration software is to provide a standard interface between the DSC Neo and Pro
Panel and C<CURE 9000 using TCP connection.

The interface listens to DSC ITv2 unsolicited messages and communicates them to C-CURE 9000. According to the way the
DSC ITv2 objects are configured, C<CURE 9000 then processes these messages and communicates them to users as object
state changes, activities, events, and alarms.

Figure 1: DSC ITv2 Architecture
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Versions Supported
m The ITv2 Integration supports DSC Neo and Pro Panels.

m The following are the supported Neo and Pro Intrusion firmware version:

Table 1: Neo Versions Supported

Hardware

) Hardware Model
version

Firmware version supported

UA621 REV03 HS2016/HS2032/HS2064 / HS2128 / HS2128E

v01.12.01.13/v01.14.01.10/v1.20.01.31/v1.21.01.01/
v01.30.01.08/v1.31.01.01/v1.33.01.05/v1.35.01.07 /
v1.37.01.12

UA601 Rev03 TL280/TL280R/TL2803G

v04.11.04.31

UA628 Rev03 HS2LCD

v01.10.01.51/v01.11.01.13/v1.20.01.29/v1.30.01.04/
v1.33.01.02/v1.35.01.03

UA685 Rev01 TL280/TL280R/TL2803G/TL280E/ TL280RE

v5.00.04.27 /v05.20.01.29/v05.02.04.03 /v5.03.04.04 /
v5.40.04.07/v5.41.04.01

m The Communication mode supported by the Integration is Network (TCP/ IP).

NOTE
Table 2: Pro Versions Supported
Hardware . .
. Hardware Model Firmware version supported
version
UA718Rev03 HS3128PCB/HS3248PCB v1.30
UAG28 Rev03 HS2LCD v2.30
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Features

The ITv2 Integration with the C*CURE 9000 supports the following features:

Virtual Keypad: A virtual replica of the physical keypad to control the operation remotely without physical keypad.

Virtual Zone: A virtual object, with no sensor, available in the Neo or Pro Panel that monitors and reports the alarm of third
party devices such as aniSTAR, apC, etc. to the central Monitoring Station.

Alarm Filter: A filter for certain groups of alarms assigned to panels for journaling and reporting in the Monitoring Station.

Synchronization to panel: An action used to write the configuration changes of the partitions, zones, outputs, users,
associations and attributes to the panel.

Synchronization from the panel: An action used to pull the status and configuration of the partitions, zones, outputs,
users, associations and attributes from the panel.

Create or Apply a Template: A template is used to configure large number of panels with the same configuration.
DSC PowerSeries Neo and Pro Panels
Filter Status messages: Enables events buffer
Maintenance Mode is used to limit information, about an object, displayed on the Monitoring Station.
Synchronization of the following objects from the panel:
m Partition
m Zones
m Output
m Virtual Zones
m Users
Synchronization of the following objects to the panel:
m Partition
m Zones
m Output
m Virtual Zones
m Users
Actions to control the Neo or Pro objects from CeCURE 9000:
m Partition: Arm, Disarm, System Test
m Zone: Bypass or Reset
m Output: Activate or Deactivate
Creation and application of Templates for the panel
Alarm Filtering, Virtual Keypad, Audit, and Journal log
Instant scheduling of Events and Actions
Supports TLS 1.2 for security.

Supports import of ITv2 User through the C<«CURE Data Import feature, and it can be imported in either of the following
three ways.

m Manual only
m Activated by event

m Listening on data
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m Supports ITv2 User and C-CURE Personnel PINs synchronization: To enforce matching PINs between C-CURE 9000
Personnel and ITv2 User. Also, for streamlining the ITv2 user management in CCURE for efficiency and eliminating the
need for users to remember two PINs.

m Supports new Context Menu option User association with Personnel under ITv2 Panel.
m Supports the functionality: ITv2 User PIN Reset to 'AAAA' in ITv2 Panel - After disabling the associated ITv2 Personnel,
only User Code will be reset to AAAA (null) in ITv2 Panel.

Disabling the Personnel only resets the linked ITv2 User PIN (Code) to "AAAA" (null), without affecting the
NOTE . »

attributes or partitions of the ITv2 User.
m The data label for the Access Code in ITv2 Panel editor is changed to Master Code.

m InITv2 Panel Editor, an eye icon has been incorporated for fields like Local Encryption Key, Remote Encryption Key,
Installer Code, Master Code, and in ITv2 User Editor for the User Code field. This facilitates password management
and enhances user recall.

m Supports new ITv2 User tab under C-CURE Personnel, with this tab user can view the ITv2 Users associated to
Personnel, also can view or update System Contact check-box, the mapping of User Index and User Name for the
respective Panel Name and Panel Type.

m Users can use the C-CURE Journal to search for ITv2 User activity associated with a specific User Code or Personnel
record within a specified time period.

m Users can use the Report object from the Data Views pane to generate C<CURE report for Personnel and its mapped ITv2
Panels.

m Duplication of ITv2 user codes is not permitted for ITv2 User. If a duplicate code is entered and the configuration is saved,
an error message will be displayed.

m Supports ITv2 driver installation on the MAS server.
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Installation Overview

The C-CURE 9000 software must be installed before the ITv2 Integration software is installed. For information on installing
C+-CURE 9000, see the C-CURE 9000 Installation and Upgrade Guide.

Similar to the C-CURE 9000 system, the ITv2 Integration has client and server components. You must install the client
components on every computer that runs C<CURE 9000 client applications, and you must install the server components on the
C+-CURE 9000 server computer. The ITv2 Integration has the same hardware, software, and disk space requirements as
C+CURE 9000. If the target computer meets the requirements for the C<CURE 9000, then it meets the ITv2 Integration
requirements.

The installation wizard prompts you to install the ITv2 Integration software. You must perform the basic installation process on
each computer in your C+.CURE 9000 security system. Be sure to close all C+CURE 9000 and virus--checking applications on
client workstations before performing the installation.

Table 3 on Page 12 provides an overview of the steps to install and register the ITv2 on each computer in your C<CURE 9000
security system.
Table 3: Installation Tasks Overview

Task See...

1. Install C+-CURE 9000, if not already installed. C+CURE 9000 Installation and
Upgrade Guide

2. Ensure thatthe Pre-installation requirements are met. Before You Begin on Page 13

3. Installthe ITv2 System Integration software. Installation on Page 14

4. Verify that a license exists for the ITv2 System.

5. Ifyoudid not select to start the C*CURE 9000 services during the installation, start the C+.CURE 9000 Starting the Server Services on Page
services and the ITv2 Driver Service. 16

Table 4 on Page 12 provides the installation information on a MAS (Master Application Server) and SAS (Satellite Application
Server) environment.

Table 4: Installation on a MAS/SAS
|
Installation on MAS and SAS Installs...

MAS (Master Application Server) Nothing is installed.
Installation on a MAS is not supported.

MAS remote client and any other client systems * Onlythe ITv2 System client objects are installed.

* No server or database objects are installed.

SAS (Satellite Application Server) AllITv2 System components and the database are installed.

SAS remote client and any other client system » Only the ITv2 System client objects are installed.

* No server or database objects are installed.

ITv2 Integration for C.CURE 9000 - User Guide 12



Before You Begin

You should perform the following pre-installation steps described below:

Pre-installation Steps
m [f you are installing ITv2 System Integration on a corporate network, be sure to coordinate with your corporate network
administrator.

m To perform the installation, you must have the appropriate Window's permissions.

m You must be in the local Administrators group, or have equivalent privileges.
m Toinstall the ITv2 Integration on C*CURE server system, you must install the .NET Framework 3.5 on C*CURE server.

See the Microsoft Operating System documentation or your system administrator for more information.

NOTE

ITv2 Integration for C.CURE 9000 - User Guide
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Installation

You can install the C<CURE 9000 ITv2 Integration on a local computer or a shared drive over a network.

Downloading the ITv2 Integration from a Local Drive (Download)
1. Log into the Server or Client with Administrator privileges.

Go to www.support.swhouse.com

Click Integrations.
Click Software Downloads.

Scroll down and click Alarm/Intrusion.

I T

Go to DSC PowerSeries Neo & PowerSeries Pro and download the ITv2 Integration software to a folder from on your
computer or on a shared drive.

L]
To Install the ITv2 Integration from a Network Drive

1. Loginto the Server or Client with Administrator privileges.
Map to a shared drive over the network.

Go to www.support.swhouse.com

Click Integrations.
Click on Software Downloads.

Scroll down and click Alarm/Intrusion.

N o o & 0D

Go to DSC PowerSeries Neo & PowerSeries Pro and download the ITv2 Integration software to a folder on the shared
drive.

Running the Setup Program

To Run the Installation Program

NOTE Before installing the ITv2 Intrusion Integration, follow the below steps:
1. Close the C<CURE 9000 Administration Station and Monitoring Station.
2. Openthe CCURE 9000 Server Configuration Application and stop the following server services.
« CrossFire Framework Service
o CrossFire Server Component Framework Service
3. Close the C-CURE 9000 Server Configuration Application

1. Navigate to the folder where you downloaded the ITv2 integration software.
Extract the ITv2 integration files from the zip file you downloaded to a directory.
Click on Release folder.

Double-click on DSC_ITV2-x.x.xxx.x.exe. The ITv2 Integration Setup dialog box opens.

o > w0 b

Select the | agree to the terms and conditions check box, and then click Install. The ITv2 Integration Setup Wizard
appears.

6. Toinstall the ITv2 Integration, click Next. The Ready to Install ITv2 Integration dialog box appears.

ITv2 Integration for C.CURE 9000 - User Guide 14
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7. Click Install. The Completed the ITv2 Integration Setup Wizard appears.

NOTE: Check-box Start the Tyco CrossFire services is selected by default. If this check-box is not selected, then
the CrossFire services will not start automatically.

8. Toexit the Setup Wizard, click Finish, and then click Close.

ITv2 Integration for C.CURE 9000 - User Guide
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Starting the Server Services

Before you can configure an ITv2 Integration object, the CrossFire Framework Service, CrossFire Server Component
Framework Service, and the ITv2 Driver Integration Service must be running.

.|
To Start the Server Services

1. From the Start Menu, select Start>All Programs>Software House>C+*CURE 9000>Server Configuration. The Server
Configuration Application opens.

2. Click the Services tab.
3. If the Status is displayed as “Stopped” for the CrossFire Framework Service under Framework Services, click Start.

4. |If the Status is displayed as “Stopped” for the CrossFire Server Component Framework Service under Framework
Services, click Start.

5. Afterthe CrossFire Framework Service and CrossFire Server Component Service displays a status of “Running”, click
the Server Components tab.

6. If the Status is displayed as “Stopped” for the ITv2 Driver Service in Extension Services, click in the Enabled check box
and then click Start.

7. When the status of the ITv2 Driver Service changes to Running you can use the ITv2 System Integration software.

Configuring DSC Neo and Pro Panel Hardware using Keypad
m The ITv2 Integration supports DSC PowerSeries Neo and Pro Panels.

m The Communication mode supported by the Integration is Network (TCP/IP).

Basic ITv2 Configuration

The following are the basic configurations in the DSC Neo and Pro Panels to connect with ITv2 integration:
1. Enable alternate Communicator. See To Enable Alternate Communicator

2. Setting up the Communicator. See To Setup the Communicator

3. Configuring the panel in C.CURE 9000 ITv2 Panel editor.

.|
To Enable Alternate Communicator

1. Using DSC Neo or Pro Keypad, Press [*] [8].
Enter Your Installers Code message is displayed in the Keypad, as shown in the following figure.

2. Enterthe Installer Code using the keypad. Default Installer Code is 5555.
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3. Press [382] using the keypad.

4. Usethe to scroll to go to subsection [5].
Com Opt3 <5> Alternate Comm message is displayed, as shown in the following figure.

ICom Opt3 (5) <¥~ J \

Alternate Comm 'Y

o =B

SEE|

|
—_— ——

P

‘ OO MOE =
®® O@®® &
G @D [ED,
®E EEOE®

C’wss * Yy
o seoloct Y_”l

- GR0E

5. Select one of the following options:
» ForNeo panels: Verify if Alternate Comm optionis Y. If not, select Y using [*] button in the keypad.

» For Pro panels: Verify if Alternate Comm option is N. If not, select N using [*] button in the keypad.

Press [*] to toggle between Y and N.

NOTE

6. Press tij to exit the subsection.
7. Press [401] using the keypad.

8. Usethe to scroll to go to subsection [7].
Toggle <7> AltCom DLS Enb message is displayed, as shown in the following figure.
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9. Verify if AltCom DLS Enb optionis Y. If not, select Y using [*] button in the keypad.

Press[*] to toggle between Y and N.

NOTE

10. Press @to exit the subsection and section.

]
To Setup the Communicator

1. Press[*][8].

Enter Your
Installers Code

B

|
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O CeO® &I
OO @O®O®
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@

oo

2. Enterthe Installer Code. Default Installer Code is 5555.
Select <000> Program Labels message is displayed , as shown in the following figure.

{ Select (000) <> } .
Program Labels
EE OEIC)

®® OE®
EEE ey
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@
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3. Press [851].

Select <851> Alt Comm Prog message is displayed, as shown in the following figure.

Select (851)
. Alt Comm Prog

\

e

4. Enter Subsection message is displayed.

|
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To View the Panel Account Number (subsection 651)

|

Chime ,I

- G0

Note: If the communicator firmware version is 5.XX (v 05.XX.XX.XX), the subsection 651 changes to 422.

Panel account number is the panel local encryption key of the panel. The first 8 digit of this code is used as remote encryption

key in the integration.

Account number is 12 digits number and is unique to a panel. You cannot modify the panel Account number.

1. Press subsection [651] using the keypad.

2. The first 6 digits of the Panel Account number is displayed. Scroll using the button to view the complete Panel

Account number.
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3. Press €3> to exit the subsection.
Enter Subsection message is displayed, as shown in the following figure.

K_ { Enter Subsection
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To View the Panel Remote Account Code (subsection 652)

Note: If the communicator firmware version is 5.XX (v 05.XX.XX.XX), the subsection 652 changes to 423.

Remote account code is the panel remote encryption key of the panel. The code is used as local encryption key for the
integration and cannot be modified.

1. Enter subsection [652] using the keypad.
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2. Thefirs 4 digits of the Remote account code is displayed. Scroll using button to view the complete Remote account
code.

Enter Data

(=) [ 1234]
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O® @OO® &
OO OEO®
@@ ™O® @

e
@ 2

Enter Data

- [ 5678

OO NEDED]ED
OIONESEICD)
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OIONE T ED

Q o
BEE
® B2

3. Press @ to exit the subsection.

]
To Enable DSC PowerSerues Neo or Pro panel Over Ethernet (subsection 663)

Note: If the communicator firmware version is 5.XX (v 05.XX.XX.XX), the subsection 663 changes to 425.
1. Press subsection [663] .

2. Verify if bit 3 and 5 are enabled. Options 3 and 5 need to be enabled for ITv2 integration over Ethernet.
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3. If not enabled, press @ and @ once.

Note: When you press 3, the bit is ON, and if you press 3 once again it is OFF.

4. Press @ to exit the subsection.

f_ { Enter Subsection
| - ) ®

DO
e DO® &
O
@@ @@

L]
To Enable TCP Communication (subsection 664)

Note: If the communicator firmware version is 5. XX (v 05.XX.XX.XX), the subsection 664 changes to 426.
1. Press subsection [664] .

2. Verify if bit 3 is enabled. Options 3 need to be enabled for TCP Communication.
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3. If not enabled, press @once.
Note: When you press 3, the bit is ON, and if you press 3 once again it is OFF.

4. Press tij to exit the subsection.

‘ Enter Subsection ‘
, = )

O® OE® %
@' @ (Reset)

@ CGH

—_—

To Configure the ITv2 Server IP Address (subsection 693)
Note: If the communicator firmware version is 5. XX (v 05.XX.XX.XX), the subsection 693 changes to 428.

This is the ITv2 server IP address for the Crossfire Server.
1. Press subsection [693].

2. Enterthe IP Address.
For example, if the IP address is 10.2.3.4, enter 010 002 003 004.
In the following figure, only 010 is shown.

f [ Enter Data \
/ 010

.. @(:"_\ (S
O® OemE &
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3. Press (ij to exit the subsection.
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To Configure the Port Number (subsection 694)

(Away )
‘ Reset

EREBIEBD

S

Note: If the communicator firmware version is 5.XX (v 05.XX.XX.XX), the subsection 694 changes to 429.

This is the port used as alarm port for ITv2 integration. The Port number starts from 3072 equivalent to 0C00 in hexadecimal

value.

Note: To enter the hexadecimal value, press [*] to use keypad as alphabet and again press [*] to use as number. For example,

to enter 0C12: press 0 [*] 3 [*] 2.

1. Press subsection [694].

2. Enter the port number in the hexadecimal format. For example, to enter 0C12: press 0 [*] 3 [*] 2.

Enter Data

| )
| @®
| @9

AN

3. Press (ij to exit the subsection.
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To Configure the Panel IP Address (subsection 992)
1. Press subsection [992].

2. Enterthe IP Address. For example, if the IP address is 10.2.3.4, enter 010 002 003 004. This is the IP address of the panel.

K [ Enter Data ] v \
? 010 |
L

/
|

OCO® ‘
O® @®® & |
OIONE €D ED Crose) f

K@ ® O@@® =

3. Press @ to exit the subsection.

* Restart the Panel and System after network reconfiguration and after all installation.

NOTE

* In case of DHCP the IP address will automatically be allocated in sub-section 992.
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ITv2 Configuration File
This section describes different parameters and their meaning that can be changed in the ITv2 Receiver Configuration file.

Changes to the configuration file requires a driver restart.

NOTE

The driver installation configuration file, ITV2Configuration.xml, installs at the following locations:
m Forafresh C<CURE 3.10 server installation, location is: ...JCI\CrossFire\ServerComponents

m Foranupgraded C-.CURE 3.10 server, location is: ...Tyco\CrossFire\ServerComponents

‘?'k -;uv | + Computer + Local Disk (Z:) ~ Program Files (x36) = Tyco = CrossFire = ServerComponents =

lIT\\'ZEnnﬁguration.Hml - Motepad

File Edit Format Wiew Help

k7xm] wversion="1.0" encoding="utf-8" 7>
zconfiguration:
<appsettingss

<! ——autoSynchronization wvalues: "TRUE" and "FALSE". NOTE: DEFAULT IS "FALSE" -->
<add key="autoSynchronization" walue="FALSE" />
<add key="CommandTimeout” walue="10000" /> <!--in milli seconds -->-->
<add key="BatchCount" walue="10" /=
<!——value should not less than 3 --»
<add key="RetryCount" walue="3" />
<add key="HeartheatInterval"” wvalue="20000" /r<!—--in Milli seconds--»
<add key="EnableperfCounter" walue="FALSE" />
<!—-Protocol Layer cContext Logging values: "TRUE" and "FALSE". NOTE: DEFAULT IS "FALSE" —-»
<add key="EnableContextLogging” wvalue="FALSE" />
<add key="EnableRawDatalogs" wvalue="FALSE" />
<add key=”Enab19AdditiDna?Pane?EventLDgs” walue="FALSE" />
<add key="GetFwInfo" walue ="TRUE"/ >
<!--settings for Firmwarebownload--»

<add key ="FirmwaremediaType" walue="application/json" >

<add key ="Firmwareauth" value="http://209.82.42.124:18282 ‘auths/basic?format=json" />

<add key ="FirmwareUpdate" walue="http://200.82.42.124 1828 /TFTP/FirmwareUpdates?format=jsaon" />

<add key ="FirmwareDownload" walue="http://209.82.42.124:18282/Firmware/ssession?format=json" />

<add key ="FirmwareserverIP" wvalue="200.82.42.124"/>

<add key ="FirmwareServerPort" walue="18282"/>

<add key ="FirmwareStatusReguestPartl” wvalue="http:/ 209.82.42.124 18282/ TFTR/ " />

<add key ="FirmwareStatusReguestPart2” wvalue="/Request?format=json"/ >

<add key="TimesyncInterval" walue ="60"/><!-— In minutes —-=

<add key="Maxkeypads" walue ="18"/><!-- As we do not hawve max keypad information from panel adding it here--»

<add key="FwbownloadstatuscCheckInterval” walue="300000" />
</Jappsettingss
< /configurations

Comm and Time Out

The default value is 10000 milliseconds, which means, the driver will wait for the response of the command before re-try. This
is a DSC ITv2 suggestion.

Batch Count

The default value is 10, which means, max 10 panels will be in synchronizing state at a time. This value can be changed
depending upon the system configuration.

Retry Count

The default value is 3, which means, max 3 retries will occur if driver doesn’t receive required response for a command from the
panel.
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Heartbeat Interval

The default value is 20000 milliseconds, which means, driver sends heartbeat to the panel in every 20 seconds. This can be
configured but not more than 29000 milliseconds.

Enable Context Logging

The default value is FALSE, if it is TRUE then the sequence number exchanges between driver and panel will be captured in
crossfire log.

Enable Raw Data Logs

The default value is FALSE, if it is TRUE then the raw data/byte stream exchanges between driver and panel will be captured
in crossfire log.

Enable Additional Panel Event Logs
The default value is FALSE, if it is TRUE then Keypad access events will log in monitoring station.

Ex: *6 access by User “User1”.

Firmware Server IP

This is the FTP server IP used for firmware upgrade.

Firmware Server Port

This is the FTP server port used for firmware upgrade.

Time Sync Interval

The default value is 60 minutes, which means that the time-date push from driver to panel will happen in every 60 minutes. This
can be changed.

FW Download Status Check Interval

The default value is 30000 milliseconds. When firmware download is initiated from driver. The status check is done periodically
using this interval.

The driver installation configuration file, TSP.Enterprise.Server.ConcurrentQueueProcessor.dll.config, is installed in:
Tyco\CrossFire\ServerComponents.

Max Thread Count

The default value is 10, which means that the max 10 threads will be used for all the panels. This value can be changed
depending upon the system configuration.
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Uninstall

This section describes how to uninstall the ITv2 integration on a Windows 7 operating system. For additional operating
systems, refer to your Microsoft Windows documentation for instructions to access the Add and Remove programs.

It is advised that the ITv2 integration will shut down and restart the CrossFire services. Therefore, the ITv2
NOTE : . . .
integration uninstall should be planned accordingly

Uninstalling the ITv2 System

1. Close the C<CURE 9000 Administration Workstation and the Monitoring Station.

2. Openthe C-CURE 9000 Server Configuration Application, and stop the following server services:
« CrossFire Framework Service
o CrossFire Server Component Framework Service
« ITv2 Driver Service

Close the C-CURE 9000 Server Configuration Application.

Open the Windows Control Panel.

Select Programs and Features.

o o » W

Select one of the following options:
* Click C.CURE 9000 DSC - ITv2 Integration, and then click the Uninstall/Change button at the top of the list.
* Right-click C.CURE 9000 DSC - ITv2 Integration, and then click Uninstall/Change.
The Modify Setup dialog box appears.
7. Click Uninstall.
8. Inthe Drop Database dialog box, select one of the following options:
» Select Yes to delete the database used in the ITv2 integration configuration.
» Select No to retain the database used in the ITv2 integration configuration.

9. The Setup Successful dialog box appears. Click Close.
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Resynchronize

Resynchronizing the ITv2 System

1. Close the C-CURE 9000 Administration Workstation and the Monitoring Station.

2. Open the CCURE 9000 Server Configuration Application, and stop the following server services:
« CrossFire Framework Service
« CrossFire Server Component Framework Service
o ITv2 Driver Service

Close the C-CURE 9000 Server Configuration Application.

Open the Windows Control Panel.

Select Programs and Features.

o o » w

Select one of the following options:

» Select the Unified - DSC ITv2 Integration, and then click the Uninstall/Change button at the top of the list.
* Right-click the Unified - DSC ITv2 Integration, and select Uninstall/Change.

7. The Modify Set up window displays, click Resynchronize button.

8. The Setup Successful dialog box appears. Click Close.
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Cloud Connectivity and Support

This chapter explains about requirements and setup guidelines for preparing, configuring Airwall hardware, overlay, and
underlay Networks.

In this chapter:

Cloud connectivity and support for ITvZ intrusion driver ... .. 31
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Cloud connectivity and support for ITv2 intrusion driver

ITv2 intrusion driver supports in cloud environment secured by Airwall zero-trust network policy.

Environment prerequisites
1. Preprovisioned Airwall hardware in conductor

All Airwall devices must be preprovisioned and visible in the Airwall Conductor before deployment. This ensures
that each device is correctly registered and ready for secure communication within the zero-trust network.

2. Overlay and underlay networks

Your environment must include properly configured underlay and overlay networks that support Airwall hardware
and all required C-CURE field devices, such as DSC power series Neo and Pro panels.

* Underlay network: Provides the base connectivity within your WAN.

» Overlay network: Establishes a secure, encrypted communication path between on- premises devices and the
C+CURE cloud environment.

Airwall provisioning

In an Airwall secured zero-trust environment, communication between the C-CURE cloud machine and field devices (DSC
power series Neo and Pro panels) requires that all Airwall hardware be properly preprovisioned and configured in conductor by
the Professional Services team.

Overlay & underlay network setup

Successful provisioning of Airwall hardware in conductor requires an appropriate underlay network within your WAN. This
forms the foundational routing and IP reachability required for Airwall devices to come online.

After device provisioning, you must use the overlay network to establish secure communication between the cloud and on-
premise devices. This overlay network enables encrypted, policy controlled traffic flow between all hardware and cloud
applications.

ITv2 environment for cloud support

The ITv2 setup for cloud environments can follow the same principles as the on-premises ITv2 deployment. However, it is
strongly recommended to implement the overlay and underlay network configuration as directed by the Professional Services
team. For detailed guidance on network architecture and configuration, refer to the relevant CeCURE documentation for
enabling Cloud support.

When the C<CURE server is deployed in the cloud and panels remain on-premises, the time required for panel synchronization
and to transmit alarms and status changes from panel to C.CURE ITv2 Driver may be longer than in a fully on-premises
deployment. Transmission times can vary based on network latency, routing, and the Airwall configuration between the
physical panel and the cloud server. This variability is inherent to cloud-based architectures and should be considered during
system planning and ongoing operation.

Additionally, during periods of network unavailability, all ITv2 panels were observed to temporarily lose communication. Once
network connectivity was restored, the panels automatically re-established communication and returned to an online state
without manual intervention.
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Guidance and support (for Airwall provisioning and network configuration)

For Airwall provisioning enquiries, including device onboarding, Conductor configuration, Zero-Trust setup, and underlay or
overlay network design, contact the Professional Services or Support teams. These teams ensure that all Airwall
components and network layers are implemented securely and according to best practices, enabling reliable communication
between cloud services and on-premises field hardware.
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ITv2 Panel
This chapter explains how to configure an ITv2 Panel.
In this chapter:
TV 2 Panel 34
ITv2 Panel - Configuration Tab . ... ... e 53
ITv2 Panel - Late to Open Control Tab ... e 56
ITv2 Panel - Panel Information Tab ... 59
TV 2 Panel - Status Tab .. 61
TV 2 Panel - User Tab 63
ITv2 Panel - Triggers Tab . 65
ITvZ Panel - Virtual Zone Tab ... L 68
ITv2 Panel - State Images Tab ... L 71
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ITv2 Panel

The ITv2 Panel Editor is used to configure panels, view the panel status, set triggers, Assign users and Virtual Zones, and
optionally change state images.

Figure 2: ITv2 Panel Editor - Neo panel

Panel Type: ' Nea hati

Panel Account Number; |33ﬂ'33355ﬂ‘41 1 |

Master Code: |"'"' | @

Connection Type: | TEF

Host IP Address: |10.96.110.115 |

Alarm Port: |3‘|F5 |

Installer Code: |"“ | @

Encryption

Local Encryption Key: |-------------------------------- |

0 0

Remaote Encryption Key: | |

Time Zone |(GMT+05:30) Chennai, Kolkata, Mumbai, New De| ... || -

Figure 3: ITv2 Panel Editor - Pro panel

Panel Type: |Fro w

Panel Account Mumber: |23ﬂ323ﬁﬁﬂ411 |

Master Code: |'"'"‘ | ©

Connection Type: | TCF

Host IP Address: | 10.96.110.115 |

Alarm Port: |3ﬂ?5 |

Installer Code: |"" | ©

Encryption

LOCE' Eﬂcr‘_{mioﬂ Hﬁ'j |i.iIii.i.ii.i.ii.i.ii.i.ii.i.ii. |

Remote Encryption Key: (G))

Time Zone |(GMT=05:30) Chennai, Kolkata, Mumbai, New De| ... |«
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ITv2 Panel Tabs

The following sections provide information about the ITv2 Panel Editor tabs:
m [Tv2 Panel - Configuration Tab on Page 53
m [Tv2 Panel - Late to Open Control Tab on Page 56
m [Tv2 Panel - Panel Information Tab on Page 59
m [Tv2 Panel - Status Tab on Page 61
m [Tv2 Panel - User Tab on Page 63
m |ITv2 Panel - Triggers Tab on Page 65
m [Tv2 Panel - Virtual Zone Tab on Page 68
m |Tv2 Panel - State Images Tab on Page 71

ITv2 Panel Tasks

This section describes the tasks performed in the ITv2 Panel.
m Adding an ITv2 Panel on Page 35
m Accessing an ITv2 Panel on Page 40
m Editing ITv2 Panel on Page 44
m Deleting ITv2 Panel on Page 47
m Adding an ITv2 Object to a Group on Page 47
m Synchronizing the ITv2 Panel on Page 41
m Late to Open Control Tab Tasks on Page 58
m Performing ITv2 Panel Manual Actions on Page 50
m Triggers Tab Tasks on Page 66
m State Images Tab Tasks on Page 71
m |Tv2 Panel - Virtual Keypad Tasks on Page 75
m |Tv2 Panel - Virtual Zones Tab Tasks on Page 69

Adding an ITv2 Panel

Before you begin

Before you begin, ensure that you have the following information:
m Host IP address
m Alarm Port
m Panel account number
m Encryption key
m Master code

m Installer code

NOTE: Panel Account Number, Encryption Key, Master Code, Installer Code are assigned and provided with the DSC Neo or
Pro Panelhardware.
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For more information, see Configuring DSC Neo and Pro Panel Hardware using Keypad.

Adding a new ITv2 Panel
1. Inthe Navigation pane of the Administration Workstation, click Hardware to open the Hardware Panel.

2. Inthe CompanyName folder, right-click the ITv2 Panel folder and click New.
The ITv2 PanelEditor opens.
3. Enter the required data in the appropriate filed.

Table 5: ITv2 Panel- Configuration Tab Definitions
—_________________________________________________________________________________________________________|]

Field/Button | Description

Name Enter a unique name to identify the ITv2 Panel.
* The name of the panel can be alphanumeric and up to 100 characters long.

» Ensure thatthe name is unique, else an error message is displayed.

Description (Optional)

Enter a description about the ITv2 Panel.

Enabled Select the check box to establish the communication between the C-.CURE 9000 and the ITv2 Panel.
If the Panel is disabled, the communication between C*CURE 9000 and the Panel is disabled.

Configuration Tab
Panel Type * Neo (default)
* Pro
Panel Enter the assigned account number of the DSC Neo or Pro Panel.
Account

Numb Panel account number is unique to a panel and provided with the DSC Neo or Pro Panel hardware.

umber

* The account number should be 12 characters and numeric only, else an error message is displayed.

» For more information on how to view the Panel account number, see Configuring DSC Neo and Pro Panel Hardware using
Keypad.

Master Code Enter the Master code.

» Master code of the panel used to authenticate some of the operations in the panel, for example, User Level tasks, Event Level
tasks, System Level tasks.

» Master code is assigned and provided with the Panel hardware. You can modify the Master code in the panel keypad only. For
more information on how to modify the Master code, see Configuring DSC Neo and Pro Panel Hardware using Keypad.

» The Master code should be four or six or eight characterslong and numeric only. By default the Master Code is 1234.
Note: If you modify the Master code in the panel, the same should be configured in C-CURE 9000, else, the events and schedule
actions will fail to work, as expected.

Connection The connection type used to select the mode of communication. By default, the connection type is TCP.
Type

Host Enter the TCP/IP address of the unified server.

IP Address * TheIP address should be in the IPv4 format. For example, 191.2.3.4

* TheIP address provided should be unique across panels, else an error message is displayed.
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Table 5: ITv2 Panel - Configuration Tab Definitions (continued)
]

Field/Button | Description
Alarm Port Enter the port number used for communication.
» Alarm portis used for communication between the Unified server and the panel.
» The portnumber can be in the range of 1 to 5 digits.
NOTE: If multiple Panels are in use, there should be a unique Alarm port number for each panel. If not the an error message is
displayed.
Installer Enter the Installer Code of the panel.
Code + Installer code is used to authenticate the panel configuration tasks performed in the programing mode.
* Installer code is assigned and provided with the Panel hardware.
* You can modify the Installer code in the panel using keypad only.
» For more information on how to modify the installer code, see Configuring DSC Neo and Pro Panel Hardware using Keypad.
Encryption Select the check box to enable the encryption.
» Encryption key is used to authenticate the handshake between the panel and the unified server.
» Encryption key is assigned and provided with the Panel hardware.
» For more information on how to modify the encryption key, see Configuring DSC Neo and Pro Panel Hardware using Keypad.
Local This field is enabled only if the Encryption check box is enabled.
Er;;ryption Enter the local encryption key.
» Thelocal encryption key is 8 characters code, which is configured on the Neo or Pro Panel.
» Enter the eight character code four times. For example, if the encryption code is 12345678, you have to enter
12345678123456781234567812345678
» For more information on how to modify the Local Encryption key in the Neo Panel, see Configuring DSC Neo and Pro Panel
Hardware using Keypad.
Remote This field is enabled only if the Encryption check box is enabled.
ire\;ryption Enter the remote encryption key.
» The remote encryption key is the first 8 digit of the Panel Account number.
» Enter the first eight digit of the account number four times.
+ Forexample, if the account code is 123456789012, you have to enter the first eight digit (12345678) four times.
* Toview the account number, see Configuring DSC Neo and Pro Panel Hardware using Keypad .
Note:
* When paneltype is selected as Pro remote encryption key is disabled.
* When paneltype is selected as Neo remote encryption key is enabled.
Time Zone Click E] to select the time zone of the Panel.
Based on the selected time zone the panel will perform synchronization to the panel. The default value is 60 secs. You can modify the
time in the ITv2 Configuration.xmlfile.
NOTE:

Click @ to view the encrypted code/key. Access is granted based on the privileges assigned to operator.
Refer Operator Privilege Permissions on Page 192.

4. Click Save and Close.
5. Verify the status of the Panel.
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Troubleshooting Tips

m If the Panel does not come online and cannot establish connection:
* Check the physical connection between the panel and the server.

— Inthe command prompt, type ping <IP address> and verify the connection. In this instance, <IP address>
is the IP address of the Panel configured in the section [851]-[001] and/or [851]-[992]. For example: ping 191.20.4.5

— Use netstat to check if the connection is established with the alarm port.
— Ensure no other application, such as DLS, is connected to the Panel.
» Verify if the CrossFire service, serverand ITv2 driver are up and running.

» Verify if Panel Account number, Alarm port, Master code, Installer code, Encryption key, and Host IP address is
provided correctly.

» Verify the configuration in the Neo or Pro Panel hardware .

Verify the Installer Code and the Master Code are the same as the Panel section [006] or else it will lock the Panel after X number of
NOTE tries for Y duration that was configured in Panel section [012].

What to Do Next

m Synchronize the Panel. Synchronizing the ITv2 Panel

Creating an ITv2 Panel Template

Creating a template saves time because you do not have to re-enter the same information again.

]
Creating a Template

1. Inthe Navigation pane of the Administration Workstation, click Hardware to open the Hardware Pane.

2. Inthe CompanyName folder, right-click the ITv2 Panel folder and select ITv2 Panel>Create Template. Refer to Figure 4
on Page 38.

Figure 4: Create template
Operator Help C+CURE 9000
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3. The Export Template Form window opens. Enter the information for the ITv2 Panel template. Refer to Figure 5 on Page

Turn Maintenance Mode On
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39.

Figure 5: Export Template Window

Export Template Form E

Template Name ||

Create |

4

4. Click Save and Close.

The new template is listed under ITv2 Panel>Templates.

NOTE: After the template is created, the following configurations of the Panel are saved: zone assignment, zone
definition, zone attribute, Output assignment, Output type, Output attribute, Virtual zone information, late to
open, user code and attribute, user partition assignments.

Applying ITv2 Panel Template

This is used to apply the same configuration to the selected panels.

Applying a Template

In the Navigation pane of the Administration Workstation, click Hardware to open the Hardware Pane.
Inthe CompanyName folder, right-click the ITv2 Panel for which you want to apply template.
Select Apply Template.

A w0 b=

Refer to Figure 6 on Page 39.

Figure 6: Import Operation Dialog Box
1! Import Operation ==

@ Import

O Delete

Mew Template _3/13/2018 2:05:45 AM

After a template is applied, the following configurations are written to the Panel: zone assignment, zone definition, zone

In the Import Operation dialog box appears. Select Import, select a template that you want to apply and then click OK.

attribute, Output assignment, Output type, Output attribute, Virtual zone info, late to open, user code and attribute & user

partition assignments.
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NOTE

to the Panel.

m Do not apply the template in ITv2 Panel which was created with ITv2 Panel.

Accessing an ITv2 Panel

You can access an ITv2 Panel from the Hardware tree and from a dynamic view.

Figure 7: The ITv2 editor
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Before You Begin

» Ensure that you have created the ITv2 Panel.

]
Accessing the ITv2 Panel

1. Inthe Navigation pane of the Administration Workstation, click Hardware to open the Hardware pane.

2. Select one of the following methods:

m Toaccess an|Tv2 Panel from a Dynamic view, complete the following steps:
a. From the Hardware list, select ITv2 Panel and then click ..
b. From the Dynamic View, right-click an ITv2 Panel and select Edit.

m Toaccess an ITv2 Panel from the Hardware Pane, complete the following steps:
a. Inthe Hardware Tree, expand the ITv2 Panel folder in the CompanyName folder.
b. Inthe ITv2 Panel folder, select the ITv2 Panel that you want to access.
c. Right-click the ITv2 Panel and select Edit. The ITv2 Panel Editor opens.
The ITv2 Panel Editor opens.
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Synchronizing the ITv2 Panel

To read or write the panel information and objects details, you need to synchronize the panel. The following are two ways you

can perform synchronization:
m Synchronization from Panel: Use this option to read the data from the Panel to C<CURE 9000.
m Synchronization to Panel: Use this option to write the data from C<CURE 9000 to the Panel.

NOTE: During synchronization, User cannot modify the panel editor.

Before you begin

Ensure the following, before you synchronize the Panel.
m The Panel is online.
m No other operations are in progress.

m Length of the Personnel PIN in C+*CURE and user master code in the Panel are equal.
Note:

« Follow the steps to configure the Personnel PIN length on C<CURE:

a. Innavigation pane, click the Options & Tools tab and then click System Variable. The System Variable window
appears.

b. Expand the Personnel category and change the PIN length.

« To configure the user master code go to section 041 on the Panel.

]
Synchronizing from the ITv2 Panel

1. Inthe Navigation pane of the Administration Workstation, click Hardware to open the Hardware Pane.
2. Inthe Hardware Tree, expand the ITv2 Panel folder in the CompanyName folder.

3. IntheITv2 Panel folder, right-click the ITv2 Panel and select Synchronize from Panel.

Alternatively, click the Hardware drop-down list and select ITv2 Panel. Click E] -~ to open a Dynamic View showing all

ITv2 Panels, and then right-click the Panel and select Synchronize from Panel.
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Figure 8: Synchronize from Panel
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4. Verify the status of the panel in the Monitoring Station. The status of the Panel changes to Start Synchronization,

Synchronizing and then finally Synchronized.

Figure 9: Monitoring Station - Panel Status

ﬁ BA7/2015 2:40:02 P FPanel Panel 1'is Start Synchranization
ﬁ B/7/2015 2:40:02 P Panel Panel 1' iz Synchronizing
ﬁ BTA2015 24238 PM Panel 'Panel 1'iz Synchronized

5. All'the ITv2 Panel objects appear in the Hardware Tree under the Panel folder, as shown in Figure 10 on Page 42.

Figure 10: Hardware Tree
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L]
Synchronize to the ITv2 Panel

1. Inthe Navigation pane of the Administration Workstation, click Hardware to open the Hardware Pane.

2. Inthe Hardware Tree, expand the ITv2 Panel folder in the CompanyName folder.
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3. IntheITv2 Panel folder, right-click the ITv2 Panel and select Synchronize to Panel.

Alternatively, click the Hardware drop-down list and select ITv2 Panel. Click ] - to open a Dynamic View showing all

ITv2 Panels, and then right-click the Panel and select Synchronize to Panel.

4. Verify the status of the panel in the Monitoring Station. The status of the Panel changes to Start Synchronization,

Figure 11: Synchronize to Panel
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Synchronizing and then Synchronized.

5. TheITv2 Panel objects appear in the Hardware Tree under the Panel folder, as shown in Figure 10 on Page 42.

Troubleshooting Tips

Figure 12: Monitoring Station - Panel Status
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m If the synchronization has stopped or failed:

Panel 'Panel 1'iz Start Synchronization
Fanel 'Panel 1'iz Synchronizing

Fanel 'Panel 1'iz Synchronized

» Check the physical connection between the panel and the server.
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— Inthe command prompt, type ping <IP address> and verify the connection. In this instance, <IP address>
is the IP address of the Panel configured in section [851]-[001] and/or [851]-[992]. For example: ping 191.20.4.5

— Use netstat to check if the connection is established with the alarm port.
— Ensure no other application, such as DLS, is connected to the Panel.
» Verify if the ITv2 driver and the server are up and running.
« Verify if the alternate communication is enabled in the DSC Neo or Pro Panel.
» Verify using the section number 382 and option 5 and Section 401 and option 7.

» Verify if any faulty hardware is connected to the Panel.

What to Do Next

After you synchronize the ITv2 Panel, perform the following:

m Verify if the status of the Panel has changed to Synchronized. For more information see ITv2 Panel - Status Tab on Page
61

m Verify if all the available objects in the Panel are appearing in the Hardware Tree.
m Perform manual Actions. Performing ITv2 Panel Manual Actions on Page 50

m Optionally, you can perform any of the following tasks:

Task

Link

Configure Late to Open Control option to the panel

Late to Open Control Tab Tasks on Page 58

Modifying the panel configuration

Editing ITv2 Panelon Page 44

Configure Triggers for the Panel to activate Events

Triggers Tab Tasks on Page 66

Add the panelto a group

Adding an ITv2 Object to a Group on Page 47

Configure Virtual Zone

ITv2 Panel- Virtual Zones Tab Tasks on Page 69

Perform Virtual Keypad Actions

ITv2 Panel - Virtual Keypad Tasks on Page 75

Editing ITv2 Panel

Before you begin

Before you begin, ensure the following:

m The status of the Panel is Synchronized.

NOTE: During synchronization, you cannot modify the details in the ITv2 Panel Editor.

Editing the ITv2 Panel

1. Inthe Navigation pane of the Administration Workstation, click Hardware to open the Hardware Pane.

2. Inthe Hardware Tree, expand the ITv2 Panel folder in the CompanyName folder.

3. IntheITv2 Panel folder, select the ITv2 Panel to be edited.
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4. Right-click the ITv2 Panel and select Edit.
The ITv2 Panel Editor opens.
5. Modify the configuration.

Table 6: ITv2 Panel- Configuration Tab Definitions
- _____________________________________________________________________________________________________|

Field/Button | Description

Name (Mandatory)
Enter a unique name to identify the ITv2 Panel.
* The name of the panel can be alphanumeric and up to 100 characters long.

» Ensure thatthe name is unique, else an error message is displayed.

Description (Optional)

Enter a description about the ITv2 Panel.

Enabled Select the check box to establish the communication between the Ce.CURE 9000 and the ITv2 Panel.
If the Panel is disabled, the communication between C+CURE 9000 and the Panel is disabled.

Configuration Tab

Panel Type (Mandatory)

* Neo (default panel)

* Pro
Panel (Mandatory)
Account Enter the assigned account number of the DSC ITv2 Panel.
Number

Panel account number is unique to a panel and provided with the DSC ITv2 Panel hardware.
* The account number should be 12 characters and numeric only, else an error message is displayed.

» For more information on how to view the Panel account number, see Configuring DSC Neo and Pro Panel Hardware using
Keypad .

Master Code Enter the master code.

» Master of the panelis used to authenticate some of the operations in the panel, for example, User Level tasks, Event Level tasks,
System Level tasks.

» Master code is assigned and provided with the Panel hardware. You can modify the Master code in the panel keypad only. For
more information on how to modify the Master code, see Configuring DSC Neo and Pro Panel Hardware using Keypad .

» The Master code should be four or six or eight characterslong and numeric only. By default the Master Code is 1234.
Note: If you modify the Master code in the DSC ITv2 Panel, the same should be configured in C.CURE 9000, else, the events
and schedule actions will fail to work, as expected.

Connection (Mandatory)

Type The connection type used to select the mode of communication. By default, the connection type is TCP.
Host Enter the TCP/IP address of the unified server.

IP Address * TheIP address should be in the IPv4 format. For example, 191.2.3.4

* TheIP address provided should be unique across panels, else an error message is displayed.
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Table 6: ITv2 Panel - Configuration Tab Definitions (continued)

Field/Button | Description

Alarm Port Enter the port number used for communication.
+ Alarm portis used for communication between the Unified server and the DSC ITv2 panel.
» The portnumber can be in the range of 1 to 5 digits.

NOTE: If multiple Panels are in use, there should be a unique Alarm port number for each panel. If not the an error message is
displayed.

Installer Enter the Installer code of the panel.
Code + Installer code is used to authenticate the panel configuration tasks performed in the programing mode.
* Installer code is assigned and provided with the Panel hardware.
* You can modify the Installer code in the panel using keypad only.

» For more information on how to modify the installer code, see Configuring DSC Neo and Pro Panel Hardware using Keypad .

Encryption Select the check box to enable the encryption.

« Encryption key is used to authenticate the handshake between the DSC ITv2 Panel and unified server.
» Encryption key is assigned and provided with the Panel hardware.

* You can modify the encryption key in the panel using the keypad.

» For more information on how to modify the encryption key, see Configuring DSC Neo and Pro Panel Hardware using Keypad on
Page 16.

Local This field is enabled only if the Encryption check box is enabled.
Encryption

Enter the local encryption key.
Key

» Thelocal encryption key is 8 characters code, which is configured in the DSC ITv2 Panel.

» Enter the eight character code four times. For example, if the encryption code is 12345678, you have to enter
12345678123456781234567812345678

» You can modify the Local encryption key in the panel using the keypad.

» For more information on how to modify the Local Encryption key in the DSC ITv2 Panel, see Configuring DSC Neo and Pro Panel
Hardware using Keypad on Page 16..

Remote This field is enabled only if the Encryption check box is enabled.
Encryption

Enter the remote encryption key.
Key

» Theremote encryption key is the first 8 digit of the Panel Account number.
+ Enter the first eight digit of the account number four times.
» Forexample, if the account code is 123456789012, you have to enter the first eight digit (12345678) four times.

+ Toview the account number, see Configuring DSC Neo and Pro Panel Hardware using Keypad on Page 16 .

Note:

* When paneltype is selected as Pro remote encryption key text box is disabled.

* When paneltype is selected as Neo remote encryption key text box is enabled.

Time Zone Click E] to select the time zone of the panel.

Based on the selected time zone the panel will perform synchronization to the panel. The default value is 60 secs. You can modify the
time in the ITv2 Configuration.xmlfile.

NOTE:
Click @ to view the encrypted code/key. Access is granted based on the privileges assigned to operator.
Refer Operator Privilege Permissions on Page 192.

6. Click Save and Close.
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Troubleshooting Tips
m If the Panel does not come online and cannot establish connection:

* Check the physical connection between the panel and the server.

— Inthe command prompt, type ping <IP address> and verify the connection. In this instance, <IP address>
is the IP address of the Panel configured in the section [851]-[001] and/or [851]-[992]. For example: ping 191.20.4.5

— Use netstat to check if the connection is established with the alarm port.
— Ensure no other application, such as DLS, is connected to the Panel.
» Verify if the CrossFire Service, the server, and the ITv2 driver are running.

» Verify if the Panel Account Number, Alarm Port, Master Code, Installer Code, Encryption Key, and Host IP
Address is provided correctly.

» Verify the configuration in the DSC ITv2 Panel hardware . See Configuring DSC Neo and Pro Panel Hardware using
Keypad .
What to Do Next

m Synchronize the Panel. Synchronizing the ITv2 Panel

Viewing All ITv2 Panels

Viewing All ITv2 Panels
1. From the Hardware drop-down list, select ITv2 Panel.

2. Click EI - . All configured ITv2 Panels appear.

Deleting ITv2 Panel

Deleting an ITv2 Panel from the Hardware Tree
1. Click the ITv2 Panel under the ComanyName folder in the Hardware Tree.

2. Right-click the ITv2 Panel configuration and select Delete from the context menu. A confirmation message appears
stating Are you sure that you want to delete the selected ITv2 Panel object?

3. Click Yes to delete the ITv2 Panel or click No to exit without deleting.

e
Deleting an ITv2 Panel from Dynamic View

1. Inthe Navigation pane of the Administration Workstation, click Hardware to open the Hardware pane.
2. Click the Hardware drop-down list and select ITv2 Panel.

3. Click & ~ . All configured ITv2 Panels appear.
4

Right-click the ITv2 Panel in the list and select Delete. A confirmation message appears stating Are you sure that you
want to delete the selected ITv2 Panel object?.

5. Click Yes to delete the ITv2 Panel or click No to exit without deleting.

Adding an ITv2 Object to a Group
Groups let you organize the ITv2 objects and perform manual actions for all ITv2 objects in a group at a time.
The ITv2 Objects here refer to one of the following:
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ITv2 Panel

ITv2 Zone

ITv2 Output

ITv2 Partition
ITv2 Virtual Zone
ITv2 User

Before You Begin

Ensure the following, before you add the object to a group:

m A group is created, with the Group Type as ITv2 Object, for example,

If you are adding the ITv2 Panel, select the Group Type as ITv2 Panel.

If you are adding the ITv2 Zone, select the Group Type as ITv2 Zone.

If you are adding the ITv2 Output, select the Group Type as ITv2 Output.

If you are adding the ITv2 Partition, select the Group Type as ITv2 Partition.
If you are adding the ITv2 User, select the Group Type as ITv2 User.

For more information, see Group Editor General Tab in the C*CURE 9000 User Guide.

Adding an ITv2 Object to a Group from the Hardware Pane

1.
2.
3.

In the Navigation pane of the Administration Workstation, click Hardware to open the Hardware Pane.

In the Hardware Tree, expand the ITv2 Panel folder in the CompanyName folder.

Right-click the ITv2 Object and select Add to Group. A dialog box appears with the list of available groups for the ITv2
Object.

Select the group to which you want to add. The ITv2 Object is added to the selected group.
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Click Save and Close or Save and New to exit.

Adding an ITv2 Object to a Group from the Configuration Pane

1. Inthe Configuration pane, select Group from the drop-down list, and then click £ ~ to open a Dynamic View showing
all Group.
2. Right-click the Group that you want to associate with the Panel, and select Edit. The Group dialog box opens.
3. Click Add in the Group - General tab to add an ITv2 Object in the Group. The dialog box appears with a list of existing
objects.
4. Select the check box to add the ITv2 Object to the group and click OK. You can add more than one entry at a time.
NOTE: Follow the number sequence as shown in Figure 13 on Page 50.
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Figure 13: Adding ITv2 Object to a Group
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5. Click Save and Close or Save and New to exit.

What to Do Next

After you configure the ITv2 Panel, you can:

m Perform manual Actions. Performing ITv2 Panel Manual Actions on Page 50

Performing ITv2 Panel Manual Actions

The following manual actions can be performed from the ITv2 Panel:

m Global Away Arm: Arms all the Partitions in the panel.
Away Arm option is used to arm all the sensors associated to a panel.
Example: Motion sensors, doors and windows associated to a panel.

m Global Stay Arm: Arms only the perimeter of the system in the panel.
Stay Arm option is used to bypass the interior motion sensors and arms only the perimeter associated to a panel.
Example: Doors, Windows.

m Global Disarm: Disarms all the partition in a Panel.

NOTE: Unsuccessful command response reporting depends upon the number of retries for the same command.

Before You Begin

Ensure the following, before performing the manual actions,

m ThelTv2 panel is Online.
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m Partitions should be ready with no trouble and no alarm.

m Zones should be closed with no fault, no alarm, and no tamper.

L]
Performing ITv2 Panel Manual Actions

The below message will appear in the monitoring station if any partition is in alarm and armed.

1. Right-click the ITv2 Panel for which you want to perform the manual action.

ck. if partition iz in alarm armed on Panel 'Panel 1'

Function is unavailable. Cl

Figure 14: Accessthe ITv2 Panel Manual Actions
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2. Choose one of the options from the context menu:

Ifyouwantto ...

Select...

Arm all the Partitions in the panel

Global Away Arm
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Ifyouwantto ... Select...

Arm all the Partitions, expect for interior sensors in the panel Global Stay Arm

Disarm all the Partition in the panel Global Disarm

3. Enterthe Access Code in the Access Code Operation window.

4. The status of the Partition in the Panel changes:
+ For Global Away Arm, the status is changed to Global Away Armed.
» For Stay Away Arm, the status is changed to Global Stay Armed.

« For Global Disarm, the status is changed to Disarmed.
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ITv2 Panel - Configuration Tab

You can configure and enable the ITv2 Panel using the ITv2 Panel - Configuration tab.

Figure 15: |Tv2 Panel- Configuration Tab
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ITv2 Panel - Configuration Tab Definitions

Table 7 on Page 53 describes the ITv2 Panel - Configuration Tab fields and buttons.

Table 7: ITv2 Panel - Configuration Tab Definitions
]

Field/Button | Description

Name Enter a unique name to identify the ITv2 Panel.
* The name of the panel can be alphanumeric and up to 100 characters long.

» Ensure thatthe name is unique, else an error message is displayed.

Description (Optional)

Enter a description about the ITv2 Panel.
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Field/Button

Table 7: ITv2 Panel- Configuration Tab Definitions (continued)

Description

Enabled

Select the check box to establish the communication between the C+.CURE 9000 and the ITv2 Panel.

If the Panel is disabled, the communication between C<«CURE 9000 and the Panelis disabled.

Configuration

Tab

Panel Type * Neo (default)
* Pro
Panel (Mandatory)
:ccobunt Enter the assigned account number of the DSC ITv2 Panel.
umber
Panel account number is unique to a panel and provided with the DSC ITv2 Panel hardware.
» The account number should be 12 characters and numeric only, else an error message is displayed.
» For more information on how to view the Panel account number, seeConfiguring DSC Neo and Pro Panel Hardware using
Keypad on Page 16 .
Master Code (Mandatory)
Enter the Master code.
» Master of the panel used to authenticate some of the operations in the panel, for example, User Level tasks, Event Level tasks,
System Level tasks.
» Master code is assigned and provided with the Panel hardware. You can modify the Master code in the panel keypad only. For
more information on how to modify the Master code, see Configuring DSC Neo and Pro Panel Hardware using Keypad on Page
16.
» The Master code should be four or six or eight characters long and numeric only. By default the Master Code is 1234.
Note: If you modify the Master code in the DSC ITv2 Panel, the same should be configured in C<CURE 9000 ,else, the events
and schedule actions will fail to work, as expected.
Connection The connection type used to select the mode of communication. By default, the connection type is TCP.
Type
Host Enter the TCP/IP address of the unified server.
IP Address :
* TheIP address should be in the IPv4 format. For example, 191.2.3.4
* TheIP address provided should be unique across panels, else an error message is displayed.
Alarm Port Enter the port number used for communication.
» Alarm portis used for communication between the Unified server and the DSC ITv2 Panel.
» The portnumber can be in the range of 1 to 5 digits.
NOTE: If multiple Panels are in use, there should be a unique Alarm port number for each panel. If not the an error message is
displayed.
Installer Enter the Installer code of the panel.
Code

+ Installer code is used to authenticate the panel configuration tasks performed in the programing mode.
+ Installer code is assigned and provided with the Panel hardware.
* You can modify the Installer code in the panel using keypad only.

» For more information on how to modify the installer code, see Configuring DSC Neo and Pro Panel Hardware using Keypad .
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Table 7: ITv2 Panel- Configuration Tab Definitions (continued)

Field/Button | Description

Encryption Select the check box to enable the encryption.

» Encryption key is used to authenticate the handshake between ITv2 Panel and unified server.
» Encryption key is assigned and provided with the Panel hardware.

* You can modify the encryption key in the panel using the keypad.

» For more information on how to modify the encryption key, see Configuring DSC Neo and Pro Panel Hardware using Keypad on
Page 16.

Local This field is enabled only if the Encryption check box is enabled.
Encryption

Enter the local encryption key.
Key

» Thelocal encryption key is 8 characters code, which is configured in the DSC ITv2 Panel.

» Enter the eight character code four times. For example, if the encryption code is 12345678, you have to enter
12345678123456781234567812345678

* You can modify the Local encryption key in the panel using the keypad.

+ For more information on how to modify the Local Encryption key in the ITv2 Panel,see Configuring DSC Neo and Pro Panel
Hardware using Keypad on Page 16..

Remote This field is enabled only if the Encryption check box is enabled.
Encryption

Enter the remote encryption key.
Key

» The remote encryption key is the first 8 digit of the Panel Account number.
« Enter the first eight digit of the account number four times.
» Forexample, if the account code is 123456789012, you have to enter the first eight digit (12345678) four times.

» Toview the account number, see Configuring DSC Neo and Pro Panel Hardware using Keypad on Page 16 .

Note:

* When paneltype is selected as Pro remote encryption key text box is disabled.

» When paneltype is selected a Neo remote encryption key textbox is enabled.

Time Zone Click [I] to select the time zone of the panel.

Based on the selected time zone the panel will perform synchronization to the panel. The default value is 60 secs. You can modify the
time in the ITv2 Configuration.xml file.

NOTE:
Click @ to view the encrypted code/key. Access is granted based on the privileges assigned to operator.
Refer Operator Privilege Permissions on Page 192.
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ITv2 Panel - Late to Open Control Tab

Late to Open is used to notify or alert the monitoring station, if the intrusion zone is not disarmed at a specific time for all seven

days of the week. The late to open configuration can be written to the panel during Synchronization to panel.
For example, tracking children after school.

Scenario: If parents get home from work at 5 PM, and a child gets home at 4 PM.

Late to Open configuration: The Late of Open timer is set for 4:15 PM.

Action: If the panel is not disarmed at 4:15 PM, an alert is sent to the monitoring station.

The Late to Open Control tab is used to configure the Late to Open Control time.

Figure 16: ITv2 Panel—Late to Open Control Tab
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Late to Open Tab Definitions

The ITv2 Panel — Late to Open tab fields and buttons are described in Table 8 on Page 57
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Table 8: Panel Editor — Late to Open Control Tab Definitions

Field/Button | Description
Late to Open Select this check box to enable the Late to Open Control.
Control
Sunday Hour Enter the time in hour when the panel should be disarmed on Sunday.
» Thisfield is enabled, if Late to Open Control is enabled.
* Thevalid range is from 00:00 — 23:59 hours.
For example, 16.00
Sunday Enter the time in minute when the panel should be disarmed on Sunday.
Minute » Thisfield is enabled, if Late to Open Controlis enabled.
» The valid range is from 00 — 59 minutes.
For example, 00.15
Monday Hour Enter the time in hour when the panel should be disarmed on Monday.
» Thisfield is enabled, if Late to Open Controlis enabled.
» The valid range is from 00:00 — 23:59 hours.
For example, 16.00
Monday Enter the time in minute when the panel should be disarmed on Monday.
Minute » Thisfield is enabled, if Late to Open Controlis enabled.
* Thevalid range is from 00 — 59 minutes.
For example, 00.15
Tuesday Hour Enter the time in hour when the panel should be disarmed on Tuesday.
» Thisfield is enabled, if Late to Open Controlis enabled.
» The valid range is from 00:00 — 23:59 hours.
For example, 16.00
» Ifyouwant to disable the Late to Open control on Tuesday, enter 99.99
Tuesday Enter the time in minute when the panel should be disarmed on Tuesday.
Minute » Thisfield is enabled, if Late to Open Controlis enabled.
» The valid range is from 00 — 59 minutes.
For example, 00.15
Wednesday Enter the time in hour when the panel should be disarmed on Wednesday.
Hour » Thisfield is enabled, if Late to Open Controlis enabled.
* Thevalid range is from 00:00 — 23:59 hours.
For example, 16.00
Wednesday Enter the time in minute when the panel should be disarmed on Wednesday.
Minute - Thisfield is enabled, if Late to Open Control is enabled.
» The valid range is from 00 — 59 minutes.
For example, 00.15
Thursday Enter the time in hour when the panel should be disarmed on Thursday.
Hour

» Thisfield is enabled, if Late to Open Controlis enabled.

» The valid range is from 00:00 — 23:59 hours.
For example, 16.00

+ Ifyouwant to disable the Late to Open control on Thursday, enter 99.99
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Table 8: Panel Editor — Late to Open Control Tab Definitions (continued)

Field/Button | Description

Thursday Enter the time in minute when the panel should be disarmed on Thursday.

Minute - Thisfield is enabled, if Late to Open Control is enabled.

» The valid range is from 00 — 59 minutes.
For example, 00.15

Friday Hour Enter the time in hour when the panel should be disarmed on Friday.
» Thisfield is enabled, if Late to Open Control is enabled.

» The valid range is from 00:00 — 23:59 hours.
For example, 16.00

+ If youwantto disable the Late to Open control on Friday, enter 99.99

Friday Minute Enter the time in minute when the panel should be disarmed on Friday.
» Thisfield is enabled, if Late to Open Controlis enabled.

+ The valid range is from 00 — 59 minutes.
For example, 00.15

Saturday Enter the time in hour when the panel should be disarmed on Saturday.

Hour + Thisfield is enabled, if Late to Open Controlis enabled.

» The valid range is from 00:00 — 23:59 hours.
For example, 16.00

Saturday Enter the time in minute when the panel should be disarmed on Saturday.

Minute - Thisfield is enabled, if Late to Open Control is enabled.

» The valid range is from 00 — 59 minutes.
For example, 00.15

Late to Open Control Tab Tasks

Configuring Late to Open Control

Enabling the Late to Open Control
1. Inthe Panel editor, click the Late to Open Control tab.
2. Select the Late to Open Control check box to enable the Late to Control.

3. Enterthe time in hours and minutes for each day of the week, from Sunday to Saturday to specify the time when the zone
is to be disarmed.

4. Click Save and Close.

Disabling the Late to Open Control

1. Inthe Panel editor, click the Late to Open Control tab.

2. Clearthe Late to Open Control check box to disable the Late to Open Control.
3. Click Save and Close.
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ITv2 Panel - Panel Information Tab

The Panel Information tab displays the information about the panel. This tab is read-only.

Figure 17: ITv2 Panel Editor — Panel Information Tab

[ ITVZ Panel - PSP_3095 — x
E Save and Close
MName: |PSP_3095
Description: |E2C19C333761
Enabled
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Device Software Version: |5.20
Protocol Version: |2.36
Last Synced Time: | 11/25/2020 5:55 FM
Max Fones: 248
Max Users: |1000
Max Partitions: |32
Max Outputs: | 244
Enable Fanel Event Buffer
Panel Information Tab Definitions
The ITv2 Panel — Panel Information tab fields and buttons are described in Table 9 on Page 59.
NOTE: You can only view the information on this Information Tab. The information is auto generated during panel

synchronization.

Table 9: ITv2 Panel—Panel Information Tab Definitions

Field/Button Description
Device Software Version Displays the software version of the Panel.
Protocol Version Displays the protocol version which is used to communicate between Panel and the C<CURE 9000.
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Table 9: ITv2 Panel-Panel Information Tab Definitions (continued)
____ ____________________________________________________________|

Field/Button Description

Last Synced Time Displays the time when the Panel was last synched in the 00.00 format.
Max Zones Displays the maximum zones associated to the Panel.

Max Users Displays the maximum users associated to the Panel.

Max Partitions Displays the maximum partitions associated to the Panel.

Max Outputs Displays the maximum outputs associated to the Panel.

Enable Panel event Buffer | Indicate Enable/Disable the alarm reporting from the panel.
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ITv2 Panel - Status Tab

The Status tab indicates the status of the panel. This tab is read-only.

Figure 18: |Tv2 Panel Editor — Status Tab
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ITv2 Panel - Status Tab Descriptions

The section describes the Status tab fields.

Table 10: Status Tab Definition

Field Description

Online Status Indicates the Online Status of the Panel.
Synchronization Status Indicates the Synchronization status of the Panel.
Communication Trouble Indicates the Communication Trouble status of the Panel.
System Trouble Indicates the System Trouble status of the Panel.
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Table 10: Status Tab Definition (continued)
— ]

Field Description
Wireless Device Trouble Indicates the wireless device trouble status of the Panel.
Wired Module Trouble Indicates the wired module trouble status of the Panel.

Enable Panel event Buffer Indicates whether the event buffer is ON or OFF.

Enable Panel event Buffer

« This feature enables/disables the alarm reporting from the panel.

« If the check-box is not checked then the alarms from the panel will not be reported and vice-versa.

Enable Open/Close notification

« Right click on the Panel and from the context menu, select Enable Open/Closed notification.

« On selecting this action all the Zones Status Change Reporting will be enabled on the panel.
Disable Open/Close notification
« Right click on the Panel and from the context menu, select Disable Open/Closed notification.

« On selecting this action all the Zones Status Change Reporting will be Disabled on the panel.

Figure 19: Panel Context Menu

Edit
Delete

Set property
Add to group

PHR X T

Export selection...

Find in Audit Log...

Find in Journal...

Synchronize from Panel...

Synchronize to Panel
Firmware Download
§  Virtual Keypad

Global Away Arm
Global Stay Arm

Global Disarm
Enable Open/Close Motification
Disable Open/Close Motification

Create Template

Apply Template

ITv2 Integration for C.CURE 9000 - User Guide

62



ITv2 Panel - User Tab

This tab is the interface between C<«CURE Personnel and the Users in the Panel.

Figure 20: |Tv2 Panel-Users Tab
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The userin Index 1 is the Master User in the Panel, thus the modification of the Primary User is not allowed through the
integration.

In the User tab, Index 1 will be reserved for the Primary User, which cannot be edited or removed.

Removing personnel from C+CURE will result in the removal of the User from the User Index and will un-program the User
from the Panel.

If you disable the Personnel, then User will be un-programmed from the panel but the Record and mapping between the User
and Personnel is retained in the database.

If you enable the same Personnel, it will re-program the User in the panel.

ITv2 User and Personnel should be manually linked.
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ITv2 Panel - Users Tab Definitions

This section describes the fields and buttons in the ITv2 Panel — Users tab.

Table 11: ITv2 Panel— Users Tab Definitions

Field/Button Description

Add User Codes Createsanew row.

Remove User Moves a selected row.

Codes

Write User Codes Saves the changes.

User Index Indicates the number to identify the user. The number is incremented when you create a new row in the table and cannot be
modified.

Maximum of 95 or 1000 users can be configured.

ITv2 Users These are the ITv2 Users linked to Users in the Panel.

Personnel Click the selection button @ inthe Personnel field. Select the Personnel from the list.

The selected Personnel are mapped to the respective ITv2 User.

For more, see the following:

o ITv2 Panel - Users Tab Tasks on Page 64

ITv2 Panel - Users Tab Tasks
The following tasks are performed in the Users Tab:

« Mapping Personnel to an ITv2 User on Page 64

« Disassociate Personnel from the ITv2 User on Page 64

Mapping Personnel to an ITv2 User
1. Inthe ITv2 Panel, click the Users tab.
2. Click in the blank row under Personnel column, and then click [ ... | to open the selection dialog box.

3. Select a Personnel to map to the ITv2 User from the selection dialog box.

4. Click Save and Close.

Disassociate Personnel from the ITv2 User

1. Inthe ITv2 Panel, click the Users tab.
2. Click on the row under Personnel column, and then remove the Personnel.

3. Click Save and Close.
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ITv2 Panel - Triggers Tab
The Triggers tab is used to configure triggers to activate events.

Triggers are configured procedures used by C+CURE 9000 to activate specific actions when a particular predefined condition
occurs. Once the Panel status matches one of these values, the linked Activate Event action is triggered and the user-
specified event is set to an active state (if allowed by the event, which should be armed at the time).

By creating new rows and selecting different values for each row, each value of the Status field can trigger its own event. It is

also possible to trigger two different events for the same status value by creating two rows with the same value and then
linking each row to its own event.

Figure 21: |Tv2 Panel Editor — Triggers Tab

[ ITvZ Panel - PSP_3095

| save and Close

Name: [PSP_3085

Description: |E2C19C333761

Enabled
[] Maintenance Mode

Corfiguration  Late To Open Control  Panel Information  Status  Users  Triggers  Virtual Zones  State images

== Add Remove

Property Yalue Acticn Details

ITv2 Panel - Triggers Tab Definitions

This section describes the fields and buttons in the ITv2 Panel — Triggers tab.
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Table 12: ITv2 Panel—Triggers Tab Definitions

Field/Button | Description

Add Creates anew row in the Triggers table. You should configure all fields in the row to complete the Add operation.

Remove Removes a selected row from the Triggers table.

Property Click within the Property field to display the selection button [I] The Property browser opens presenting properties available for
the ITv2 Panel.

Value Click within the Value column to display a drop-down list of Values associated with the Property that you have selected. Click a Value
you want to include as a parameter for the trigger to assign it to the column.

Action Click on the drop-down menu to select an action to occur. This action selected will occur when the object's selected Property receives
the selected Value.

Details The name of the event configured for the row (read-only) entered by the system.

Event Click on the selection button E] to select a Event that you want to associate with the trigger. Events are created in the C<CURE
9000 Configuration pane. See the C*CURE 9000 Software Configuration Guide for more information.

For more information, see the following:

« Triggers Tab Tasks on Page 66

Triggers Tab Tasks

The following tasks are performed on the Triggers tab:

« Selecting Triggers to Activate Events on Page 66

« Deleting Triggers and Events on Page 67

Selecting Triggers to Activate Events

Selecting Triggers to Activate Events

1. Inthe Triggers tab, click Add to create a new trigger.

Click in the blank row under Property column, and then click [ ... .

Select a property to add to the Property column.

2
3
4. Click within the Value column and select a valid value from the drop-down list.
5

Click within the Action column to display a drop-down list of valid actions.
Now only Activate Event is available. When you select an action, the lower pane in the Triggers dialog box displays an
Event field to define the action details.

6. Click [I] to open an Event dialog box. Select an event that you want to associate with the trigger. Once you define the
action details, the Details column displays information about how the action has been configured.

7. Click Save and Close.
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Deleting Triggers and Events

Deleting a Trigger and Event

1. Click the row selector button » to select the row.

2. Click Remove.
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ITv2 Panel - Virtual Zone Tab

You can configure Virtual Zones using the ITv2 Panel - Virtual Zones Tab.
Figure 22: |ITv2 Panel—Virtual Zones Tab
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ITv2 Panel - Virtual Zone Tab Definitions

This section describes the fields and buttons in the ITv2 Panel — Virtual Zones tab.
Table 13: 1Tv2 Panel-Virtual Zone Tab Definitions

Field/Button Description

Add Virtual Adds avirtual zone.

Zone

Remove Removes a selected virtual zone.
Virtual Zone
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Table 13: ITv2 Panel—-Virtual Zone Tab Definitions (continued)

Field/Button Description

Virtual Zone Indicates the number to identify the virtual zone. The number is incremented when you create a new row in the table and cannot be
Index modified.

Maximum of 32 virtual zones can be configured.

Virtual Zones Click the selection button E in the Virtual Zones field. Select the zone from the list.

The selected zone is mapped to the virtual zone.

Write to Panel Writes the changes to the panel. During this operation the status of the panel appears as Synchronizing and changes to
Synchronized when the write operation is complete.

For more information, see the following:

o ITv2 Panel - Virtual Zones Tab Tasks on Page 69

ITv2 Panel - Virtual Zones Tab Tasks
The following tasks are performed in the Virtual Zones tab:

« Configuring a Virtual Zone on Page 69

« Removing a Virtual Zone on Page 69

Configuring a Virtual Zone

]
Configuring a Virtual Zone

1. Inthe ITv2 Panel, click the Virtual Zone tab.

Click Add to create a new virtual zone. A new row is created and the virtual zone index is incremented by 1.
Click in the blank row under Virtual Zones column, and then click [I] to open the selection dialog box.
Select a zone which you want to map to the virtual zone from the selection dialog box.

Click Write to Panel and wait until the status of the panel has changed from Synchronizing to Synchronized.

o o ~ v N

Click Save and Close. The zone is mapped to the Virtual Zone and appears in the Virtual Zone Hardware Tree. The
normal zone is changed to a virtual zone.

Removing a Virtual Zone

Removing the Virtual Zone Mapping

1. Click the row selector button » to select the row.

2. Click Remove.

3. Click Write to Panel and wait until the status of the panel has changed from Synchronizing to Synchronized.
The virtual zone row is removed and the virtual zone is changed to a normal zone only when the

user clicks Write to Panel after clicking Remove Virtual Zone, also the virtual zone will be
removed from the panel and the database.

NOTE
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NOTE m Click Save and Close after every write operation.

m [f the message: Function unavailable or Panel is busy appears after any write operation, perform Sync
to Panel. This ensures the configuration communicates to the Panel.

m After every write assignment the sync status of the Panel changes from Synchronizing to
Synchronized.

m All Write Assignments should be performed in the following conditions:
* The Partition should not be in alarm or armed state.

* The user should not be in Programming Mode through the keypad.
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ITv2 Panel - State Images Tab

The State Images tab displays the current panel images that displays in the Monitoring Station to represent activities
concerning the panel. You can select other images to display for this panel and return back to the default images.

Figure 23: |Tv2 Panel Editor — State Images Tab
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For more information, see State Images Tab Tasks on Page 71.

State Images Tab Tasks

The following tasks are performed in the State Images tab:
m Replacing a State Image on Page 71

m Restoring the Default State Image on Page 72

Replacing a State Image

]
Replacing an Image

1. Double-click the default image in the tab to open a Windows file selection dialog box.
2. If necessary, navigate to find the new image.

3. Select the desired replacement image, and then click Open. The new image replaces the default image and displays in the
State Images tab.
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Restoring the Default State Image

L]
Restoring the Default Image

m Right-click on the image in the State Images tab and select Restore Default.
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Virtual Keypad

ITVvZ Panel - Virtual KeYpad ... 74
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ITv2 Panel - Virtual Keypad
ITv2 Virtual Keypad allows you to view the list of Partitions, Zones, Output, Troubles, and Alarms in the ITv2 Panel.

You can do the following actions using the virtual keypad:
* ArmorDisarm, a Partitions
» Bypass or Reset, Zones

» Activate or Deactivate, an Output
The following is the name format of the virtual keypad:

<Panel Type> Panel
For example, if the panel type is ITv2, the name of the keypad is ITv2 Panel.

For more information, refer to ITv2 Panel - Virtual Keypad Tasks.

Figure 24: Virtual Keypad
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ITv2 Panel - Virtual Keypad Definitions

This section describes the fields and buttons in the ITv2 Panel — Virtual Keypad.

Table 14: 1Tv2 Panel - Virtual Keypad Definitions

Field/Button Description
- - Click thisicon to view the list of Partitions in the Virtual Keypad and
= Partitions perform manual actions.

Click this icon to Arm the Partition.
Click this icon to Disarm the Partition.
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Table 14: ITv2 Panel - Virtual Keypad Definitions (continued)

Field/Button

Description

n Zones

Click this icon to view the list of Zones in the Virtual Keypad and
perform manual actions.

Bvpass

Click thisicon to Bypass the zone.

Click this icon to Reset the zone.

? OQutput

Click this icon to view the list of Outputs in the Virtual Keypad and
perform manual actions.

Activate Click this icon to Activate the output.
Deactivate Click this icon to Deactivate the output.
[Papm— Click this icon to view the list of Alarms present in the panel.
w; Alarms
— Click this icon to view the list of Troubles presentin the panel.
 P| Troubles

Click this icon to move up in the Virtual Keypad.

Click this icon to move down in the Virtual Keypad.

Click thisicon to exit the Virtual Keypad.

ITv2 Panel - Virtual Keypad Tasks

The following tasks are performed on the Virtual Keypad:

« Accessing the Virtual Keypad on Page 75

« Arming/Disarming the Partition Using Virtual Keypad on Page 77

« Bypassing and Resetting a Zone Using Virtual Keypad on Page 79

« Activating and Deactivating the Command Output Using Virtual Keypad on Page 81

« Viewing Troubles and Alarms Using Virtual Keypad on Page 84

Accessing the Virtual Keypad

Before You Begin

Ensure the following to access the Virtual Keypad:

¢ The Panel is Online.

* The Panel is Synchronized.

» The current (logged in) operator must be mapped to a personnel and the same personnel must be associated to the user
configured in the panel.
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» If the operator (logged in) is not mapped to any of the users configured in the panel, then the error message: "There is
not operator personnel linking available" displays.

» If the personnel is disabled, then the Virtual Keypad will not launch. This is because the user is not present in the
panel.

» If the operator does not have the privilege to read Personnel, then the Virtual Keypad will not launch.

Accessing the ITv2 Virtual Keypad from the Dynamic View

1. Inthe Navigation pane of the Administration Workstation, click Hardware to open the Hardware pane.
2. Click the Hardware drop-down list and select ITv2 Panel.

3. Click EJ - toopenaDynamic View showing all ITv2 Panels.

4. Right-click the ITv2 Panel in the list for which you want to access the Virtual Keypad.

5. Select Virtual Keypad. The Virtual Keypad opens.

Figure 25: Virtual Keypad
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Accessing the Virtual Keypad of ITv2 Panel from the Hardware Tree
1. Inthe Navigation pane of the Administration Workstation, click Hardware to open the Hardware Pane.
2. Inthe Hardware Tree, expand the ITv2 Panel folder in the CompanyName folder.

3. IntheITv2 Panel folder, select the ITv2 Panel for which you want to access the Virtual Keypad.
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Figure 26: Accessing the Virtual Keypad
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4. Right-click the ITv2 Panel and select Virtual Keypad. The Virtual Keypad Editor opens.

NOTE: Itis recommended to open one Virtual Keypad at a time.

Arming/Disarming the Partition Using Virtual Keypad

Ensure that the status of the partition is Ready. If the status of the partition is Not Ready or Unknown, you cannot arm the
partition.
The following are the available status of the partition, in a panel:

m Unknown

m Arm

m Disarm

m Not Ready

Arming the Partition

NOTE: You cannot arm the partition when the zones of the partition is in trouble. If you want to arm a partition which has zones in trouble, the
partition will not be armed. No notification is received.
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1. Right-click the ITv2 Panel and select Virtual Keypad.

2. Inthe Virtual Keypad, click e BUE A\ the available partitions in the panel are displayed in the Virtual
Keypad.

Figure 27: Listof Partitions
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3. Select the Partition, that you want to Arm. Use the up and down arrow to move up and down.

4. Click . The status of the partition is updated in the panel and a message displays in the Monitoring
Station.

ﬂ 5/22/201512:01:10 PM Exit Delay for Partition "Partittion_01' of Panel 'Panel 1'in progress for 10 seconds

ﬂ h22/H015 120120 PM Exit Delay for Partition "Partittion_01" of Panel 'Panel 1" stopped

E 5/22/201512:01:20 PM Partition ‘Partitition_01"is Away Armed on Panel "Panel 1" by User "Special User

Disarming the Partition

1. Right-click the ITv2 Panel and select Virtual Keypad.

2. Inthe Virtual Keypad, click NGB A the available partitions appear.
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Figure 28: List of Partitions

Panel 4
- Wl Partitions
'g"  Partition 1 g' Partition 2
: Not Ready Not Ready ' Zones

' Output

Not Ready Not Ready TI'OUb|ES

Fa; Alarms

3. Select the partition that you want to disarm. Use the up and down arrow to move up and down.

4. Click IR The status of the partition is updated in the panel and appears in the Monitoring Station.

E BA22/201512:02:35 PM Partition "Partitition_01"is Disarmed on Panel "Panel 1" by User "User_1_Panel1, Intrusion Panel®

Bypassing and Resetting a Zone Using Virtual Keypad

The following are the available status of a partition in a panel:
m Bypass
m Not Bypassable

Bypassing the Zone
1. Right-click the ITv2 Panel and select Virtual Keypad.

2. Inthe Virtual Keypad, click . All the available zones in the panel appear in the Virtual Keypad.
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Figure 29: Zone Listin the Virtual Keypad
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3. Select the zone that you want to bypass. Use the up and down arrow to move up and down.

4. Click

5. The status of the zone is updated in the panel and a message appears in the Monitoring Station.
r 7/28/2015 7:33.53 PM Zone "Zone?'is Bypassed on Panel "Panel1’

I

Resetting the Zone
1. Right-click the ITv2 Panel and select Virtual Keypad.

2. Inthe Virtual Keypad, click . Zones . All the available zones in the panel appear in the Virtual Keypad.
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Figure 30: Zone Listin the Virtual Keypad
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3. Select the zone that you want to reset. Use the up and down arrow to move up and down.

4. Cliok I

5. The status of the zone is updated in the panel and a message appears in the Monitoring Station.

ﬂ Al 5/22/2015 12:00:39 PM Zone "Zone1'is Not Bypassed on Panel 'Panel 1°

Activating and Deactivating the Command Output Using Virtual Keypad
The output is listed in the Virtual Keypad, only if the output type is Command Output.
The following are the available status of the Output in a panel:

m Activate

m Deactivate

]
Activating the Command Output

1. Right-click the ITv2 Panel and select Virtual Keypad.

2. Inthe Virtual Keypad, click . All the available command outputs in the panel display in the Virtual Keypad.
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Figure 31: Listof Command Outputs
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3. Select the command output, that you want to activate. Use the up and down arrow to move up and down.

4. Click [JEETE. The status of the command output is updated in the panel and a message appears in the
Monitoring Station.

C 220/2015 30753 PM Output "Cutput_Panel_1"is Active on Panel 'Panel’

e
Deactivating the Command Output

1. Right-click the ITv2 Panel and select Virtual Keypad.

2. Inthe Virtual Keypad, click . All the available command outputs in the panel appear in the Virtual Keypad.
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Figure 32: Listof Command Outputs
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3. Select the command output, that you want to deactivate. Use the up and down arrow to move up and down.

4. Click [IE=E0EEJ The status of the command output is updated in the panel and a message displays in the
Monitoring Station.

272042015 370:59 P Output 'Output_Panel_1" iz Inactive on Panel ‘Panel’
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Viewing Troubles and Alarms Using Virtual Keypad

You can view the list of available Troubles and Alarms in the panel using the Virtual Keypad.

I
Viewing the Troubles in the Panel

1. Right-click the ITv2 Panel and select Virtual Keypad.

2. Inthe Virtual Keypad, click L RICTEESN e list of Troubles appears.

Figure 33: Listin Troubles
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Viewing the Alarms in the Panel

1. Right-click the ITv2 Panel and select Virtual Keypad.

[—
2. Inthe Virtual Keypad, click . The list of Alarms displays.
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Figure 34: Listof Alarms
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NOTE: Partitions disabled in the panel will not update any status in C<CURE.
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ITv2 Partition

TV 2 PartitioN 87
TV 2 Partition TasKs ... L 89
ITv2 Partition - Configuration Tab ... 97
ITv2 Partition - Zone Assignment Tab 99
ITv2 Partition - Output Assignment Tab ... 102
ITv2 Partition - Users Assignment Tab .. 106
ITv2 Partition - Status Tab .. 109
ITv2 Partition - Triggers Tab .. il 111
ITv2 Partition - State Images Tab .. .. 114
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ITv2 Partition

ITv2 Partition refers to a area defined in the panel. One panel can include up to 8 partitions (Neo) and 32 partitions (Pro).

A partition can be armed and disarmed independently.

The Partition Editor is used to view and modify details, assign zones, outputs, users, set triggers, and optionally change
state images. You can only enable and disable partitions from the panel, this is not available in C-.CURE.

After you create and synchronize a panel, a sub-folder named ITv2 Partition is automatically created. The partitions belonging
to the panel are all included in this folder.

Figure 35: |Tv2 Partition Editor

E Save and Close
Name: [ZITEN
Description: |Partition Description_Neo_3076_Test7_1 ~
W
Enabled

["] Maintenance Mode
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Areal Partition Number: |1 |
Entry Delay 1: {10 |
|
|

Entry Delay 2: |10
Exit Delay 1: |10
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ITv2 Partition Tabs

The following sections provide information about the ITv2 Partition tabs:

ITv2 Partition - Configuration Tab on Page 97

ITv2 Partition - Zone Assignment Tab on Page 99
ITv2 Partition - Output Assignment Tab on Page 102
ITv2 Partition - Users Assignment Tab on Page 106
ITv2 Partition - Status Tab on Page 109

ITv2 Partition - Triggers Tab on Page 111

ITv2 Partition - State Images Tab on Page 114

ITv2 Partition Tasks

This section describes the tasks performed in the ITv2 Partition.

Accessing the ITv2 Partition on Page 89

Editing ITv2 Partition on Page 91

Arming and Disarming the ITv2 Partition on Page 93
Adding an ITv2 Object to a Group on Page 47

ITv2 Partition - Output Assignment Tab Tasks on Page 104
ITv2 Partition - User Assignment Tab Tasks on Page 107
ITv2 Partition - Zone Assignment Tab Tasks on Page 100
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ITv2 Partition Tasks

This section describes the tasks performed in the ITv2 Partition.

The following tasks are performed in the ITv2 Partition:
m Accessing the ITv2 Partition on Page 89
m Editing ITv2 Partition on Page 91
m Arming and Disarming the ITv2 Partition on Page 93
m Adding an ITv2 Object to a Group on Page 47
m [Tv2 Partition - Output Assignment Tab Tasks on Page 104
m |Tv2 Partition - User Assignment Tab Tasks on Page 107
m |Tv2 Partition - Zone Assignment Tab Tasks on Page 100
m Performing System Test in ITv2 Partition on Page 95

Accessing the ITv2 Partition

Before You Begin

+ Ensure that you have synchronized the ITv2 Panel and all the associated Partitions appear in the Hardware Tree.

]
Accessing the ITv2 Partition in the Dynamic View

1. Inthe Navigation pane of the Administration Workstation, click Hardware to open the Hardware Pane.

2. Click the Hardware drop-down list and select ITv2 Partition.

3. Click EJ - toopenaDynamic View showing all ITv2 Partitions.

4. Right-click the ITv2 Partition in the list that you want to access and select Edit. The ITv2 Partition Editor opens.
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Figure 36: Accessthe ITv2 Partition in the Dynamic View
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In the Hardware Tree, expand the ITv2 Panel folder in the CompanyName folder.
In the ITv2 Panel folder, open the Panel in which the Partition is located, and then open the ITv2 Partition folder.

In the ITv2 Partition folder, right-click the Partition that you want to access, and then select Edit. The ITv2 Partition
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Figure 37: Accessthe ITv2 Partition in the Hardware Tree
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Editing ITv2 Partition

Before You Begin

« Ensure that you have synchronized the ITv2 Panel and all the associated Partitions are displayed in the Hardware Tree.

Editing ITv2 Partition

1. Inthe Navigation pane of the Administration Workstation, click Hardware to open the Hardware Pane.

2. Inthe Hardware Tree, expand the ITv2 Panel folder in the CompanyName folder.

3. IntheITv2 Panel folder, open the Panel in which the Partition is located, and then open the ITv2 Partition folder.
4

In the ITv2 Partition folder, right-click the Partition that you want to access, and then select Edit.
The ITv2 Partition Editor opens.

5. Modify the required configuration.

Table 15: ITv2 Partition - Configuration Tab Definitions

Field/Button Description

Name (Mandatory)
You can modify the name of the ITv2 Partition.

* The name of the Partition can be alphanumeric and up to 100 characters long.

» Ensure that the name is unique, else an error message is displayed.
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Table 15: ITv2 Partition - Configuration Tab Definitions (continued)
_______________________________________________________________________________________________________________|
Description (Optional)

You can modify the description about the ITv2 Partition.

Enabled Select the check box to establish the communication between the C<CURE 9000 and the ITv2 Partition.

Disabling ITv2 Partition prevents the C«CURE 9000 from monitoring alarm events from the partition.

Save and Close | Savesthe configuration and closes the dialog box.

Configuration

Area/Partition Displays the Partition number of the Panel.

Number You cannot modify the Partition number and is auto-generated during Panel synchronization.

Entry Delay 1 Enter the entry delay time in seconds.
*  The maximum delay can be up to 999 seconds.

* Anentrydelay is the amount of time the security system waits before triggering the alarm when certain doors are opened.

Entry Delay 2 If you want to have additional exit delay, enter the entry delay time in seconds.

*  The maximum delay can be up to 999 seconds.

Exit Delay 1 Enter the exit delay time in seconds.
*  The maximum delay can be up to 999 seconds.

» An exit delay is the amount of time, between the entering the code and system begins monitoring. The delay is to give time to
leave the building after arming the system from inside.

6. Click Save and Close.

What to Do Next

Table 16: ITv2 Partition - Configuration Tasks
|

Task Link

Assign Zones to the Partition ITv2 Partition - Zone Assignment Tab Tasks on Page 100

Assign Outputs to the Partition ITv2 Partition - Output Assignment Tab Tasks on Page 104

Assign Users to the Partition. ITv2 Partition - User Assignment Tab Tasks on Page 107

Viewing ITv2 Partition

Viewing ITv2 Partition

1. Select ITv2 Panel from the Hardware drop-down menu.

2. Click E] - toopenaDynamic View displaying all ITv2 Partitions.
3. The ITv2 Partition tab opens displaying a list of ITv2 Partitions.

ITv2 Integration for C.CURE 9000 - User Guide 92



Arming and Disarming the ITv2 Partition

The following manual actions can be performed from the ITv2 Partition :
m  Arm: Arms the selected Partition.

m Disarm: Disarms the selected Partition.

There are different types of Arms available :
m Away Arm: This mode activates all the perimeter and interior sensors in the alarm system.

m Stay Arm: This mode partially activates the alarm system by arming all perimeter sensors and bypassing all interior
SEensors.

m Night Arm: This mode activates the alarm system by arming all sensors and bypassing the sensors configured as Night
Zone.

m Silent Exit Delay: With the silent exit delay option, the warning beep is silenced and the exit time is doubled for the
system which is armed in the stay arm mode.

m Quick Exit: This mode allows you to exit the armed premises without disarming and rearming. The option provides an
additional two minutes exit delay for you to exit.

NOTE: You cannot arm a partition when the zones of the partition are in trouble.

Before You Begin

Ensure the following, before performing the manual actions:
m ThelTv2 Panel is Online.
m The ITv2 Panel has Synchronized successfully.

]
Arming/Disarming the ITv2 Partition

1. Right-click the ITv2 Partition for which you want to arm, and then select Arm/Disarm from the context menu.

Figure 38: Arming the ITv2 Partition
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2. The Partition Operation Form dialog box opens.

3. Select one of the options from the Partition Operation Form dialog box:
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Operation Mode Description

Stay Arm Select this check box to enable stay arm option.
Stay Arm option is used to arm only the doors, windows and bypass the interiors, for example, motion detectors.

This option disables all motion sensors and the entry and exit delay is enabled.

User Arm Select this check box to enable user arm option.

Away Arm with No Entry Select this check box to enable Away Arm with No Entry Delay option.

Delay Away Arm with No Entry Delay option is used to arm the Partition without any entry delay.
Quick Arm Select this check box to enable Quick Arm option

Quick Arm option is used when you want to exit the armed zone, to avoid disarming and then re-arming the zone.
Night Arm Select this check box to enable Night Arm option.

Night Arm option is used to arm the zones except for the devices that is set as Night zone.

Stay Arm with No Entry Select this check box to enable Stay Arm with No Entry Delay option.
Delay

Stay Arm with No Entry Delay option is used to arm the zones, except the motion detectors,
without any entry delay.

This option disables all motion sensors and the entry and exit delay is disabled.

Away Arm Select this check box to enable away Arm option.

Away Arm option is used to arm the zones, except the motion detectors, without any entry
delay.

This option disables all motion sensors and the entry and exit delay is disabled.

Instant Stay Arm Select this check box to enable instant stay Arm option.

Instant Stay Arm option is used to instantly arm the zones, except the interiors.

Disarm Select this check box to enable disarm option.

Disarm option is used to disarm the Partition.

4. Enterthe Access Code in the Access Code in the Access Code field.

NOTE: Access Code is mandatory for User Arm, Away Arm with No Entry Delay , Stay Arm with No Entry Delay.

5. Click OK to arm/disarm the partition, else click Cancel. For Arm, the status is changed to Armed and if there is any alarm
in the partition, the beep is silenced in the partition. The following is displayed in the Monitoring Station:

5/22/2015 12:01:10 PM Exit Delay for Partition "Partitition_01" of Panel ‘Panel 1"in progress for 10 seconds
5/22/2015 12:01:20 PM Exit Delay for Partition "Partitition_01" of Panel ‘Panel 1" stopped

ﬂ 5/22/2015 12:01:20 PM Partition "Partitition_01"is Away Amed on Panel 'Panel 1'by User "Special User

* ForDisarm, the status is changed to Disarm.
The following is displayed in the Monitoring Station.

E 5/22/2015 12:02:35 PFM Partition "Partitition_01"is Disarmed on Panel "Panel 1' by User "User_1_Panel1, Intrusion Panel’

ITv2 Integration for C.CURE 9000 - User Guide 94



NOTE m Arming without a user Access Code appears in the Monitoring Station as Special User.
m Perform all Write Assignments in the following conditions:

* The Partition should not be in alarm or armed state.

» The user should not be in programming mode through the keypad.

m Stay Arm, Quick Arm, Night Arm, Instant Stay Arm, and Away Arm do not a require Access Code to
operate. It will always appear as Armed by Special User in the Monitoring Station even if you enter the

Access Code.

Performing System Test in ITv2 Partition

You can perform a system test to ensure that the system is functioning as intended. The system activates all keypad sounders
and sirens for two seconds. All keypad lights are turned ON. The Ready, Armed, and Trouble LEDs will flash during the system

test.

The system test option is used to test the following:
» System Bell Output
* Keypad lights
* Panel standby battery

Before You Begin

Ensure the following, before performing the manual actions:

m ThelITv2 panel is Online.

I
Performing a System Test

1. Right-click the ITv2 Partition for which you want to perform system test, and then select System Test.

Figure 39: Performing System Testin ITv2 Partition
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2. Enterthe Access Code in the Access Code Form.
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Figure 40: Access Code Form Dialog Box

ol Access Code Form E\@

Aocess Code:  eees|

| QK. | | Cancel |

3. Inthe Neo or Pro panel keypad, all the keypad sounders and sirens are activated for two seconds. All keypad lights are
turned ON. The Ready, Armed, and Trouble LEDs will flash during the system test.

ITv2 Integration for C.CURE 9000 - User Guide

96



ITv2 Partition - Configuration Tab

The ITv2 Partition - Configuration tab displays partition information. This tab is read-only.

Figure 41: |Tv2 Partition — Configuration Tab
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Areal Partition Number: |1
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Exit Delay 1: |10

ITv2 Partition - Configuration Tab Definitions

This section describes the 1Tv2 Partition - Configuration Tab fields and buttons.
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Table 17: ITv2 Partition - Configuration Tab Definitions

Field/Button Description
Name You can modify the name of the ITv2 Partition.
* The name of the Partition can be alphanumeric and up to 100 characters long.
» Ensure thatthe name is unique, else an error message is displayed.
Description You can modify the description about the ITv2 Partition.
Enabled Select the check box to establish the communication between the C<CURE 9000 and the ITv2 Partition.

Disabling ITv2 Partition prevents the C«CURE 9000 from monitoring alarm events from the partition.

Save and Close

Saves the configuration and closes the dialog box.

Configuration

Area/Partition

Displays the Partition number of the Panel.

Number You cannot modify the Partition number and is auto-generated during Panel synchronization.
Entry Delay 1 Enter the entry delay time in seconds.
*  The maximum delay can be up to 999 seconds.
* Anentrydelay is the amount of time the security system waits before triggering the alarm when certain doors are opened.
Entry Delay 2 If you want to have additional exit delay, enter the entry delay time in seconds.
*  The maximum delay can be up to 999 seconds.
Exit Delay 1 Enter the exit delay time in seconds.

*  The maximum delay can be up to 999 seconds.

» An exitdelay is the amount of time, between the entering the code and system begins monitoring. The delay is to give time to
leave the building after arming the system from inside.
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ITv2 Partition - Zone Assignment Tab

The Zone Assignment tab lets you assign zones to the partition.

Figure 42: [Tv2 Partition —Zone Assignment Tab
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NOTE m Before assigning zones and Write Assignments to a partition ensure that:

» The Partition is not in alarm or armed state.

* The user should not be in programming mode through the keypad.

m Clicking on Write Assignments will write all the configuration changes to the Panel. The sync status of the

Panel will be Synchronizing followed by the final Synchronized. Wait until the status has changed to
Synchronized to complete another Write Assignment

m Click Save and Close after every write operation.

m If the message Function unavailable or Panel is busy appears after any write operation, perform Sync to
Panel. This ensures the configuration communicates to the Panel.
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ITv2 Partition - Zone Assignment Tab Definitions

This section describes the 1Tv2 Partition - Zone Assignment Tab fields and buttons.

Table 18: ITv2 Partition - Zone Assignment Tab Definitions
___ __________________________________________________________________________|

Field/Button Description

Unassigned Zones Lists the zones which are not assigned to the partition.

Assigned Zones Lists the zones which are assigned to the partition.

Add>> Used to add a Zone to the Partition.
Select a Zone from the Unassigned Zone and click Add. The selected Zone is assigned to the
Partition.

<<Remove Used to remove the assigned Zone from the Partition.

Selecta Zone from the Assigned Zone and click Remove.

The selected Zone is removed from the Assigned Zone list and appears in the Unassigned Zone.

Reset Resets the zones.

For more information, see the following sections:

* ITv2 Partition - Zone Assignment Tab Tasks on Page 100

ITv2 Partition - Zone Assignment Tab Tasks
The following tasks are performed in the Zone Assignment tab:

« Adding Zone to a Partition on Page 100

« Remove Zone from a Partition on Page 100

Adding Zone to a Partition
1. Inthe Partition editor, click the Zone Assignment tab.

2. Select the Zone from the Unassigned Zone field and Click| Add:> | You can select multiple Zones at a time.

3. Click the Write Assignment button to write the changes in the Panel hardware. The selected Zone s are added to the
Partition and appears in the Assigned Zones list.

4. Click Save and Close .

Remove Zone from a Partition
1. Inthe Partition editor, click the Zone Assignment tab.

2. Select the Zone from the Assigned Zones field and Click | < Remove | You can select multiple Zones at a time.

3. Click the Write Assignment button to write the changes in the panel hardware.
Note: This field is enabled, only if you have added or removed the Zones.

4. The selected Zones are removed from the Partition and appears in the Unassigned Zones list.

5. Click Save and Close .
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Reset the Zone

1. Inthe Partition editor, click the Zone Assignment tab.

2. Click Rezet | The Zones are reset to the default settings.
3. Click Save and Close .
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ITv2 Partition - Output Assignment Tab

The ITv2 Partition - Output Assignment tab lets you assign Outputs to the Partition.
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H Save and Close

Figure 43: ITv2 Partition - Output Assignment Tab

Name: |Partition 1

Description: |Partition Description_Neo_3076_Test7_1

[v] Enabled

[T] Maintenance Mode

| Configuration | Zone Assignment | Output Assignment | User Assignment | Status | Triggers | State images |

Unassigned Outputs

eo_3076_Test7_2
3076 _Test7_41

Output_N
Output_Neo
Output_Neo_3076_Test7_82

<< Remove

\Write Assignments

Assigned Outputs

Output_Neo_3076_Test7_1
Output_Neo_3076_Test7_3
Output_Neo_3076_Test7 4
Output_Neo_3076_Test7 5
Output_Neo_3076_Test7 6
Output_Neo_3076_Test7 7
Output_Neo_3076_Test7_8
Output_Neo_3076_Test7 9
Output_Neo_3076_Test7_10
Output_Neo_3076_Test7_11
Output_Neo_3076_Test7_12
Output_Neo_3076_Test7_13
Output_Neo_3076_Test7_14
Output_Neo_3076_Test7_15
Output_Neo_3076_Test7_16
Output_Neo_3076_Test7 17
Output_Neo_3076_Test7_18
Output_Neo_3076_Test7_19
Output_Neo_3076_Test7_20
Output_Neo_3076_Test7_37
Output_Neo_3076_Test7_38
Output_Neo_3076_Test7 39
Output_Neo_3076_Test7_40
Output_Neo_3076_Test7 42
Output_Neo_3076_Test7_43
Output_Neo_3076_Test7 44

W

NOTE m Clicking on Write Assignments will write all the configuration changes to the Panel. The sync status of the

Panel will be Synchronizing followed by the final Synchronized. Wait until the status has changed to

Synchronized to complete another Write Assignment

m Click Save and Close after every write operation.

m If the message Function unavailable or Panel is busy appears after any write operation, perform Sync to
Panel. This ensures the configuration communicates to the Panel.

m All write assignments should be performed in the following conditions:

e The Partition should not be in alarm or armed state.

* The user should not be in programming mode through the panel keypad.
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ITv2 Partition - Output Assignment Tab Definitions

This section describes the 1Tv2 Partition - Output Assignment tab fields and buttons.

Field/Button

Table 19: Partition - Output Tab Definitions

Description

Unassigned Outputs

Lists the outputs which are not assigned to the partition.

Assigned Outputs

Lists the outputs which are assigned to the partition.

Add>>

Used to add or assign Outputs to the Partition.

Select output from the Unassigned Outputs and click Add.
The selected Output is assigned to the Partition. You can add multiple Outputs at a time,

<<Remove

Used to remove outputs from the Partition.

Select output from the Assigned Outputs and click Remove.
The selected Output is removed from the Assigned Outputs list and appears in the
Unassigned Outputs.

Reset

Click this button to reset the Outputs.

Write Assignments

If you have added or removed the Outputs, click this button to write the changes in the panel
hardware. If not the modifications made will not reflect in the ITv2 panel hardware.

This field is enabled, if you add or remove the outputs.

For more information, see the following sections:

* [Tv2 Partition - Output Assignment Tab Tasks on Page 104

ITv2 Partition - Output Assignment Tab Tasks

The following tasks are performed in the Output Assignment tab:

o Adding Output to a Partition on Page 104

« Remove Output from a Partition on Page 104

Adding Output to a Partition

1. Inthe Partition editor, click the Output Assignment tab.

2. Select the Output from the Unassigned Output field and Click| 4dd>> | You can select multiple Outputs at a time.

3. Click the Write Assignment button to write the changes in the panel hardware. The selected Outputs are added to the

Partition and appears in the Assigned Outputs list.
4. Click Save and Close.

Remove Output from a Partition

1. Inthe Partition editor, click the Output Assignment tab.
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2. Select the Output from the Assigned Outputs field and Click | << Remave | You can select multiple Outputs at a time.

3. Click the Write Assignment button to write the changes in the panel hardware. This field is only enabled if you have
added or removed the Outputs.

4. The selected Outputs are removed from the Partition and appears in the UnAssigned Zones list.

5. Click Save and Close .

Reset the Output

1. Inthe Partition editor, click the Output Assignment tab.

2. Click Fesst | The Outputs are reset to the default settings.
3. Click Save and Close .
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ITv2 Partition - Users Assignment Tab

The Users tab lets you assign users to the Partition.

Figure 44: ITv2 Partition—Users Tab
ITV2 Partition - Partition 1 |- [o

g Save and Close

Name: |Partition 1 |

Description: |Partition Description_Neo_3076_Test7_1 A

[] Maintenance Mode

Configuration | Zone Assignment | Output Assignment | User Assignment | Status | Triggers | State images

Unassigned Users Assigned Users
User_13_Neo_3076_Test7 User_2_Neo_3076_Test7 A
User_21_Neo_3076_Test7 User_3_Neo_3076_Test7
User_508_Neo_3076_Test7 User_4 Neo_3076_Test7
User_503_Neo_3076_Test7 User_5_Neo_3076_Test7
User_510_Neo_3076_Test7 User_6_Neo_3076_Test7
User_511_Neo_3076_Test7 User_7_Neo_3076_Test7
User_512_Neo_3076_Test7 User_8 Neo_3076_Test7
User_763_Neo_3076_Test7 User_9_Neo_3076_Test7

User_764_Neo_3076_Test7 User_10_Neo_3076_Test7

User_765_Neo_3076_Test7 Add >> User_11_Neo_3076_Test7
User_767_Neo_3076_Test7 User_12_Neo_3076_Test7
User_14_Neo_3076_Test7

<< Remaove User_15_Neo_3076_Test7

User_16_Neo_3076_Test7
User_17_Neo_3076_Test7
User_18_Neo_3076_Test7
i User_19_Neo_3076_Test7
User_20_Neo_3076_Test7
User_22_Neo_3076_Test7
User_23 Neo_3076_Test7
User_24 Neo_3076_Test7
User_25_Neo_3076_Test7
User_26_Neo_3076_Test7
User_27 Neo_3076_Test7
User_28_Neo_3076_Test7
User_29 Neo_3076_Test7 v

Wnite Assignments

m Clicking on Write Assignments will write all the configuration changes to the panel. The sync status of the
panel will be Synchronizing followed by the final Synchronized. Wait until the status has changed to
Synchronized to complete another Write Assignment.

NOTE

m Click Save and Close after every write operation.

m If the message Function unavailable or Panel is busy appears after any write operation, perform Sync to
Panel. This ensures the configuration communicates to the Panel.

m All write assignments should be performed in the following conditions:
» The Partition should not be in alarm or armed state.
* The user should not be in programming mode in the panel keypad.

m Inthe Partition User Assignment tab, Primary User or Reserved User will not be available to be
assigned to the Partition.
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ITv2 Partition - User Assignment Tab Definitions

Table 20 on Page 107 describes the User Assignment Tab fields and buttons.

Table 20: ITv2 Partition - User Tab Definitions

Field/Button Description

Unassigned Users Lists the Users who are not assigned to a partition.
Assigned Users Lists the Users who are assigned to a partition.
Add>> Used to add or assign the Users to a Partition.

Select User from the Unassigned Users and click Add.
The selected User is assigned to the Partition. You can add multiple Users at a time.

<<Remove Used to remove Users from the Partition.

Select User from the Assigned Users and click Remove.
The selected User isremoved from the Assigned Users list and appears in the Unassigned

Outputs.
Reset Resets the User list.
Write Assignments If you have added or removed the users, click this button to write the changes in the panel

hardware.|f not the modifications made will not reflect in the ITv2 panel hardware.

This field is enabled, if you add or remove the Users.

For more information, see the following sections:

* ITv2 Partition - User Assignment Tab Tasks on Page 107

ITv2 Partition - User Assignment Tab Tasks
The following tasks are performed in the User Assignment tab:

« Adding User to a Partition on Page 107
« Removing a User from a Partition on Page 107

« Resetting the User on Page 108

Adding User to a Partition
1. Inthe Partition editor, click the User Assignment tab.

2. Select the User from the Unassigned User field and CIick| Add > |
You can select multiple Users at a time.

3. Click the Write Assignment button to write the changes in the panel hardware.
4. The selected Users are added to the Partition and appears in the Assigned Users list.

5. Click Save and Close .

Removing a User from a Partition

1. Inthe Partition editor, click the User Assignment tab.
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2. Select the User from the Assigned Users field and Click | << Remave | You can select multiple users at a time.

3. Click the Write Assignment button to write the changes in the panel hardware. This field is only enabled if you have
added or removed the users.

4. The selected Users are removed from the Partition and appears in the UnAssigned Users list.

5. Click Save and Close .

Resetting the User

1. Inthe Partition editor, click the User Assignment tab.

2. Click Fesst | The Users are reset to the default settings.
3. Click Save and Close .
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ITv2 Partition - Status Tab

The Status tab indicates the status of the Partition. This tab is read-only.

Figure 45: |Tv2 Partition — Status Tab

E Save and Close
Name: |Partition 1
Description: [Partition Description_Neo_3076_Test7_1 A
—
Enabled

[] Maintenance Mode

| Corfiguration | Zone Assignment | Output Assignment | User Assignment | Status | Triggers | State images |

Armed Status: | Disamed |

Ready State: |Ready |

Alarm In Memory Status: ‘No Alarms In Memory |

ITv2 Partition - Status Tab Definitions

Table 21 on Page 110 describes the ITv2 Partition - Status tab fields and buttons.
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Table 21: Partition - Status Tab Definitions
- ]

Field/Button Description

Armed State Indicates the arm status of the partition.
The following are the available options:

» Disarmed

+ Stay Armed

» Away arm with No Entry Delay

* Night Armed

* Quick Armed

+ User Armed

» Instant Stay Armed

+ Stay Armed with No Entry Delay

» Global Stay Armed

* Global Away Armed

+ Customized Armed

* Away Armed With No Entry Delay

* Night Armed with No Entry Delay

Ready State Indicates whether the partition is ready for arming or not.
The following are the available options:

* Ready

* Not Ready

Alarm in Memory Status Indicates whether the alarms are in memory or not.
The following are the available options:
+ Alarm in Memory

* No Alarms in Memory
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ITv2 Partition - Triggers Tab

C-CURE 9000 uses Triggers, which are configured procedures for activating events based on properties of an object. A Trigger
automatically executes a specified action when a particular predefined condition occurs.

Figure 46: |Tv2 Partition Editor — Triggers Tab

E Save and Close
Name: |Partition 1
Description: [Partion Description_ Neo_3076_Test7_1 A
—
Enabled

[] Maintenance Mode

| Configuration | Zone Assignment | Output Assignment | User Assignment | Status | Triggers | State images |

®3 Add =, Remove

Property Value Action Details
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ITv2 Partition - Triggers Tab Definitions

Table 1 on Page 1 describes the fields and buttons in the ITv2 Partition — Triggers tab.

Table 22: ITv2 Partition — Triggers Tab Definitions

Field/Button | Description

Add Click this button to create a new row in the Triggers table. You should configure all fields in the row to complete the Add operation.

Remove Click this button to remove a selected row from the Triggers table.

Property Click within the Property field to display the selection button E] The Property browser opens presenting properties available for the
ITv2 Partition.
For more information, see on Page 111

Value Click within the Value column to display a drop-down list of Values associated with the Property that you have selected. Click a Value
you wantto include as a parameter for the trigger to assign it to the column.

Action Click on the drop-down menu to select an action to occur. This action selected will occur when the object's selected Property receives
the selected Value.

Details The name of the event configured for the row (read-only) entered by the system.

Event Click on the selection button E] to select a Event that you want to associate with the trigger. Events are created in the C<CURE
9000 Configuration pane. See the CCURE 9000 Software Configuration Guide for more information.

Table 23: Partition - Triggers Tab Properties
Property Description

Alarm in Memory
Status

Indicates whether the alarms are in memory or not.

The following are the available options:

* Alarmin Memory

* No Alarms in Memory

Ready State

Indicates whether the partition is ready for arming or not.

The following are the available options:

* Ready
* Not Ready
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Table 23: Partition - Triggers Tab Properties (continued)
- |

Property Description

Armed State Indicates the arm status of the partition.
The following are the available options:
Disarmed

* Stay Armed

¢ Away arm with No Entry Delay

* Night Armed

* Quick Armed

e User Armed

¢ Instant Stay Armed

» Stay Armed with No Entry Delay

* Global Stay Armed

* Global Away Armed

¢ Customized Armed

* Away Armed With No Entry delay

* Night Armed with No Entry Delay

For more information, see the following sections:

» Triggers Tab Tasks on Page 66
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ITv2 Partition - State Images Tab

The State Images tab indicates the status of the Partition. This tab is read-only.

Figure 47: |Tv2 Partition Editor — State Images Tab

: [Patition Description_Neo_3076_Test7_1

Enzbled
[] Maintenance Mode

| Configuration | Zone Assignment | Output Assignment | User Assignment | Status | Triggers | State images

Disamed

For more information, see following section:

» State Images Tab Tasks on Page 71
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IV 2 ZONES . 116
1TV 2 Z0NE TaSKS .. 118
ITv2 Zone - Configuration Tab 122
1TV Zone - AttibULES Tab 124
TV Zone - StatUs Tab .o L 126
1TV Zone - TGS Tab .o 128
ITv2 Zone - State IMages Tab ... 131
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ITv2 Zones

An ITv2 Zone refers to the physical interface or sensors in the Neo or Pro hardware. The ITv2 Zone provides Zone related
information. One ITv2 Panel has up to 128 zones (Neo) and 248 zones (Pro).

A zone is an area of protection that has one or more detection sensors connected to it (motion detectors, glass break detectors,
door contacts or shock sensors). A single zone might be a room, a hallway or a door or window. Two or more of these zones
will be linked together by the control panel to form a partition.

The ITv2 Zone Editor is used to configure details such as: name, number attributes, panel status, set triggers, and optionally
change state images.

Figure 48: |Tv2 Zone - Configuration Tab

L‘; ITV2 Zone - Zone 9 M

g Save and Close

Name ‘m |

Description: | Zone Description_Neo_3076_Test7_9

Enabled
[] Maintenance Mode

Configuration | Atirbutes | Status l Triggers I State images |

Zone Number: (9 |

Zone Definition: | jngtant "|

wn

JE— | P | TP ———

For more information, see the following:

ITv2 Zone Tabs

The following sections provide information about the ITv2 Zone tabs:
m |Tv2 Zone - Configuration Tab on Page 122
m [Tv2 Zone - Attributes Tab on Page 124
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m |Tv2 Zone - Status Tab on Page 126
m |Tv2 Zone - Triggers Tab on Page 128
m |Tv2 Zone - State Images Tab on Page 131
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ITv2 Zone Tasks

This section describes the tasks performed in the ITv2 Zone Editor:
m Accessing the ITv2 Zone on Page 118
m Editing the ITv2 Zone on Page 119
m Bypassing and Resetting the ITv2 Zone on Page 120
m Adding an ITv2 Object to a Group on Page 47
Triggers Tab Tasks on Page 66

State Images Tab Tasks on Page 71

Accessing the ITv2 Zone

Before You Begin

» Ensure that you have synchronized the ITv2 Panel and all the associated Zones are displayed in the Hardware Tree.

I
Accessing the ITv2 Zone in the Dynamic View

1. Inthe Navigation pane of the Administration workstation, click Hardware to open the Hardware Pane.
2. Click the Hardware drop-down list and select ITv2 Zone.

3. Click & - toopenaDynamic View showing all ITv2 Zones.
4

. Right-click the ITv2 Zone in the list that you want to access and select Edit.
The ITv2 Zone Editor opens.

Figure 49: Accessthe ITv2 Zone in the Dynamic View

Hardware . Drag columns to group by here
New - [ITV2Zone M iy Name Description
Hardware Tree | Search N m
P Neo_3076_Test5 ~ ke Edit _—
P Neo_3076_Test7 I  Set property _r‘
i@ ITV2 Output : &8y Add to group 73
= [TV/2 Partition = : [» Export selection... 1.6
|58 ITV2 User 2 7.8
E[8 ITV2 Virtual Zone Z Find in Audit Log... 7 12
L& ITV2 Zone ] Find in Journal... -
I Neo_3077_testl hd ji “‘- Set GIS Location... 717
j{ Options & Tools Z Disable Open/Close Notification 7_19
yu z Turn Maintenance Mode On 7_15
Q General Purpose Interface one b Zone Uescription_Neo_30/6_Tlest7 5
E—

Accessing the ITv2 Zone in the Hardware Tree
1. Inthe Navigation pane of the Administration Workstation, click Hardware to open the Hardware Pane.

2. Inthe Hardware Tree, expand the ITv2 Panel folder in the CompanyName folder.
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3. Inthe ITv2 Panel folder, open the Panel in which the Zone is located, and then open the ITv2 Zone folder.

4. InthelITv2 Zone folder, right -click the zone that you want to access, and then select Edit. The ITv2 Zone Editor opens.

Editing the ITv2 Zone

1. Inthe Navigation pane of the Administration Workstation, click Hardware to open the Hardware Pane.

o~ w0 b

Figure 50: Accessingthe ITv2 Zone in the Hardware Tree

Hardware o
Drag columns &

V2 Zone

Hardware Tres
8B ITV2 User
4 [J8 ITV2 Zone
| Zone - -
& Zond L'_‘
& Zond _gf
L&] Zond By

LE_Zone [y,

},'.:; Options & Tools

B General Purpose Interi

L

~ B -~
e W Zone 1
Lal
Zone 2
Zone 3
Edt
Set property

Add to group

Export selection...

Find in Audit Log...

Find in Journal...

Set GIS Location...

L=:I Configuration

REH... [

& e |

g Card Formats and Key

Ly
Enable Open/Close Notification

Turn Maintenance Mode On

L\‘ Video

Modify the required data in the Configuration Tab.

Zone 15

o

In the Hardware Tree, expand the ITv2 Panel folder in the CompanyName folder.

In the ITv2 Panel folder, open the Panel in which the Zone is located, and then open the ITv2 Zone folder.

Table 24: 1Tv2 Zone - Configuration Tab Definitions

Field/Button

Description

Zone Number You cannot modify the Zone number and is auto-generated during Panel synchronization.

Zone Definition You can modify the type of the zone.

* The Zone type is auto-generated during Panel synchronization.

6. Modify the required data in the Attribute Tab.

7. Configure the Triggers in the Triggers Tab.

8. Click Save and Close.
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What to Do Next

¢ Perform Manual Action

Viewing an ITv2 Zone

1. SelectITv2 Zone from the Hardware drop-down menu.

2. Click &1 - toopenaDynamic View displaying all ITv2 Zone Configurations.

3. TheITv2 Output tab opens in the Dynamic View displaying a list of ITv2 Zone configurations.

Bypassing and Resetting the ITv2 Zone

Before You Begin

Ensure the following, before performing the manual actions:
m ThelTv2 panel is Online.
m TheITv2 Panel has Synchronized successfully.
m The Bypass attribute is enabled in the ITv2 Zone - Attribute tab.

Bypassing the ITv2 Output Command
1. Right-click the ITv2 Zone, and then select Bypass from the context menu.

Figure 51: Zone Context Menu
Edit

Set property
Add to group

VR W

Export selection...

Find in Audit Leg...

Find in Journal...
Bypass...

Enable Open/Close MNetification

Turn Maintenance Mode On

2. Enterthe Access Code in the Access Code Form.

Figure 52: Access Code Form Dialog Box

a5 Access Code Form E\@

Access Code:  sess|

[ oK ] l Cancel ]

3. Click OK to bypass the zone, or else click Cancel.

4. The selected Zone is Bypassed.
The Bypassed status is changed to Bypassed and is displayed in the Monitoring station.

|i Y| 572272015 12:00:35 FM Zone Yonel’is Mot Bypassed on Panel 'Panel 1
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Resetting the ITv2 Zone
1. Right-click the ITv2 Zone, and then select Reset from the context menu.

Figure 53: Resetthe Bypassed Zone
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2. Enterthe Access Code in the Access Code Form.

Figure 54: Access Code Form Dialog Box

a Access Code Farm EI

Access Code: sess|

[ oK ] l Cancel ]

3. Click OK toreset the Zone, else click Cancel.

4. The selected bypassed zone is reset. The Bypassed status is changed to Not Bypassed and is displayed in the
Monitoring Station.

i h/22/2015 12:00:35 PFM Zone "Zone1'is Mot Bypassed on Panel 'Panel 1°

NOTE: Bypass or Reset of zones does not work if any Partition is in Arm/Alarm on the Panel.

Enable open/Close status
Right click on the Zone Context menu and select Enable Open/Close notification from the context menu.

NOTE: If this bit status is ON for that Zone, then Disable Open/Close notification option will be available in context menu. This will stop/start the
Zone Status notification.

NOTE: User can select multiple panels and do the above action.
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ITv2 Zone - Configuration Tab

The ITv2 Zone - Configuration tab indicates the Zone number and Zone Definition.

Figure 55: ITv2 Zone Editor —Zone Configuration Tab

E Save and Close

Name: |28

Description: |Zone Description_Neo_3076_Test7_9

[v] Enabled
[] Maintenance Mode

Corfiguration | Attributes | Status | Triggers | State images

Zone Number:

Zone Definition:

ITv2 Zone - Configuration Tab Definitions

This section describes the 1Tv2 Zone - Configuration Tab fields and buttons.
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Field/Button

Table 25: ITv2 Zone - Configuration Tab Definitions

Description

Zone Number

Displays the number assigned to the zone to identify the Zone.

* The Zone number is auto-generated during Panel
synchronization.

» Read-onlyfield.

Zone Definition

Displays the type of the zone.

* The Zone type is auto-generated during Panel
synchronization.

* You can modify the type of the zone.
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ITv2 Zone - Attributes Tab

The ITv2 Zone - Attributes tab indicates the attributes of Zone.

E Save and Close

i MName:

Description:

Figure 56: 1Tv2 Zone Editor — Attributes Tab

|Zone 9

Zone Description_Neo_3076_Test7 5

EEnd:lled
[[] Maintenance Mode

| Configuration | Attributes | Status | Triggers | State images |

Ludible:

Steady/ Pulsed: |Steady

Chime:

Bypass:

Force:

Swinger Shutdown:
Transmission Delay:
Burglary Verified:
Normally Closed Loop:

Single End Of Line Register:
Double End Of Line Register:
Fast Loop Response:

Two Way Audio:

Hold up Verified:

vl

RJARJRJRJOOOOOOO

ITv2 Integration for C.CURE 9000 - User Guide

124



ITv2 Zone - Attributes Tab Definitions

This section describes the ITv2 Zone - Attributes Tab fields and buttons.

Table 26: 1Tv2 Zone - Attributes Tab Definitions

Field/Button

Description

Audible

Select to enable the audio of the panel.

Steady/Pulsed

Select the type of beep. The available options are:
+ Steady
* Pulsed

Chime

Select to enable the chime.

Chime indicates the user to open the zone with a beep or other configured sound, instead of alarm when the partition is
notarmed.

Bypass

Select to enable the bypass.

Force

Select to enable the force.

Force is used for arming a partition even if zone is having trouble and not ready for arm.

Swinger Shutdown

Select to enable the swinger shutdown.

This is used to suppress the alert with a limited number of time per day.

Transmission Delay

Select to enable the transmission delay.

This is used to delay in transmitting the alert to the monitoring station for any violation.

Burglary Verified

Select the check box to enable the option.

Normally Closed Loop

Select to enable the normally closed loop connection type.

Single End Of Line
Register

Select to enable the single end of line register connection type.

Double End Of Line
Register

Select to enable the double end of line register connection type.

Fast Loop Response

Select to enable the fast loop response.

Thisis used for loop response time for mail panel zones.

Two way Audio

Select to enable the two way audio.
If the central station is capable, the system (provided that it has an audio module) will allow audio verification to occur.

This can be one or two way conversation with the any user in the site.

Hold up Verified

Select to enable the hold up verified option.

Hold-up is used to alarm for the panic situation. Hold-up zone can be bypassed only through Master access code.
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ITv2 Zone - Status Tab

The Status tab indicates the status of the Zone . This tab is read-only.

Figure 57: ITv2 Zone — Status Tab

E Save and Close
Name: |Zone 9
Description: |Zone Description_Neo_3076_Test7_9 A
[v] Enabled
[] Maintenance Mode

| Configuration | Attributes | Status | Triggers | State images |

Alarm Status: ‘Narm Restore

|
Fault Status: |No Faut ]
BypassStatus: |Not Bypassed ]
|
|

Tamper Status: ‘Not In Tamper

Open Close Status: |Close

ITv2 Zone - Status Tab Definitions

This section describes the ITv2 Zone - Status tab fields and buttons.
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Field/Button

Table 27: ITv2 Zone - Status Tab Definitions
]

Description

Alarm Status

Indicates the status of the alarm in the Zone.
The following are the available options:

+ Alarm

* Normal

* Unknown

Fault Status

Indicates whether the zone is faulty or not.
The following are the available options:

» Fault

* No Fault

Bypass Status

Indicates whether the zone is bypassed or not.
The following are the available options:

+ Bypassed

* Not Bypassed

Tamper Status

Indicates whether the zone is tampered or not.
The following are the available options:
+ Tamper

* Not in Tamper

Open Close Status

Indicates whether the zone is opened or closed.

The following are the available options:
+ Open

+ Close
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ITv2 Zone - Triggers Tab

C-CURE 9000 uses Triggers, which are configured procedures for activating events based on properties of an object. A Trigger
automatically executes a specified Action when a particular predefined condition occurs.

Figure 58: |ITv2Zone—Triggers Tab

E Save and Close

Name: |Zone9

Description: |Zone Description_Neo_3076_Test7_9

[¥] Enabled
[] Maintenance Mode

| Configuration | Attributes | Status | Triggers | State images |

2= Add =., Remove

Property
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ITv2 Triggers - Tab Definitions

This section describes the ITv2 Zone — Triggers tab fields and buttons.

Table 28: ITv2 Zone —-Triggers Tab Definitions

Field/Button | Description

Add Click this button to create a new row in the Triggers table. You should configure all fields in the row to complete the Add operation.

Remove Removes a selected row from the Triggers table.

Property Click within the Property field to display the selection button [I] The Property browser opens presenting properties available for
the ITv2 Zone.

Value Click within the Value column to display a drop-down list of Values associated with the Property that you have selected. Click a Value
you want to include as a parameter for the trigger to assign it to the column.

Action Click on the drop-down list to select an action to occur. The Action selected will occur when the object's selected Property receives
the selected Value.

Details The name of the Event configured for the row entered by the system.

Event Click on the selection button E] to select an Event that you want to associate with the Trigger. Events are created in the C:.CURE
9000 Configuration pane. See the C*CURE 9000 Software Configuration Guide for more information.

Table 29: ITv2 Zone - Triggers Tab Properties
Property Description

Alarm Status

Indicates the status of the alarm in the Zone.
The following are the available values:

+ Alarm

* Normal

* Unknown

Fault Status

Indicates whether the zone is faulty or not.
The following are the available values:

* Fault

* No Fault

Bypass Status

Indicates whether the zone is bypassed or not.
The following are the available values:

+ Bypassed

* Not Bypassed

Tamper Status

Indicates whether the zone is tampered or not.
The following are the available values:
* Tamper

* Not in Tamper
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Table 29: ITv2 Zone - Triggers Tab Properties (continued)
- |

Property

Description

Open Close Status

Indicates whether the zone is opened or closed.
The following are the available values:
* Open

* Close

For more information, see:

Triggers Tab Tasks on Page 66
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ITv2 Zone - State Images Tab

The State Images tab indicates the status of the Zone.

Figure 59: ITv2 Zone — State Images Tab

E Save and Close

Name: |Zme9

Description: |Zone Description_Neo 3076 Test7 9

[w] Enabled
["] Maintenance Mode

Status | Triggers | State images

Inactive

For more information, see State Images Tab Tasks on Page 71.
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ITv2 - Virtual Zone

ITV 2 ViRUAl ZONE . . 133
ITv2 Virtual Zone Configuration Tab .. . 137
ITv2 Virtual Zone Attributes Tab ... 138
ITv2 Virtual Zone Status Tab ... 141
ITv2 Virtual Zone State Images Tab ... 142
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ITv2 Virtual Zone

Virtual Zones are used by the third party hardware devices such as the iSTAR, apC, etc. to report alarms to central Monitoring
Station using DSC Neo and Pro Panels. The DSC Neo and Pro Panels support up to 32 virtual zones.

NOTE: You should map one virtual zone with only one device action, but one device can be mapped to multiple virtual zones.

For example, Camera 1 is mapped to Virtual Zone 1 and Virtual Zone 2.

Once the virtual zones are configured using the ITv2 Panel - Virtual Zone tab, all the virtual zones appear in a Virtual Zone
folder in the Hardware Tree. Refer to ITv2 Panel - Virtual Zones Tab Tasks on Page 69 for more information on adding and
configuring Virtual Zones.

Virtual zones are configured in section [560] in the programming mode of the panel.

NOTE

The ITv2 Virtual Zone editor is used to configure details such as: name, description, definition, attributes, and also change
state images. You can also view the Open Close status of the zone from this editor.
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Figure 60: ITv2 Virtual Zone Configuration tab

E Save and Close

Name: [ZIE¥E

Description: |Zone Description_Neo_3076_Test7_23

[v] Enabled
[] Maintenance Mode

Corfiguration | Attributes | Status | State images |

Zone Number: |23

Zone Definition: |N._.||zme

Accessing the ITv2 Virtual Zone in a Dynamic View

Before you begin ensure that you have synchronized the ITv2 Panel and all the associated Virtual Zones are displayed in the Hardware

NOTE Tree.

1. Inthe Navigation pane of the Administration Workstation, click Hardware. The Hardware Pane opens.

2. Click the Hardware drop-down list and select ITv2 Virtual Zone.

3. Click E-;- to open a Dynamic View. All configured ITv2 Virtual Zones appear.
4. Right-click the ITv2 Zone in the list that you want to access. Click Edit. The ITv2 Virtual Zone editor opens.
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Figure 61: Accessing the ITv2 Virtual Zone in a Dynamic View

e — -
«
Hardware Drag columns to group by here
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€ ITV2 Virtual Zone v . Zone Numt Name
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B8 ITV2 Virtual Zone [ Export selection...
@ 1ImV2 Zone Find in Audit Log...
I Neo_3077_test v Find in Journal...
3{ Options & Tools %  Set GIS Location...
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Accessing the ITv2 Virtual Zone in the Hardware Tree

1. Inthe Navigation pane of the Administration Workstation, click Hardware to open the Hardware Pane.

2. Inthe Hardware Tree, expand the CompanyName folder and then expand the ITv2 Panel folder. Open the Panel in which
the Zone is located, and then open the ITv2 Virtual Zone folder.

3. Inthe ITv2 Virtual Zone folder, right -click the Virtual zone that you want to access. Click Edit. The ITv2 Virtual Zone
Editor opens.
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Figure 62: Accessing the VirtualZone in the Hardware Tree
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Viewing an ITv2 Virtual Zone

1. Select ITv2 Virtual Zone from the Hardware drop-down menu.

2. Click " to open a Dynamic View displaying all ITv2 Virtual Zone Configurations.

3. ThelTv2 Virtual Zone tab opens in the Dynamic View. A list of ITv2 Zone configurations appears.

Editing the ITv2 Virtual Zone

1. Inthe Navigation pane of the Administration Workstation, click Hardware. The Hardware pane opens.

2. Inthe Hardware Tree, expand the CompanyName folder and then expand the ITv2 Panel folder. Open the Panel in which
the Zone is located, and then open the ITv2 Virtual Zone folder.

3. IntheITv2 Virtual Zone folder, right-click the Zone that you want to access. Click Edit. The ITv2 Virtual Zone editor
opens.

4. Make the required edits in the Configuration and Attributes tab. See "ITv2 Virtual Zone Configuration Tab" on the next
page and "ITv2 Virtual Zone Attributes Tab" on page 138 for more information regarding the fields of these editors.

5. Click Save and Close.
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ITv2 Virtual Zone Configuration Tab

The ITv2 Zone - Configuration tab indicates the Zone Number and Zone Definition.

Figure 63: ITv2Zone - Configuration tab

E Save and Close

Name: [ZI0¥E

Description: |Zone Description_Neo_3076_Test7 23

[w| Enabled
["] Maintenance Mode

Configuration | Attributes | Status | State images |

Zone Number: |23

Zone Definition: | NullZone

Field Description
Zone Number Thisfield displays the Zone number that is auto-generated during Panel Synchronization. You cannot modify this number.
Zone Definition The field displays the Zone type that is auto-generated during Panel Synchronization. You can modify the type of zone.
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ITv2 Virtual Zone Attributes Tab

This section describes the ITv2 Virtual Zone - Attributes tab fields and definitions.
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E Save and Close

Figure 64: |Tv2 Virtual Zone - Attributes tab

Name: |Zone 23

Description: |Zone Description_Neo_3076_Test7_23

[v] Enabled
[C] Maintenance Mode

Status | State images |

Audible:
Steady/ Pulsed:
Chime:

Bypass:

Force:

Swinger Shutdown:

Transmission Delay:
Burglary Verified:

Normally Closed Loop:
Single End Of Line Register:
Double End Of Line Register:

Fast Loop Response:

Two Way Audio:

Hold up Verified:

Table 30: ITv2 Zone - Attributes tab definitions

O

?E

Oo0o0o0000f000WNO

Field/Button Description

Audible Select to enable the audio of the panel.

ITv2 Integration for C.CURE 9000 - User Guide

139




Field/Button

Table 30: ITv2 Zone - Attributes tab definitions (continued)

Description

Steady/Pulsed

Select the type of beep. The available options are:
« Steady
* Pulsed

Chime

Select to enable the chime.

Chime indicates the user to open the zone with a beep or other configured sound, instead of alarm when the partition is
notarmed.

Bypass

Select to enable the bypass.

Force

Select to enable the force.

Force is used for arming a partition even if zone is having trouble and not ready for arm.

Swinger Shutdown

Select to enable the swinger shutdown.

This is used to suppress the alert with a limited number of time per day.

Transmission Delay

Select to enable the transmission delay.

This is used to delay in transmitting the alert to the monitoring station for any violation.

Burglary Verified

Select the check box to enable the option.

Normally Closed Loop

Select to enable the normally closed loop connection type.

Single End Of Line
Register

Select to enable the single end of line register connection type.

Double End Of Line
Register

Select to enable the double end of line register connection type.

Fast Loop Response

Select to enable the fast loop response.

This is used for loop response time for mail panel zones.

Two way Audio

Select to enable the two way audio.
If the central station is capable, the system (provided that it has an audio module) will allow audio verification to occur.

This can be one or two way conversation with the any user in the site.

Hold up Verified

Select to enable the hold up verified option.

Hold-up is used to alarm for the panic situation. Hold-up zone can be bypassed only through Master access code.
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ITv2 Virtual Zone Status Tab

The Status tab indicates the status of the Virtual Zone. This tab is read-only.

Figure 65: |Tv2 Virtual Zone - Status tab

E Save and Close

Name: |Zone 23

Description: |Zone Description_Neo_3076_Test7 23

[v] Enabled
[[] Maintenance Mode

Status | State images

Open Close Status: |Close

-]
Field Definition

Open Close Status This field indicates whether the zone is opened or closed. The options available are: Open or Close.
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ITv2 Virtual Zone State Images Tab

The State Images tab indicates the status of the Virtual Zone.

Figure 66: ITv2 Virtual Zone - State Images tab

€]
| Save and Close

Description: |Zone Description_Neo_3076_Test7_23

[v] Enabled
[] Maintenance Mode

Configuration | Attributes | Status | State images
State

Disabled

Open

Close
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ITv2 Output

TV 2 QUL PUL e 144
Editing an ITv2 OUPUL .. 149
Output - Configuration Tab . .. 152
TV 2 Output - AttibUtES Tab 155
TV 2 QUL PUL - STatUS Tab L 159

ITv2 Output - State Images Tab
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ITv2 Output

The Output object associates an Event or Input to a relay on the Neo Panel or Pro Panel. The relay then activates or
deactivates devices, such as the alarm devices.

ITv2 Outputs refer to an output defined in the Neo or Pro hardware. The ITv2 Output editor shows the Output details.

ITv2 Output editor is used to configure attributes, view the Output status, and optionally change State Images.
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Figure 67: 1Tv2 Output- Configuration Tab

E Save and Close

ut Nea 3076 Test7 1

¢ |Output Description_Neo_3076_Test7_1

[] Enabled
[] Maintenance Mode

Attrbute | Status | State images |

Output Number: |

1

Qutput Type:

Command Output 1

Zone Follower l

For more information, see the following:
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ITv2 Output Tabs

The following sections provide information about the ITv2 Output tabs:
m [Tv2 Output - Attributes Tab on Page 155
m [Tv2 Output - Status Tab on Page 159
m [Tv2 Output - State Images Tab on Page 162

ITv2 Output Editor Tasks
This section describes the tasks performed in the ITv2 Output editor.

The following tasks are performed in the ITv2 Output editor.
m Editing an ITv2 Output on Page 149
m Accessing the Output on Page 146
m State Images Tab Tasks on Page 71
m Adding an ITv2 Object to a Group on Page 47

Accessing the Output

Before You Begin

» Ensure that you have synchronized the ITv2 Panel and all the associated Outputs are displayed in the Hardware Tree.

Accessing the ITv2 Output in the Dynamic View

1. Inthe Navigation pane of the Administration Workstation, click Hardware to open the Hardware Pane.

2. Click the Hardware drop-down list and select ITv2 Output.

3. Click & ~ . All configured ITv2 Outputs appear.

4. Right-click the ITv2 Outputin the list that you want to access and select Edit. The ITv2 Output editor opens.
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Figure 68: Accessthe ITv2 Outputin the Dynamic View
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Accessing the ITv2 Output in the Hardware Tree

1.

2
3.
4

In the Navigation pane of the Administration Workstation, click Hardware to open the Hardware Pane.

—— e — | v —

Drag columns to group by here

Name

In the Hardware Tree, expand the ITv2 Panel folder in the CompanyName folder.

In the ITv2 Panel folder, open the Panel in which the Output is located, and then open the ITv2 Output folder.
In the ITv2 Output folder, right -click the Output that you want to access, and then select Edit. The ITv2 Output editor

opens.
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Figure 69: Accessthe ITv2 Outputin the Hardware Tree
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Editing an ITv2 Output

Before You Begin

« Ensure that you have synchronized the ITv2 Panel and all the associated Outputs are displayed in the Hardware Tree.

Editing the ITv2 Output

1. Inthe Navigation pane of the Administration Workstation, click Hardware to open the Hardware Pane.

2. Inthe Hardware Tree, expand the ITv2 Panel folder in the CompanyName folder.

3. Inthe ITv2 Panel folder, open the Panel in which the Output is located, and then open the ITv2 Output folder.

4. Inthe ITv2 Output folder, right -click the Output that you want to access, and then select Edit. The ITv2 Output editor
opens.

5. Modify the required data.

6. Click Save and Close to save the changes.

Table 31: Output- Configuration Tab Definitions

Field/Button | Description
Name You can modify the name of the Output.
» The name of the Output can be alphanumeric and up to 100 characters long.
» Ensure thatthe name is unique, else an error message is displayed.
Description (Optional)
You can modify the description about the ITv2 Output.

Enabled Select the check box to establish the communication between the C+«CURE 9000 and the ITv2 Output.
By default, the Output is Enabled. Disabling ITv2 Output prevents the C<CURE 9000 from monitoring alarm
events from the Output.

Output You cannot modify the Output number and is auto-generated during Panel synchronization.

Number

Output Type You can modify the type of the Output.

Zone This field is enabled, if you have selected the Outtype as Zone Follower.

Follower Select the Zone Follower.

Viewing an ITv2 Output

1. Select ITv2 Output from the Hardware drop-down list.

2. Click the & - . All configured ITv2 Outputs appear.

3. The ITv2 Output tab opens in the Dynamic View displaying a list of ITv2 Output configurations.
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Activating and Deactivating the ITv2 Output Command

Before You Begin
Ensure the following, before performing the manual actions:
m ThelTv2 panel is Online.

m TheITv2 Panel has Synchronized successfully.

Activating the ITv2 Output Command
1. Right-click the ITv2 Output, and then select Activate Command from the context menu.
2. Enterthe Access Code inthe Access Code Form.

Figure 70: Access Code Form Dialog Box

o Access Code Form EI@

Access Code: sess|

| ak. | | Cancel |

3. Click OK to activate the command output.

4. The Active Status is changed to Inactive and the status appears in the Monitoring Station.

Figure 71: Monitoring Status

i iy 242042015 20753 P Dutput 'Dutput_Panel_1' iz Active on Panel 'Panel'
I
Deactivating the ITv2 Output Command
1. Right-click the ITv2 Output, and then select Deactivate Command Output from the context menu.
2. Enterthe Access Code in the Access Code Form.

Figure 72: Access Code Form Dialog Box

ol Access Code Form E\@

Access Code:  eees|

| QK. | | Cancel |

3. Click OK to deactivate the command output.

4. The Active Status is changed to Inactive and the status appears in the Monitoring Station.

Figure 73: Monitoring Status

2/20/2015 310:53 P Output 'Dutput_Panel_1" iz Inactive on Panel 'Panel’
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NOTE: The change in the Active and Inactive status is displayed in the Monitoring Station only for the following
Output Types:

¢ Command Output 1
¢ Command Output 2
¢ Command Output 3
¢ Command Output 4

The Journal message from the panel does not provide any user details.
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Output - Configuration Tab

The Output - Configuration tab displays the Output configuration information.

Figure 74: ITv2 Output— Configuration Tab

E Save and Close

: |Output Description_Neo_3076_Test7_1

[v| Enabled
[] Maintenance Mode

Attribute | Status | State images |

Output Number: |

1

Qutput Type:

Command Output 1

Zone Follower l
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m Click Save and Close after every write operation.

NOTE

m |f the message Function unavailable or Panel is busy appears after any write operation, perform Sync to
Panel. This ensures the configuration communicates to the Panel.

m After every Write Assignment the sync status of the panel changes from Synchronizing to
Synchronized.

m All write assignments should be performed in the following conditions:
* The Partition should not be in alarm or armed state.

* The user should not be in programming mode through the panel keypad.
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ITv2 Output - Configuration Tab Definitions

This section describes the Output - Configuration tab fields and buttons.

Field/Button

Table 32: ITv2 Output - Configuration Tab Definitions

Description

Name

You can modify the name of the Output.
* The name of the Output can be alphanumeric and up to 100 characters long.

» Ensure that the name is unique, else an error message is displayed.

Description

(Optional)
You can modify the description about the ITv2 Output.

Enabled

Select the check box to establish the communication between the C«CURE 9000 and the ITv2 Output.

Disabling ITv2 Output prevents the C<CURE 9000 from monitoring alarm events from the Output.

Output Number

Displays the number assigned to the Output that is used to identify the Output.
* The Output number is auto-generated during Panel synchronization.

» Read-onlyfield and cannot be modified.

Output Type

Displays the type of the Output.
» The outputtype is auto-generated during Panel synchronization.
* You can modify the type of the Output.
« Based on the output type, the attributes in the Attributes tab are displayed.

Zone Follower

This field is enabled only if you the output type is Zone Follower.
» Select the zone from the list.

» Use this option to monitor a specific zone.
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ITv2 Output - Attributes Tab

The Attributes tab indicates the attributes of an output.
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e Save and Close

Figure 75: ITv2 Output— Attributes Tab

Output_Neo_3076_Test7_1

Description:

QOutput Description_MNeo_3076_Test7_1

<[>

[v] Enabled
[] Maintenance Mode

| Configuration | Attribute | Status | State images |

[+ True Output
[v] Timed Output
[v] Code Required

[ ] Option 4
[ ] Option 5
[ ] Option 6
[] Option 7
[ ] Option 8
[] Option 9
[] Option 10
[] Option 11
[ ] Option 12
[ ] Option 13
[ ] Option 14
[ ] Ostion 15
[ ] Option 16
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NOTE m Click Save and Close after every write operation.

m |f Function unavailable or Panel is busy appears after any write operation, perform Sync to Panel. This
ensures the configuration communicates to the Panel.

m After every write assignment the sync status of the Panel changes from Synchronizing to Synchronized.
m All write assignments should be performed in the following conditions:
» The Partition should not be in alarm or armed state.

* The user should not be in programming mode through the panel keypad.
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ITv2 Output - Attributes Tab Definitions
This section describes the Output - Attributes Tab fields and buttons.

. The attributes in the Attributes tab are displayed based on the Output type.
NOTE: When we modify the attribute, attribute name is not displayed in the Audit Log.

Table 33: ITv2 Output - Attributes Tab Definitions
— ]

Field/Button | Description

Name (Mandatory)
A unique name to identify the ITv2 Output. You can modify the name of the Output.
* The name of the Output can be alphanumeric and up to 100 characters long.

» Ensure thatthe name is unique, else an error message is displayed.

Description (Optional)
You can modify the description about the ITv2 Output.

Enabled Select the check box to establish the communication between the C-«CURE 9000 and the ITv2 Output.
By default, the Output is Enabled. Disabling ITv2 Output prevents the C<CURE 9000 from monitoring alarm
events from the Output.

Attributes Select the required attribute to enable.

The Attributes are displayed based on the output type.

For more information on available attributes for each output type, refer ITv2 Panel User Manual.
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ITv2 Output - Status Tab

The Status tab lists the status of the ITv2 Outputs and provides read-only status information about the ITv2 Output.

ITv2 Integration for C.CURE 9000 - User Guide 159



Figure 76: ITv2 Output Editor — Status Tab

E Save and Close

Name: |Output_Neo_3076_Test7_1

Description: |Output Description_Neo_3076_Test7_1

<[]

| Configuration | Attribute | Status

[w] Enabled
[ Maintenance Mode

State images

Active Status: | Unknown

Status Tab Descriptions

This section describes the ITv2 Output editor—Status tab fields.
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Table 34: Status Tab Definitions
]

Output Field/Button | Description
Unknown The Output is unknown
Active The Output is active

Active Status Inactive The Output is inactive
Disabled The Output is disabled
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ITv2 Output - State Images Tab

The State Images tab indicates the status of the output. This tab is read-only.

i Save and Close

Figure 77: ITv2 Output— State Images tab

Name: |Output_Neo_3076_Test7_T1

Description:

QOutput Description_Neo_3076_Test7_1

[w] Enabled

Configuration | Attribute | Status | State images

For more information, see State Images Tab Tasks on Page 71.
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ITv2 User

1. After synchronizing from the Panel, ITv2 User folder will be created in Hardware Tree along with all the Users listed in it

and extracted from the panels.

2. ITv2 User editor consists of a Configuration Tab, where you can modify the User Code and Attributes. Refer to figure

"ITv2 User - Configuration Tab" below.

Figure 78: ITv2 User - Configuration Tab

= 1TV User - FMN2_LN2_30%6_3

Lg Save and Close

Name: |FN2_LNZ2 3096

gl

Description:
Configuration
User Indes: | 3
User Code: |""
Personnel Name: FNZ2_LMNZ2

IsSupervisor []
IsZoneByPass [

IsBellSquawk []
IsDuressCode [
IsRemotefccess [
IsOneTimelse []

SystemContact

3. Click Save and Close to save the changes done to the ITv2 User Editor.
4. The changes done to the ITv2 User will automatically get synchronize to the Panel if the Panel is online.

5. You need to manually sync the changes of ITv2 User to the Panel if the Panel is offline.

NOTE m During the synchronization of Users from the Panel, ITv2 User are created based on the Panel Name and
User Index. As this will be a fixed naming convention, there may be duplicate names when the user code is

changed in the Panel.

m Do not delete the user while sync is in progress.
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NOTE m [f the messages: Function unavailable or Panel is busy appears after any write operation, perform Sync
to Panel. This ensures the configuration communicates to the Panel.

m After every write assignment, the sync status of the Panel changes from Synchronizing to
Synchronized.

m All Write Assignments should be performed in the following conditions:
* The Partition should not be in alarm or armed state.
* The user should not be in Programming Mode through the keypad.

* Duress Code Attribute (DCA) write to the panel will not be successful, if Duress Code option is not
enabled in panel programming.
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Editing the ITv2 User

Before You Begin
Before you begin, ensure the following:

« The status of the Panel is Synchronized.

NOTE During synchronization, you cannot modify the details in the ITv2 Panel Editor.

Editing the ITv2 User

1. Inthe Navigation pane of the Administration Workstation, click Hardware to open the Hardware Pane.
2. Inthe Hardware Tree, expand the ITv2 Panel folder in the CompanyName folder.

3. Inthe ITv2 Panel folder, expand the ITv2 User.

4. IntheITv2 User folder, select the user to edit.

Figure 79: Accessthe ITv2 userinthe Hardware Tree

Hardware «
Drag columns to
-3 * |TV2 User - . -
Hardware Tree - }
= ITVZ Partition ~
4 (B8 [TV2 User
= U55_1U_E43F‘ru_3{,::.}- Edit
g User_100_248Pro_]

W User_2 248Prq
Uiser_3_24BPre

Llmme 4 78 00ns

g8 User_1000_243Pro) Delete

g User_101_228Pro ]| A  Set property

g Lser 102 248Prg -l’ij Add to group

",

;,'{ Options & Tools s Export selection...
* General Purpose Interface Find in Audtt Log...

Find in Journal...
— _

5. Right-click the user and select Edit.

6. The User Editor opens. Modify the configuration. See table "User- Configuration Tab Definitions" below for descriptions of
the ITv2 User fields.

7. Click Save and Close.

Table 35: User- Configuration Tab Definitions

Field/Button Description
Name (Mandatory)
Auto filled
Description (Optional)
Enter a description about ITv2 user
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Table 35: User- Configuration Tab Definitions (continued)
]

Field/Button Description

Configuration Tab

User Index (Mandatory)
Auto filled
User Code (Mandatory - Masked)

User Code must be unique from other ITv2 user in the panel.
Note: Ensure that the system does not allow the use of duplicate ITv2 User Codes. If a duplicate code is entered and the
configuration is saved, an error message will be displayed.

Personnel Name (Mandatory)
Auto filled

IsSupervisor Supervises an activity

IsZoneBypass Bypassthe Zone

IsBellSquawk Bell Squawk

IsDuressCode Duress Code

IsRemoteAccess Remote access

IsOneTimeUse One time use

SystemContact This check-box will be checked, if the System Contact value is set to True in the Import Source and remain unchecked if
the System Contact value is set to False in the Import Source.
(Auto filled)

NOTE:

Click @ to view the encrypted code/key. Access is granted based on the privileges assigned to operator.
Refer Operator Privilege Permissions on Page 192.
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Adding the ITv2 User

Before You Begin
Before you begin, ensure the following:

« The status of the Panel is Synchronized.

During synchronization, you cannot modify the details in the ITv2 Panel Editor.

NOTE

Adding the ITv2 User

1. Inthe Navigation pane of the Administration Workstation, click Hardware to open the Hardware Pane.
2. Inthe Hardware Tree, expand the ITv2 Panel folder in the CompanyName folder.

3. Inthe ITv2 Panel folder, expand the ITv2 User.

4. IntheITv2 User folder, right-click the ITv2 User and select New.

Figure 80: Accessthe ITv2 userinthe Hardware tree

Hardware « I[N
Drz
2 New ~ [TV2 User vied -
Hardware Tree | Search
4 | 95Neo A
& ITV2 Output ’ I
™ ITV2 Partition
4 |88 ITV2 Ug==
[ Um‘ — ‘_
o Use New Template
o User_12_95Neo y -
I s llesse 17 GOAl=a
j{ Options & Tools .

5. The ITv2 User Editor opens. Modify the configuration. See table "User- Configuration (New) Tab Definitions" on the facing
page for descriptions of the ITv2 User fields.

ITv2 Integration for C.CURE 9000 - User Guide 168



Figure 81: Addthe ITv2user

= ITV2 User - FMN2_LN2_30%6_3 — Y

Lg Save and Close

Mame: |FN2_LNZ2 3056 3

Description:
Configuration
User Index: | 3 |
User Code: |,.,,.,..,., | &
Personnel Mame: FMZ_LMZ

IsSupervisor []
IsZoneByPass []

IsBellSquawk []
IsDuressCode []
IsRemoteficcess [
IsOneTimelse []

SystemContact

6. Click Save and Close.

Table 36: User- Configuration (New) Tab Definitions
— |

Field/Button Description

Name (Mandatory)
Auto filled

Description (Optional)

Enter a description about ITv2 user

Configuration Tab

User Index (Mandatory)
Auto filled
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Field/Button

Table 36: User- Configuration (New) Tab Definitions (continued)

Description

User Code

(Mandatory)

User Code must be unique from other ITv2 user in the panel.

Note: Ensure that the system does not allow the use of duplicate ITv2 User Codes. If a duplicate code is
entered and the configuration is saved, an error message will be displayed.

Personnel Name

Once the ITv2 User & Personnel gets synchronized, this information is fetched automatically.
(Mandatory)
Auto filled

IsSupervisor

Supervises an activity

IsZoneBypass Bypassthe Zone
IsBellSquawk Bell Squawk
IsDuressCode Duress Code
IsRemoteAccess Remote access
IsOneTimeUse One time use

SystemContact This check-box will be checked, if the System Contact value is set to True in the Import Source and remain
unchecked if the System Contact value is set to False in the Import Source.
(Auto filled)
NOTE: ©
Click to view the encrypted code/key. Access is granted based on the privileges assigned to operator.

Refer Operator Privilege Permissions on Page 192.
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Context Menu option - User association with Personnel

User can associate Personnel to ITv2 User through the option User association with Personnel from the context menu.

Associating Personnel to ITv2 User through the Context Menu option "User association with Personnel™.

1. Navigate to ITv2 Panel dynamic view and right-click the ITv2 Panel to select the option User association with
Personnel from the context menu. Refer Figure 82 on Page 171.
Alternatively, user can right-click the ITv2 Panel in the Hardware tree to access this option.

2. Name Selection dialog box appears, select the required Personnel, and click OK to map the ITv2 Personnel to the ITv2

User.

3. User association with Personnel progress dialog appears, click OK.

Figure 82: Context Menu option - ITv2 Panel

Context Menu - ITv2 Panel Dynamic view Context Menu - ITv2 Panel (Hardware tree)
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Ensure that the Panel is online before associating the ITv2 User with Personnel.

NOTE
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ITv2 User Import using C.CURE Data Import feature

Overview:

ITv2 User Import feature is utilized to support User and Account PINs synchronization, to enforce matching PINs between
C+CURE 9000 Personnel and ITv2 Users, and for streamlining the ITv2 user management in C-CURE for efficiency and
eliminating the need for users to remember two PINs.

Prerequisites:
The following are the prerequisites to use the Data Import feature:

« The value of System Variable Use PIN only Auto Generated PIN as General PIN should be set as True: This is added
by ITv2 Integration.

« Thevalue of System Variable ***UseCCUREAsMasterUser*** should be set as True: This ensures the synchronization
of the General PIN with the Credential PIN, maintaining consistency across all usage scenarios.

« PIN Length should be set as 4 or 6 or 8.

NOTE Ensure that the System Variable PIN Length in C<CURE and Neo/Pro User Code length in the Panel are same.

« Create XML and CSYV files according to the provided recommendations. Refer Import Source Definition template for
Personnel and ITv2 Userimport on Page 182.

« Personnel should be imported into C<CURE. Fore more information refer C«CURE 9000 Software Configuration Guide.

« ThelTv2 Panel synchronizes with the main panel, ensuring that all the objects within it gets downloaded within C+CURE.

L]
Configuring Prerequisites in System Variable

1. Inthe Navigation pane of the Administration Workstation, click Options & Tools tab.
2. Click System Variable. The System Variable window appears.
3. Expand the Personnel category and set the PIN Length as 4 or 6 or 8.
NOTE « Ensure that the Panel configured in ITv2 should also have the same PIN length.

« Ensure that the Personnel PIN is not same as Itv2 Panel Master Code.

4. Setthe Use PIN only Auto Generated PIN as General PIN and ***UseCCUREAsMasterUser*** values as True.

ITv2 User Import

NOTE You must perform Personnel import before configuring ITv2 User import using C+.CURE Data import feature.
Personnel import can be performed under Data Conversion tab of Data Import feature. Refer Data
Conversion tab-Mapping the Import Source to ITv2 User/Personnel on Page 180.

Importing ITv2 User using C°.CURE Data Import feature

Refer C-CURE 9000 Software Configuration Guide for more information on Data Import feature of C+CURE.
1. Click the Configuration pane of the Administration Workstation and select Data Import from the drop-down list.

2. Click New to create a new Import Definition.
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3. (Toedit Data Import Definition) Click E1 - to opena Dynamic View showing a list of all existing Import objects, right-click
the Import Definition you want to change, and click Edit from the context menu that appears.

The Data Import Editor opens with the General tab displayed. See Data Import General Tab on Page 173.
jigure 83: Data Imppfﬁ:!\fglng?l only
(% Data Import - — O * ‘

I-'el Save and Close KX Save and New |

Name: | |

Description:

Enabled
General Data Conversion MatchFields Templates Triggers
Source type: | XML file impon source

Automation mode:  Manual only v Manual Import_..

Data Source Configuration

File pattern: |"xml

[[] Create log file on emors

Detault Import Mode Options
® Add only; do not match records Default Import Partition
(O Update when matched: otherwise add

(O Update only matched; do not add records

Select Sample Input

4. Make sure that the Enabled check box is selected (the default) so that this Import Definition is operational.

5. Click the Data Conversion tab to map the import source to ITv2 User and Personnel.
Refer section Data Conversion tab-Mapping the Import Source to ITv2 User/Personnel on Page 180 to map and proceed
further.

6. Click the button IZI to select the Source type field. Supported import source to use are CSV file or XML file.

7. Tolmport ITv2 User and Personnel, use C*CURE Data Import feature and it can be imported in either of the following three
ways within the Automation Mode field. Refer Data Import using Automation Mode on Page 178.

« Manual only

« Activated by event
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« Listening on data

8. Refer C*CURE 9000 Software Configuration Guide for information on Data Source Configuration field, Default Import
Mode and Options field.

9. Click Save and Close to save the configuration.

10. User can verify the status of data import on the Data Import dynamic view.
For Instance: If the data import is in progress, the Status will be displayed as Importing, once the data is imported
successfully the Status will be displayed as Listening ( for Automation Mode: Listening on data).

11. Follow the below procedure to verify the import completion:
a. Navigate to Diagnostic tab of Server Configuration Application.

b. Connect the ITv2 Driver Integration.

c. Ensure that the messages EnterConfig and ExitConfig for the ITv2 Panel hardware writes are completed.
12. User can validate the mapping of Personnel and ITv2 User by following methods.

« Under Users tab of ITv2 Panel. Refer Figure 84 on Page 174.

Figure 84: Personnel/ITv2 User mapping-Users tab of ITv2 Panel
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NOTE When the mapping between an ITv2 user and Personnel is removed, the user's PIN remains associated with
the ITv2 User. If re-association of the same Personnel to the same Panel is attempted, it will be restricted due
to the availability of a duplicate PIN. In this scenario, the user has the option to update the PIN for the
Personnel through the Personnel editor or for the ITv2 User through the ITv2 User editor.

o UnderITv2 User dynamic view. Refer Figure 85 on Page 175and Table 37 on Page 175.
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Figure 85: Personnel/ITv2 User mapping-ITv2 User Dynamic View
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Table 37: ITv2 User Dynamic View Columns Specifications
- _________________________________________________________________________________________________________|]

Columns Description

Name Defines the ITv2 User's mapped details.
For Instance: FN11_LN11_3096_12

o FN11: Indicates the mapped First Name.
o LN11: Indicates the mapped Last Name.
« 3096: Indicates the defined Panel Name within the system.

¢ 12: Indicates the User Index of the ITv2 user.

SystemContact This check-box willbe checked, if the System Contact value is set to True in the Import Source and remain unchecked
if the System Contact value is set to False in the Import Source.

Personnel Name Defines the Personnel mapped details.
For Instance: LN11, FN11

o LN11: Indicates the mapped Last Name.
o FN11: Indicates the mapped First Name.
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Table 37: ITv2 User Dynamic View Columns Specifications (continued)

Columns | Description

Note:

m [f the UserIndex is not present in C*.CURE, a new ITv2 User will be generated, following the naming convention: Last
name of CCure Personnel_First name of CCure Personnel_ITv2 Panel Name_User Index of that user index.
This user will be linked to C*CURE Personnel based on the input file, with the User Code matching the C+.CURE PIN.
All permissions for this user will be deactivated.

m If the user already exists in C:.CURE and is linked to C*CURE Personnel, the ITv2 User will be updated with the
revised naming convention: Last name of CCure Personnel_First name of CCure Personnel_ITv2 Panel Name_
User Index. It will maintain the link to C+CURE Personnel based on the input file, and its User Code will align with the
C+-CURE PIN. However, the permissions will remain unchanged from before the update.

m [f a useralready exists in C*CURE without being linked to any C<CURE Personnel, the system will ignore that User
Index during import. Instead, a new ITv2 User will be created or updated with the next available User Index.

m After Panel synchronization in C*CURE, if there is no ITv2 User with User Index 2 and an existing ITv2 User with User
Index 3 linked to C<CURE Personnel, along with an ITv2 User at User Index 4 without any C*CURE Personnel linking,
the ITv2 Import process describes as follows:

m A new ITv2 User will be created for User Index 2 since there is no existing user with that index.

m TheITv2 User at User Index 3, already linked to C*CURE Personnel, will be updated during import with C+.CURE
personnel linking according to the XML file. The PIN will be adjusted according to the linked C<CURE Personnel.

m TheITv2 User at User Index 4, not linked to any C*CURE Personnel, will be ignored, and a new 1Tv2 User will be
created or updated with the next available User Index.

« Right-click the ITv2 User from the dynamic view, and verify the Personnel Name, User code (specified PIN Lengthin
Import Source) and SystemContact values. Refer Figure 86 on Page 177.
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Figure 86: Personnel/ITv2 User mapping-ITv2 User (access form dynamic view)
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« During the import process, if the panels are online, ITv2 users are both created or updated in C<CURE and
concurrently downloaded to the panel. As each write assignment occurs, the panel's sync status changes
from Synchronizing to Synchronized. During this time, do not perform any manual actions on ITv2 objects.

NOTE

« During the import process, if the panels are offline, ITv2 users are both created or updated in C.CURE
however are not downloaded to panel. Once panel comes online, user must perform Synchronize to Panel
to download the Users to panel.

o Import will fail under the following conditions:
« If Userindex limit is exceeded for that panel
« If Panelis not available in C.CURE

« Import Source file validation will fail and corresponding error message will be displayed on the Data Import
window under the following circumstances:

« Ifinput file is not according to the provided ITv2 template.
« If prerequisites are not met.
« If any of the panel is in synchronizing state.

« Reimporting the same source file will update the ITv2 Userin Ce«CURE according to the panellD and
UserLimit of the panel.

« ITv2 Userassociation will fail under the following circumstances:

« If Personnel PIN is same as ITv2 Panel Master Code.

« If Personnel is disabled.

« If Personnel PIN length is not matching with the ITv2 Panel Master Code length.
o Duplicate PIN within the ITv2 Panel.

Data Import using Automation Mode

Manual Only:

Source type: Select CSV/XML file import source under this field and Automation mode: Select Manual Only. Refer Figure 83
on Page 173.

a. Click Manual Import... button to select the mapped CSV/XML file and click Open. Importing data
progressing screen appears. Import source will be validated during this process.

b. Click OK once all the import is completed.

NOTE Ensure the following for successful import:
« The Panel name within the import source aligns with the specified Panel name within the system.
o Text12 column within the import source should be mapped to Personnel.

« PIN length within the import source should align with the specified PIN length configured in Personnel
category of Options & Tools tab.
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Listening on data:

Source type: Select CSV/XML file import source under this field and Automation mode: Select Listening on data. Refer
Figure 87 on Page 179.
NOTE Ensure the following before configuring Listening on data:

« Create afolder, forinstance: C:\ListeningOnData and place the CSV or XML import source in the folder.
Refer Import Source Definition template for Personnel and ITv2 User import on Page 182.

« Ensure that the service CrossFire Import Watcher is running.
a. Click Select Folder button next to Folder on server field of Data Source Configuration to browse for the
server folder under which Import Source is placed. Import source will be validated during this process.
b. Click OK.
c. File pattern field picks the selected import source file extension.
d. Enable check-boxes Create log file on errors and Create log file on completion.

e. User can select the option Rename Source File or Delete Source File under Final Import Action field to
rename the source file located in server folder or to delete the source file after the import is completed.

Figure 87: Data Import-Listening on data

General Data Conversion Match Fields Templates Triggers

Source type:  |XMLfile impon source
Automation mode:  Listening on data : Manual Import

Data Source Configuration

Folder on server Select Folde
File pattern: | xmi
[] Create log file on ermors Final Imoort Action
[] Create log file on completion Delete Source File ~

NOTE « Ensure that the Import Source (CSV/XML) is mapped before browsing for the server folder. Refer Data
Conversion tab-Mapping the Import Source to ITv2 User/Personnel on Page 180.

« Manual Import... button will be disabled for Automation mode: Listening on data.

« Refer C-CURE 9000 Software Configuration Guide for information on check-boxes Create log file on
errors and Create log file on completion.

Activated by event:

Source type: Select CSV/XML file import source under this field and Automation mode: Select Activated by event. Refer
Figure 88 on Page 180.

a. Repeat procedure from (a) to (d) of step 8.

b. User can select the option Rename Source File or Delete Source File or Keep Source File under Final
Import Action field to rename the source file located in server folder or to delete the source file after the
import is completed, or to retain the source file.
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Figure 88: DataImport-Activated by event
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c. Right-click on the action (Activated by event action) under Data Import dynamic view and click Run on
Server.

d. Run on Serverdialog box appears with a message Import started at Date Time.
e. Click OK.

Data Conversion tab-Mapping the Import Source to ITv2 User/Personnel

Follow the steps to map Import Source (CSV/XML) to ITv2 User/Personnel:
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Figure 89: Data Conversion tab-Field mapping tool editor
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Repeat the steps 1 to 4 of Importing ITv2 User using Ce.CURE Data Import feature on Page 172.
Select the Data Conversion tab of Data Import dialog box.

Click Add. Select File with Sample dialog box opens.

A 0N~

Select the sample file and click Open. The Field mapping tool editor opens.

« Reference to sample file template can be found in path: C:\Program Files (x86)\Tyco\CCURE
NOTE ;
Client\ImportTemplates.
(This path contains CSV and XML source files for Personnel and ITv2 User.)
5. Select Personnel in the C:.CURE 9000 Data Target type field when you import the Personnel.
6. SelectITv2 User inthe C.CURE 9000 Data Target type field when you import the ITv2 User.
7. Map the CSV/XML source field for Personnel as follows:

Mapping of Source and Target Fields:

Data Source Fields C-CURE 9000 Target Fields
FirstName FirstName

LastName LastName

PIN PIN

Text12 Text12

8. Map the CSV/XML source field for ITv2 User as follows:

Mapping of Source and Target Fields:

Data Source Fields C-CURE 9000 Target Fields
PanelName PanelName
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SYSTEMCONTACT SystemContact
Text12 ITv2UserPersonnelLink

9. Click Save and Close to link the source files and close the Field mapping tool editor.

Import Source Definition template for Personnel and ITv2 User import

Create a source file input for Personnel and ITv2 User import and save it to the Sample folder either in CSV format or in XML
format.

Template for source file - Personnel import, consists of the following pre-configured mandatory columns:

Columns Specification

Text12 Pre-defined unique field by user.

FirstName  Pre-defined by user.
LastName Pre-defined by user.

PIN Ensure that the PIN Length of the Import Source file aligns with the specified PIN Length in the ITv2 Panel.

Template for source file - ITv2 User import, consists of the following pre-configured mandatory columns:

Columns Specification

PanelName Ensure that the Panel name of the Import Source file aligns with the specified Panel name within the
system.
Note:

« Forsingle panel: Single panel will be linked to unique Text12 IDs.

« Formultiple panels: Users can choose to add secondary and tertiary panels within the Panel Name
column.

Text12 Ensure that the Text12 field of the Import Source file aligns with the specified Text12 field within the
Personnel import.

SystemContact This field can be configured as per the customer requirements. It can either be set as True or False.

m CSV template and XML template have the same columns for both Personnel and ITv2 User.

NOTE

m |nan Enterprise environment, data import cannot be created in the Global partition.
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ITv2 User tab - C.CURE Personnel

With this tab user can view the ITv2 Users associated to Personnel, also can view or update System Contact check-box, the
mapping of User Index and User Name for the respective Panel Name and Panel Type.

For more information, see the following:

« Automated ITv2 User View UDF on Page 183

« Manual Creation of UDF on Page 183

« View or Update Personnel View on Personnel (Assign Personnel View to Personnel) on Page 184
« |Tv2 Usertab Functionality in Personnel on Page 185

« Verifying User/Personnel linking Under ITv2 User on Page 186

User Defined Fields (UDF)
Refer CCURE 9000 Software Configuration Guide for more information on 'User Defined Fields' feature of C-.CURE.

Automated ITv2 User View UDF

For Automated creation of new ITv2 User tab Under Personnel, users can directly access ITv2 User tab by following the
specified ITv2 User tab Functionality in Personnel on Page 185 procedure.

Manual Creation of UDF

Figure 90: User Defined Fields Editor
T
= User-defined Fields - ITV2_Test1 — O x

a Save and Close .E: Save and New g Save
|

Name: IlT‘.;‘Z_Testﬂ

F

Description:
]
L Field Information I

Language information

Customer Label: |
Language: | English b
Field Type: Custom o Database Field Name:
Object Type: Personnel v Custom Control: ||TV2PersonnelExtensionClient v

1. Click the Configuration pane of the Administration Workstation and select User-defined Fields.
2. Click New. A New User-defined Fields window appears.

3. Inthe User-defined Fields dialog box, enter a Name and Description.
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4. Select the Field Type as Custom and Custom Control field as ITV2PersonnelExtensionClient.

5.

View or Update Personnel View on Personnel (Assign Personnel View to Personnel)

1

2
3
4.
5
6

N

Click Save and Close to save the configuration.

Click the Personnel pane of the Administration Workstation and select Personnel Views.

Click New. A New Personnel Views window appears.

In the Personnel Views dialog box, enter a Name and Description.

Select the check box Enabled to establish the communication.

Select User-defined Fields of Layout Designer tab.

Right-click on the existing tabs under User-defined Fields and select Delete to add a specified ITv2 User tab.

Tabs deleted can be found under the Fields and Controls— Hidden Fields—User-defined Fields.

Right-click on the tabs row and select Add tab to include a new ITv2 User tab.

Figure 91: Personnel Views Editor
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8. Drag and drop the User Defined Fields configuration located under the Fields and Controls— Hidden Fields—User-

9. Select the new ITv2 User tab under Labels tab and edit to rename it. Refer Figure 92 on Page 185.

defined Fields to the new ITv2 User tab.
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Figure 92: PersonnelViews Editor-Labels tab
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10. Click Save and Close.

ITv2 User tab Functionality in Personnel

Following procedure allows the user to verify the newly added ITv2 User tab configuration under Personnel tab.

1. Navigate to Personnel dynamic view.

2. Select a user and right-click to open the Personnel editor.

3. New ITv2 User tab will be listed under Current View: field - ITv2UserView dropdown on the top row of the editor. Refer

Figure 93 on Page 186.

4. Click Add to create a ITv2 user for the selected panel. Name Selection dialog box appears, select the required Panel.

New ITv2 User tab will have the User Defined Fields configuration displaying System Contact check-box, the mapping

of User Index and User Name for the respective Panel Name and Panel Type.
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Figure 93: Personnel Editor-New ITv2 User tab
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6. Select the row and click Remove ITv2 User to remove the ITv2 User.

By clicking the Remove button, the association of ITv2 User with the specified Personnel will be removed and
the ITv2 User's name will revert to its previous state (for instance: User_Userlndex_PanelName).

And, before assigning the same Personnel to any ITv2 User, user must manually update the PIN under the
General Tab of that Personnel, otherwise an ITV2 Error Message User Pin exist. Please enter a unique pin
to continue. appears.

NOTE

7. Click Save and Close to save the configuration.

Verifying User/Personnel linking Under ITv2 User

1. Navigate to ITv2 User dynamic view.

2. Select and right-click the ITv2 User. ITv2 User editor opens.

3. Forinstance: User can modify the SystemContact check-box for that user. Click Save and Close.
4.

Then verify that the SystemContact check-box is enabled at the Personnel editor as well for the same user. Refer Figure
93 on Page 186.
Changes made in the ITv2 User/Personnel editor will be synchronized between both editors.

NOTE SystemContact is the property within the client, and this property will not be part of hardware configuration.
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ITv2 User PIN Reset to 'AAAA' when associated Personnel is Disabled in
ITv2

Disabling Personnel associated to Specific ITv2 User

1. Navigate to Personnel dynamic view.
Select the Personnel and right-click to open the Personnel editor. Refer Figure 94 on Page 187.

3. Select the check-box Disabled in the Options field of General tab. This disables the personnel record denying the
person's access.

4. Click Save and Close.

Figure 94: Personnel Editor-General tab
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NOTE If user attempts to update the linked ITv2 User profile to which the Personnel is disabled, an error message will
appear stating, The selected User is disabled. No update is allowed for this User!..

ITv2 User PIN Resetto 'AAAA'iIn ITv2 Panel

After disabling the associated ITv2 Personnel, User Code will be reset to AAAA (null) in ITv2 Panel.

Disabling the Personnel only resets the linked ITv2 User PIN (Code) to "AAAA" (null), without affecting the
NOTE . "
attributes or partitions of the ITv2 User.
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Searching the C.CURE Journal by User Code and by Personnel Record

The procedure in this section outlines how users can use C<CURE Journal to search for ITv2 User activity associated with a
specific User Code or Personnel record within a specified time period.

Associating the Operator Name with Personnel Record

1.
2.

Navigate to Personnel dynamic view.

Select the required user and right-click to select the Edit option. Personnel editor dialog box appears.
Alternatively, you can double-click the personnel to open Personnel editor dialog box.

Select the General tab.

Click IZ] to associate the operator. Name Selection dialog box appears, select the Operator Name.

Click Save and Close.

Activity in Monitoring Station for the associated ITv2 User

1.

NOTE

Refer Arming and Disarming the ITv2 Partition on Page 93 for ITv2 Partition Operation functions.

Make sure you have the specific ITv2 User Code easily accessible before starting the ITv2 Partition Operation.

If user selects the Partition Operation mode as Away Arm and enter the specific user code in the Access Code field, the
following message is displayed in the Monitoring Station.

W] 4/3/2024 8:41:55 ... Panel '3096' is Offline
4/3/2024 8:42:28 ... Panel '309%' is Offline
d 4/3/2024 11:56:0... Partition 'Partition 2" is Away Armed on Panel ‘3075’ by User 'Special User’

If user selects the Partition Operation mode as Disarm and enter the specific user code in the Access Code field, the
following message is displayed in the Monitoring Station.

E4!3!2024 11:56:0... Partition 'Partition 2" is Away Armed on Panel '3075" by User 'Special User'
4/3/2024 11:56:0... Exit Delay for Partition 'Partition 2' of Panel "3075" in progress for 120 seconds

4!3!2024 11:56:2... Partition 'Partition 2' is Disarmed on Panel '3075" by User 'Personnel: LN3, FN3 and ITV2 User: LN3_FN3_3075_4'

Locating ITv2 Integration object (ITv2 User Activity) in the Journal

User can search for journal entries related to the ITv2 Integration object (Specific ITv2 User Activity) .

1.
2.

Navigate to ITv2 User or Personnel dynamic view.

Right-click the specific ITv2 User or associated Personnel and select Find in Journal... from the context menu. The
Query parameters dialog box opens. By default the query searches in the Journal for occurrences of the selected 1Tv2
Integration System object will be within the last 7 days.

Click Run. A Query - Journal dialog box opens displaying the Journal Entries for the ITv2 Integration object. Alternatively,
you can click Modify to modify the query definition, adding or removing query parameters.
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Generating the C.CURE Report for Personnel and its mapped ITv2 Panels

The procedure in this section outlines how users can use the Report object from the Data Views pane to generate C-CURE
report for Personnel and its mapped ITv2 Panels. The generated C*CURE report displays the personnel with mapped I Tv2
Panels and attributes.

For detailed procedure on Data Views, refer C*CURE Data Views Guide.
1. Inthe Navigation Pane of the Administration Workstation, click Data Views to open the Data Views pane.

2. Select the object Report from the Data Views pane drop-down list.
3. Click New to create a new Report. The Report editor opens. Refer Figure 95 on Page 190.

4. Enter the name of Report in the Name field. This field is mandatory.

5. Clck

6. Select the Sub type: field from the drop-down as ITV2 Panel Journal or Basic Configuration under Report Data
section for the Report type ITV2 Panel or ITV2 User respectively.

to select the Report type: field as ITV2 Panel or ITV2 User under Report Data section.

7. The Class selector: field displays a tree showing the fields available for a report for the selected class. Select the class
Journal (by Object N) or ITV2 User for the Report type ITV2 Panel or ITV2 User respectively.

8. Under Report Features section, click the drop-down and select New next to Report query: field to create a new Report
query. Query editor opens.

1. Enter the name of Query in the Name field. This field is mandatory.

2. Glck

3. Select the Sub type: field from the drop-down as ITV2 Panel Journal under Report Data section.

to select the Query target type: field as ITV2 panel.

4. Select the check-box Allow editing at runtime. With this check-box selected, user has the capability to adjust the
query dynamically while the program is running.

5. Under Query Criteria section, click Add to add a new row to the Query Criteria table with the criteria that will filter the
query results.

6. Choose the object type for the criteria from the Type drop-down list as ITV2 Panel for the Operator field In.

7. Choose the object type for the criteria from the Type drop-down list as Journal (by Object N) for the Operator field
And.

8. Select afield to query from the Field drop-down list.

9. Click Save and Close to save the Query.

0. Glck

10. Click Save and Close to save the Report.

next to Report query: field to select the Query.
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Figure 95: Data Views-Report Editor
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11. Navigate to Data Views-Report dynamic view. Expand the ITV2 User object. Refer Figure 96 on Page 191.

12. Right-click the Personnel row and select Run on Server from the context menu.

NOTE Ensure that the CrossFire Report Server service is running on the server.
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13.
14.

Figure 96: Data Views-Reportdynamic view
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Query - Report 'Personnel’ has been started on Server dialog box opens. Refer Figure 97 on Page 191.

Expand the ITV2 User tab—Personnel tab, right-click on the Personnel row and select View in current tab from the

context menu.
Report will be displayed.

Figure 97: Query- Report'Personnel' on Server
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Operator Privilege Permissions

If the operator has the Privilege (ViewEncryptedText) assigned in the CeCURE 9000 Administration Workstation, then the
operator will have the rights to access the encrypted code/key in ITv2 User (refer Figure 98 on Page 192) and in ITv2 Panel
(refer Figure 99 on Page 193).

When the ViewEncryptedText check-box is enabled, users can view the encrypted data by clicking the eye icon inthe

ITv2 Panel and ITv2 User editor. And if the check-box is disabled, the eye icon remains invisible.

Below figure provides the detailed information on access permissions with respect to encrypted code in ITv2 User.

Figure 98: Privilege Permission for ITv2 User
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Below figure provides the detailed information on access permissions with respect to encrypted code/key in ITv2 Panel.
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Figure 99: Privilege Permission for ITv2 Panel
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NOTE Once the access is granted, it is required for the operator to log out and log in again. This step helps to refresh
the system and apply any newly assigned permissions or configurations.

For more information about Operator and Privilege authentication, refer to the Operators and Privilege chapter of the C.CURE
9000 Software Configuration Guide.
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Alarm Filter

ITV 2 Al B e L 195
Alarm Filter- Filter Configuration Tab ... . 202
Alarm Filter- Filter Assignment Tab 204
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ITv2 Alarm Filter

The Alarm Filter is used to filter certain group of alarms for assigned panels.

The Alarm Filter is used to filter certain group of alarms for assigned panels. Refer Figure 100 on Page 196 for the Alarm Filter
Editor.

The Filter categories listed under the Alarms section of Filter Configuration Tab are the available Alarm/Event filters list for
the ITv2 Panel.

When you select one or more Alarms/Events listed under the Alarms section of Filter Configuration Tab and click Add, then
the selected Alarms/Events are moved to the Configured Alarms section of Filter Configuration Tab.

When you enable the check boxes Send To Monitoring Station and Send to Journal under the Options section of Filter
Configuration Tab, then the filter applied sends the Alarms /Events notification to the Monitoring Station and the Journal for
both the Alarms/Event filter categories listed Alarms section and Configured Alarms section of Filter Configuration Tab.

When you disable the check boxes Send To Monitoring Station and Send to Journal under the Options section of Filter
Configuration Tab, then the filter applied does not send the Alarms /Events notification to Monitoring Station and Journal for
the Alarms/Event filter categories listed under Configured Alarms section of Filter Configuration Tab, thereby filters the
Alarms/Events of the ITv2 panel in sending it to the Monitoring station and the Journal.

For more information, see the following:
» Alarm Filter- Filter Configuration Tab on Page 202
+ Alarm Filter- Filter Assignment Tab on Page 204
» Alarm Filter Tasks on Page 196
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Figure 100: Alarm Filter editor
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Alarm Filter Tasks

This section describes the tasks performed in the Alarm Filter:
» Configuring the Alarm Filter on Page 196
* Accessing the Alarm Filter on Page 200
« Editing the Alarm Filter Configuration on Page 200

Configuring the Alarm Filter

Configuring the ITv2 Alarm Filter

1. Inthe Navigation pane of the Administration Workstation, click Hardware to open the Hardware Pane.

2. Right-click the CompanyName folder and select Alarm Filter.
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Figure 101: Accessing the Alarm Filter
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3. Select New. The Alarm Filter editor appears.
4. Inthe Alarm Filter editor enter the following information.
*+ Name
* Description
5. Select the Enabled check box to enable the Alarm Filter.
6. If required, select the following in the Option section:
« Send to Monitoring Station, if you want to send the alarm message to the Monitoring Station.
+ Send to Journal, if you want to journal the message.
7. Select the Alarm from the Alarms field and Click E You can select multiple Alarms at a time.
8. The selected Alarms are added to the Alarm Filter.

9. Click Save and Close.
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Removing the Alarm Filter

1. Inthe Alarm Filter editor, click the Filter Configuration tab.

. Select the Alarm from the Configured Alarms field and Click  Remave |

2
3. The selected Alarms are removed from the Configured Alarms list and appears in the Alarms list.
4

. Click Save and Close .

Reset the Alarm Filter

1. Inthe Alarm Filter editor, click the Filter Configuration tab.

2. Click Fesst . The Alarms are reset to the default settings.

3. Click Save and Close.

Assigning Panel to the ITv2 Alarm Filter

To Assign the ITv2 Alarm Filter to the Panel
1. Right-click the Alarm Filter and select Edit.
2. Inthe Alarm Filter Editor, Select Filer Assignment Tab.
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Figure 102: Alarm Filter Editor
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Click Save and Close to save and exit.

Removing the Panel from the Alarm Filter

.|
To Remove Panel

1.

2
3.
4

In the Alarm Filter editor, click the Filter Assignment tab.

Select the Panel from the Assigned field and Click Remave |,

The selected Panels are removed from the Assigned list.

Click Save and Close to save and exit.

Reset the Alarm Filter

.|
To Reset the Alarm Filter

1.

In the Alarm Filter editor, click the Filter Assignment tab.
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2. Click [ PReset |,

3. The Panels are reset to the default settings.

4. Click Save and Close to save and exit.

Accessing the Alarm Filter

1.

2. Inthe CompanyName folder Tree, expand the Alarm Filters folder.

3. Right-click the Alarm Filter that you want to access and select Edit.

Figure 103: Accessing Alarm Filter

Hardware “

. = | Alaren Filter ~ B - |
Hardware Tree | Search
2 Digital Certi Al
= Company
¢ = AlarmFi
BT

B Edi
f ITV2 |5

F Ne
et property
© 8 Ne? )
=ud

0% Export selecton...
.

Delete

Add to group

Fing im Audi Liog

Find in Joumal...
— T AT

4. The Alarm Filter editor appears.

Editing the Alarm Filter Configuration

1. Inthe Navigation pane of the Administration Workstation, click Hardware to open the Hardware Pane.

2. Inthe CompanyName folder Tree, expand the Alarm Filters folder.

3. Right-click the Alarm Filter that you want to access and select Edit.

Figure 104: Accessing AlarmFilter
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4. Inthe Alarm Filter - Configuration Tab, modify the required information:
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Field/Button

Table 38: Alarm Filter - Filter Configuration Tab Definitions

Description

Send To Monitoring
Station

Select the check box if you choose to send the alarm message to the Monitoring
Station, if the alarm exists.

Send to Journal

Select the check box if you choose to journal the alarm message, if the alarm exists.

Alarms

Available alarm listin ITv2 .

Configured Alarms

Lists the configured alarms.

Add

Used to add the Alarm.

Select the Alarm from the Alarms list and click Add. The selected Alarm is configured to
the alarm filter.

Remove

Used to remove the configured Alarm
Select the Alarm from the Configured Alarms section and click Remove.

The selected Alarm is removed from the Configured Alarms listand appearsin the
Alarms list.

Reset

Click this button to reset the Alarms.

5. Inthe Alarm Filter-Filter Assignment tab modify the required information.

6. Click Save and close.

Deleting the Alarm Filter Configuration

To Delete the Alarm Filter Configuration

1. Inthe Navigation pane of the Administration workstation, click Hardware to open the Hardware Pane.

In the CompanyName folder Tree, expand the AlarmFilters folder.

Right-click the Alarm Filter that you want to access and select Delete.

2
3
4. A Confirmation message is displayed. Enter Yes to delete or No to cancel.
5

The Alarm Filter is deleted from the AlarmFilter folder.
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Alarm Filter- Filter Configuration Tab

The Alarm Filter - Filter Configuration tab is used to configure the Alarm Filter.

Figure 105: Alarm Filter — Filter Configuration Tab
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Alarm Filter - Filter Configuration Tab Definitions

This section describes the Alarm Filter - Filter Configuration Tab fields and buttons.

Field/Button

Table 39: Alarm Filter - Filter Configuration Tab Definitions

Description

Send To Monitoring
Station

Select the check box if you choose to send the alarm message to the monitoring station.

Send to Journal

Select the check box if you choose to journal the alarm message.

Alarms

Available alarm listin ITv2.

Configured Alarms

Lists the configured alarms.

Add

Used to add the Alarm.

Select the Alarm from the Alarms list and click Add. The selected Alarm is configured to
the alarm filter.

Remove

Used to remove the configured Alarm
Select the Alarm from the Configured Alarms section and click Remove.

The selected Alarm is removed from the Configured Alarms listand appearsin the
Alarms list.

Reset

Click this button to reset the Alarms.
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Alarm Filter- Filter Assignment Tab

The Alarm Filter - Filter Assignment tab is used to assign the panel to the Alarm Filter.

Figure 106: Alarm Filter — Filter Assignment Tab
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Alarm Filter - Filter Assignment Tab Definitions

This section describes the Alarm Filter - Filter Assignment Tab fields and buttons.

Table 40: Alarm Filter - Filter Assignment Tab Definitions

Field/Button Description
Assigned Lists the assigned Panels.
Add Used to add a Panel.
Select a Panel from the Unassigned list and click Add.
The selected Panelis assigned to the alarm filter. A panel can only be assigned to only one
Alarm Filter.
Remove Used to remove the assigned Panel.
Selecta panelfrom the Assigned section and click Remove.
The selected panelis removed from the Assigned list.
Reset Click this button to reset the panel.

Alarm Grouping by Filter

Alarm filter grouping categorizes the alarms into groups.

Table 41: Alarm Filter - Alarm Grouping by Filter

Alarm Group Alarm Filter
Priority Alarm Alarm
Fault
Zone Status
Open Close Events Open Close
Bypass Events Bypass
Tamper Events Tamper

Partition Status

Priority Alarm

Arm/Disarm Notification

Alarm in Memory

Miscellaneous Alarms

Trouble Status

Ready

Entry Delay and Exit Delay

Panel Status

Maintenance Events

Device Low Battery

Panel Trouble

Module Events

Module Trouble

Wireless/Keypad Fault

Panel Events

Log Only Events
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ITv2 Events and Action
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Events

An event is a software definition that you can create using CCURE 9000 dialog boxes and options. Anything that C.CURE
9000 can monitor can be used to generate an event, and the event can trigger any action. You can link an event directly to a
single action or you can link it to multiple events and actions. In the C<CURE 9000 ITv2 Integration you can use an event to
trigger event actions.

Configuring an Event

1. Click the Configuration pane of the Administration Workstation and select Event.
2. Click New. A New Event window appears.

3. Entera Name and Description and then select Enabled, Armed.

4. Onthe Acknowledgment tab, select an option.
5

Click Save and Close.

For more information, see the following:

m [Tv2 Actions and Target Objects on Page 209
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ITv2 Actions and Target Objects

An action is a series of tasks, or a single task, that's executed when an event occurs. The target object is an object on which
the action is to be taken when an event occurs.

Table 42 on Page 209 provides descriptions of the Action and its Target Object respectively available:

Table 42: Actionsand Target Object

Action Target Object Explanation

ITv2 Output Active Action ITv2 Output Action will be triggered to activate the output.

ITv2 Output Inactive Action ITv2 Output Action will be triggered to deactivate the output.

ITv2 Panel Synchronization ITv2 Panel Action will be triggered to synchronize the Panel with C-CURE 9000.
ITv2 Partition Away Arm ITv2 Partition Action will be triggered to arm the Partition.

ITv2 Partition Disarm ITv2 Partition Action will be triggered to disarm the Partition.

ITv2 Partition Stay Arm ITv2 Partition Action will be triggered to arm the Partition

ITv2 Zone Bypass ITv2 Zone Action will be triggered to bypass the zone.

ITv2 Zone Reset ITv2 Zone Action will be triggered to reset the bypassed zone.

ITv2 Open Virtual Zone Action ITv2 Virtual Zone Action will be triggered to violate the closed loop of the virtual zone
ITv2 Close Virtual Zone Action ITv2 Virtual Zone Action will be triggered to restore the open loop of the virtual zone.

Configuring ITv2 Actions for the Event

1. Click the Configuration pane of the Administration Workstation and select Event.

Click E3 ~ . All configured Events appear.

Right-click an Event and select Edit.

2
3
4. Inthe Event dialog box, select Action tab and then click Add.
5

Select the required Actions from the drop-down list, as shown in Figure 107 on Page 210.

ITv2 Integration for C.CURE 9000 - User Guide

209




L4 Event - ITVZ Fone Bypass Event

.d 5ave and Close E:J'Sa'.ru and Mew [ Create Copy

. Descnpbon

General  Acknowledgement Owverdue  Messages

Enabled

[] Maintenance Mode

== add =, Remove

b
|ITV2 Output Active Action
ITV2 Dutput Inactive Action
ITVZ Panel Synchronization
ITV2 Partrbion Awvay Arm
ITVZ Partition Disarm
ITVZ Partrtion Stay Arm

ITVZ2 Zone Bypass
ITVZ Zone Reset

IT

Action

ITVZ2 Actrvate VirualZone Acbon

/2 Virtual Zone

Figure 107: ITv2 Action List

Name: |ITV2 Zone Bypass Event

ACON  Mssess Configuration  Predefined Log Messages  Groups  User Dief| 4

Detmls Resettable

O

6. When you select ITv2 action in the Action drop-down list, the related field and pane appear.
Table 43 on Page 210 describes the related field and pane in the Action tab.

Table 43: ITv2-Action Tab

Synchronization

Action Field Description

ITv2 Output Active ITv2 Output [I]

Action Click to open the ITv2 Output list. Select a Output for this action.
ITv2 Output Inactive ITv2 Output Click E] to open the ITv2 Output list. Select a Output for this action.
Action

ITv2 Panel ITv2 Panel

Click [I] to open the ITv2 Panellist. Select a Panel for this action.
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ITv2 - Action Tab (continued)

Action Field Description

ITv2 Partition Away ITv2 Partition Click [I] to open the ITv2 Partition list. Select a Partition for this action.
Arm

ITv2 Partition Disarm ITv2 Partition Click E]to open the ITv2 Partition list. Select a Partition for this action.
ITv2 Partition Stay ITv2 Partition Click E] to open the ITv2 Partition list. Select a Partition for this action.
Arm

ITv2 Zone Bypass ITv2 Zone Click ’I] to open the ITv2 Zone list. Select a Zone for this action.

ITv2 Zone Reset ITv2 Zone

Click [I] toopen the ITv2 Zone list. Select a Zone for this action.

ITv2 Open Virtual
Zone Action

ITv2 VirtualZone

Click [I] to open the ITv2 Virtual Zone list. Select a Virtual Zone for this action.

ITv2 Close Virtual
Zone Action

ITv2 Virtual Zone

Click [I] to open the ITv2 Virtual Zone list. Select a Virtual Zone for this action.

7. Click Save and Close.
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Troubleshooting
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Troubleshooting

This section provides troubleshooting information for issues that may occur in the ITv2 Integration.

Problem:

Sometimes the installation may fail if the CrossFire service does not stop on time and throws a time out error.

Solution:

Ensure that you have completed the following steps:

» Check if the CrossFire service is stopped from services panel in case of installation failure. Refer to Figure 108 on

Page 213.
» Wait till the CrossFire service is stopped and then trigger the installation again. This will work fine as the service is
stopped already.
Figure 108: CrossFire Services
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Problem:

The Panel does not come online and cannot establish connection:

Solution

» Check the physical connection between the panel and the server:

— Inthe command prompt, type ping <IP address> and verify the connection. In this instance, <IP address>
is the IP address of the Panel configured in the section [851]-[001] and/or [851]-[992]. For example: ping 191.20.4.5

— Use netstat to check if the connection is established with the alarm port.
— Ensure no other application, such as DLS, is connected to the Panel.

» Verify if the CrossFire Service, server and ITv2 driver are up and running.
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» Verify if Panel Account Number, Alarm Port, Master Code, Installer Code, Encryption Key, and Host IP address
is provided correctly.

» Verify the configuration in the DSC Neo or Pro Panel hardware . See Configuring DSC Neo and Pro Panel Hardware
using Keypad .
Problem:

The synchronization has stopped or failed:

Solution

» Check the physical connection between the panel and the server:

— Inthe command prompt, type ping <IP address> and verify the connection. In this instance, <IP address>
is the IP address of the Panel configured in the section [851]-[001] and/or [851]-[992]. For example: ping 191.20.4.5

— Use netstat to check if the connection is established with the alarm port.

— Ensure no other application, such as DLS, is connected to the Panel.

Verify if the ITv2 driver and the server is up and running.

Verify if the alternate communication is enabled in the Neo Panel or disabled in the Pro panel.
» Verify using the section number 382 and option 5 and Section 401 and option 7.

» Verify if any faulty hardware is connected to the Panel.

Problem:

You are unable to Bypass a Zone:

Solution

Check if the Bypass attribute is enabled in the ITv2 Zone - Attribute Tab.

Problem:
The exported .csv file does not have any required data:

When you export the data using the Selection Export option, the .csv file does not have any required data.

Solution

It is recommended to use .xml format to export the data.

Problem:

User exists in Panel but cannot be viewed from C+CURE client after synchronizing from Panel:

Solution:

Ensure the length of the Personnel PIN in C<CURE and user master code in the Panel is equal.

Problem:

Personnel PIN in C<CURE and user master code in panel are different for the same user.
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Solution:

The PIN master code mismatch occurs if you change the PIN length or the user master code length of a Panel or CeCURE that
is inuse. C*CURE adds 2-4 zeros on the left side of the 4 digit PIN and Panel adds 2-4 digits on the right side of the master
code. This creates a mismatch.

To prevent the mismatch, either synchronize to the Panel or synchronize from the Panel based on the correct PIN requirement.
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