Software House

C-CURE 9000
Schindler Elevator Integration
User Guide

March 2026 Document Number: A1638371M7
Revision: B

www.swhouse.com

Johnson ﬂ))j:

Controls



C+CURE and Software House are registered trademarks of Johnson Controls.

The trademarks, logos, and service marks displayed on this document are registered in the United States [or other
countries]. Any misuse of the trademarks is strictly prohibited and Johnson Controls will aggressively enforce its
intellectual property rights to the fullest extent of the law, including pursuit of criminal prosecution wherever necessary. All
trademarks not owned by Johnson Controls are the property of their respective owners, and are used with permission or
allowed under applicable laws.

Product offerings and specifications are subject to change without notice. Actual products may vary from photos. Not all
products include all features. Availability varies by region; contact your regional sales manager.

Document Number: A1638371M7
Version Number: 3.10

Revision Number: B

Release Date: March 2026

This manual is proprietary information of Software House. Unauthorized reproduction of any portion of this manual is
prohibited. The material in this manual is for information purposes only. It is subject to change without notice. Software

House assumes no responsibility for incorrect information this manual may contain.

© 2026 Johnson Controls.
All rights reserved.

C+CURE 9000 Schindler Elevator System Integration Guide 2



Table of Contents

Preface 6
Finding More INfOrmation ... L 7
Software dOWNIOAAS ... .. ..ot 7
CONVENtIONS . .. 8
Software House Customer Support Center .. il 9
Chapter 1 - Introduction 10
OV IV W .. e 11
FEatUNES . 12
AT OO U 14
Chapter 2 - Installation 15
Installation OVerVieW il 16
Before YOU Begin ... ..o 17
INStallatioN .. 18
Downloading the Schindler Elevator Integration ... ... ... .. e 18
RuNNning the Setup Program . 18
Starting the Server SemVviCes .. 23
Schindler Configuration File .. il 24
Uninstalling the Schindler Elevator Integration ... L 26
Chapter 3 - Cloud Connectivity and Support 27
Cloud connectivity and support for Schindler elevator driver .. ... 28
ENVIrONmMENt PrereqUISItES . ... 28
Arwall ProVISIONING ..o 28
Overlay & underlay Nnetwork SetUD ... ... 28
Schindler environment for Cloud SUP PO . . 28
Guidance and support (for Airwall provisioning and network configuration) ... ... .. . ... 29
Chapter 4 - Schindler Elevator System Configuration 30
Configuration Sequence OVervieW .. 31
The Following use cases are associated with the configuration of Pure Wiegand and Generic Wiegand card formats in
C-CURE 9000 - 26 bit, 34 bit, and 64 bit: ... . 32
Use Case 1: Configuration of Pure Wiegand and Generic Wiegand Card Formats in C.CURE 9000 -26 bit ................ 32
Use Case 2: Configuration of Pure Wiegand and Generic Wiegand Card Formats in C.CURE 9000 -34 bit _............... 36
Use Case 3: Configuration of Pure Wiegand Card Formats in C:.CURE 9000 - 64 bit .. _ .. .. .. .. .. . . . . . ..... 39
Accessing the Schindler Elevator System Editor Dialog BOX . .. ... L 49
Schindler Elevator System Editor Dialog BoOX ... ... o 50
Features - Old Protocol and New Protocol in Schindler Elevator System _ .. .. ... ... 52
Schindler Elevator System Editor Dialog Box Definitions .. ... ... iiiil. 54
Schindler Elevator System Editor TasKs . .. ... 55
Schindler Elevator System Editor Tabs .. ... 58

C+CURE 9000 Schindler Elevator System Integration Guide 3



THGAErs Tab il 59

Triggers Tab DefiNitiONS . 61
Triggers Tab Tasks ... 61
Profile Name Tab 63
Schindler Elevator System - Profile Name mapping to the Personnel Clearance ... .. ... .. .. . . 65
Profile Name Tab DefinitioNs .. . 69
Profile Name Tab TasKs ... il 69
Credentials Tab | il 71
Credentials Tab DefinitioNs . . 73

P OR T I00KUP Tab L 76
PORT lookup Tab Definitions ... . 77
PORT I00KUD Tab TasKS ... e e e e e e e e 78

S atUS TaD il 80
Status Tab DesCriPtiONS . ... 81
State Images Tab ... il 82
State Images Tab Tasks ... . 83
Maintenance MOde ... 84
Chapter 5 - Schindler Terminal ID Configuration 86
Accessing the Schindler Terminal ID Dialog BoX ... ... 87
Schindler Terminal ID Dialog BoOX ... il 88
Call TY PSS . 88
Schindler Terminal ID Dialog Box Definitions . . .. ... 91
Schindler Terminal ID Dialog BoX Tasks . .. ... L 92
Chapter 6 - Schindler Zone Matrix 94
OV IV W 95
Zone Matrix (User Level FIoor ACCEeSS) _ ... i 96
Zone Matrix (User Level Floor Access) Dialog BOX . . ..o oo 97
Unrestricted Zone Matrix (Building Level Floor ACCEeSS) ... .. . 100
Unrestricted Zone Matrix (Building Level Floor Access) Dialog BOX . ... ... ... .. 101
Unrestricted Zone Matrix (Building Level Floor Access) Definitions ... .. . 104
Chapter 7 - Schindler Personnel Configuration 106
Personnel SyNChroNiZatioNn . ... 107
PrOgIESS Bar 107
Accessing Personnel Synchronization ACtioNn ... .. 108
Chapter 8 - Emergency Recall 110
EmergencCy ReCall . ... 111
Adding Emergency Recall ON/OFF teXt: ...l 111
Activating Emergency Recall ON: 111
Activating Emergency Recall OF F: . 111
Accessing Emergency Recall from Elevator System Edit option: .. ... ... ... 112
Chapter 9 - Monitoring Schindler Elevator Activity 113
C+CURE 9000 Monitoring Station ACtiVity VieWer .. ... .. e 114
LiIVe REPOIING . o e e 114
Chapter 10 - Journal and Audit Messages 116
Journal and Audit LOg MeSSages ... ... oo 117
Locating Schindler Objects inthe Journal .. ... 118

C+CURE 9000 Schindler Elevator System Integration Guide 4



Locating Schindler Audit Log ENtries ... L 120

Chapter 11 - Troubleshooting 121
TrOUDIES OO NG . . L 122
Synchronization Of Personnel . 122

Live Reporting Port and Call Type Portis not Online .. .. e e e 122
Personnel SynChronization .. 125
Appendix A - Third Party Copyright and Trademarks 126
Microsoft Limited Public License Information . . ... 127
MICROSOFT LIMITED PUBLIC LICENSE version 1.0 e 127
Appendix B - Schindler Elevator FAQ 128
Schindler Elevator Frequently Asked Questions (FAQ) . ... ... 129
Index 133

C+CURE 9000 Schindler Elevator System Integration Guide 5



Preface

The C-CURE 9000 Schindler Elevator System Integration Guide is for new and experienced security system users who want
to learn to use this product for the C-.CURE 9000 Security Management System.

In this preface

Finding More Information ... .. 7
CONVENTIONS . 8
Software House Customer Support Center ... 9
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Preface

Finding More Information

Software House Support Portal

The Software House Support Portal provides software downloads, knowledge-based articles, technical documents, and tips to
install and use Software House products. Qualified integrators can register to access the Software House Support Portal at:
https://support.swhouse.com/#/register. The email address that you use to register to the portal must be the same one you
used for the certification course. If the request is approved, logon credentials are emailed 24 to 48 hours after the request is
received.

User guides

User guides are available on the Software House website and on the Software House Support Portal.

B On the Software House website, navigate to the C*CURE 9000 section, and click the Documents tab. You must sign in to
access the full range of documentation: https://www.swhouse.com/Products/software_ CCURE9000/

B On the Software House Support Portal, log on, and then navigate to the Cc.CURE 9000 documentation section:
https://support.swhouse.com/#/product/c-cure-9000/documentation

NOTE:

Download user guides to C*CURE 9000 server machines, client machines, or both, where required.

Software downloads

Updated software is available on the Downloads page of the Software House Support Portal:

https://support.swhouse.com/#/software-downloads

NOTE:

To access software downloads, you must log on to the Software House Support Portal.
Online Help

You can access C*CURE 9000 Help by pressing F1 or selecting Help from the menu bar in the Administration/Monitoring
Station applications.

C+CURE 9000 Schindler Elevator System Integration Guide 7
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Preface

Conventions

This manual uses the following text formats and symbols.

Convention Meaning
Bold This font indicates screen elements, and also indicates when you should take a direct action in a procedure.
Bold font describes one of the following items:
* Acommand or character to type, or
+ Abutton or option on the screen to press, or
* Akeyonthe keyboard to press
» Ascreen elementor name
blue color text Indicates a hyperlink to a URL, or a cross-reference to a figure, table, or section in this guide.
Regular italic font Indicates a new term.
<text> Indicates a variable.

The following items are used to indicate important information.

NOTE

TIP

&
©
&

Indicates a note. Notes call attention to any item of information that may be of special importance.

Indicates an alternate method of performing a task.

Indicates a caution. A caution contains information essential to avoid damage to the system. A caution can
pertain to hardware or software.

Indicates a warning. A warning contains information that advises users that failure to avoid a specific action
could result in physical harm to the user or to the hardware.

Indicates a danger. A danger contains information that users must know to avoid death or serious injury.

C+CURE 9000 Schindler Elevator System Integration Guide




Preface

Software House Customer Support Center

Telephone Technical Support

During the period of the Agreement, the following guidelines apply:

B Software House accepts service calls only from employees of the Systems Integrator of Record for the installation

associated with the support inquiry.

Before Calling

Ensure that you:

B Are the Dealer of record for this account.

B Are certified by Software House for this product.

B Have a valid license and current Software Support Agreement (SSA) for the system.

B Have your system serial number available.

B Have your certification number available.

Hours

Normal Support Hours

Monday through Friday, 8:00 a.m. to 8:00 p.m., EST. Except holidays.

Emergency Support Hours

24 hours/day, seven days a week, 365 days/year.
Requires Enhanced SSA “7 x 24” Standby Telephone Support
(emergency) provided to Certified Technicians.

For all other customers, billable on time and materials basis.
Minimum charges apply - See MSRP.

Note: For telephone support contact numbers for all regions, refer to either of the following pages:

B On the Software House website, go to https://www.swhouse.com/Support/Contact_Technical_Support

B On the Software House Support Portal, go to https://support.swhouse.com/#/contact

C+CURE 9000 Schindler Elevator System Integration Guide
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Introduction
This chapter describes the Schindler Elevator System integration with C<CURE 9000.
In this chapter:
OV IV W . 11
A UNES L 12
AT O C UNE 14
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Chapter 1 - Introduction

Overview

The Schindler Elevator System integration with CeCURE 9000 supports Synchronization of Personnel data created in
C+CURE 9000, Unrestricted Zone matrix (Building Level Floor Access), Zone matrix (User level floor access), and Reports
actual activity of Elevator Passenger. The Schindler Elevator System integration also transfers Personnel data when a person
swipes the card at any Software House reader, checks if this person belongs to any call type group and sends appropriate
command to Schindler system.

C+CURE 9000 Schindler Elevator System Integration Guide 11



Chapter 1 - Introduction

Features

The Schindler Elevator System integration with the C*CURE 9000 offers the following features:
B Supports Synchronization of Personnel data created in C<CURE 9000.

NOTE After the changes are made in card formats, Synchronization of Personnel is mandatory.

B Supports a maximum of 64 Company Names.

NOTE Partitions in C*.CURE 9000 are mapped to Company Names in Schindler.

B Supports the following Call Types:
e CallbyID
» Call by Profile
« Direct Call
B Supports mapping of the Personnel Group to the Call Types.
Bl Displays the elevator activity of Personnel in the Journal Log.
B Supports the C<CURE 9000 event configuration based on elevator communication status.
B Supports Remote monitoring using the C<CURE 9000 Monitoring Station.
B Trigger configurations used to activate C*CURE 9000 events are based on Schindler server communication status.
B Supports 16 digit decimal card format IIFFFFCCCCCCCCCC and CCCCCCCccCccccceccecece.
B Supports Pure and Generic Weigand card format up-to 64 bit.

Validated the card formats of 26-bit, 34-bit JCI, 35-bit, 37-bit, and 48-bit on test environment. Also validated the
additional following card formats for this version of release.

NOTE
« Card format 34-bit with the option Must Always use Reverse Swipe for Pure Weigand & Generic
Weigand
« Card format 64-bit with the option Read as Normal Swipe (Pure Weigand)
« Card format 64-bit Card Only with the option Read as Normal Swipe (Pure Weigand)

B Supports Zone matrix (User level floor access).

B Supports Unrestricted Zone Matrix (Building level floor access).

B Supports Reporting of actual activity of Elevator Passenger.

W Supports Fresh Installation\Uninstallation.

B Supports Zone floor mapping.

B Support for card number inclusion during synchronization with card numbers having future activation dates.
B Support for redundant Live reporting and Call Type ports.

B Supports Emergency Recall (on/off) with manual action support.

M Supports Personnel Additional Fields.

B Supports Personnel Synchronization Options.

C+CURE 9000 Schindler Elevator System Integration Guide 12



Chapter 1 - Introduction

B Supports TLS 1.2 for security.

B Supports Bank Name, Company Name and Floor transition details in Live reporting Journaling and Monitoring Station.

NOTE Company Name mapped to the following fields are supported.
« Personnel Custom Text field
« Partition Name field

« Personnel Type field

B Supports the following Personnel Additional Fields in Schindler Elevator System-Credential tab:
* Company Name
* Home Floor

B Supports card format with the Reverse Swipe (Pure Weigand & Generic Weigand).

C+CURE 9000 Schindler Elevator System Integration Guide
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Architecture

The architecture of the Schindler Elevator Integration shows how the CcCURE 9000 security system interacts with the
Schindler PORT technology.

Figure 1: C<CURE 9000 Schindler Elevator Integration Architecture
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Installation

This chapter provides the pre-installation requirements, the Schindler Elevator integration procedure, and the uninstallation

steps.

In this chapter

INStallation OV eIV IEW 16
BefOre YOU Begin 17
NS Al At ON 18
Starting the Server ServiCes . . 23
Schindler Configuration File . il 24
Uninstalling the Schindler Elevator Integration .. .. 26
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Chapter 2 - Installation

Installation Overview

The C-CURE 9000 software must be installed before the Schindler Elevator integration software is installed. For information
on installing CeCURE 9000, see the C-CURE 9000 Installation and Upgrade Guide.

Similar to the C.CURE 9000 system, the Schindler Elevator Integration has client and server components. You must install
the client components on every computer that runs C<CURE 9000 client applications, and you must install the server
components on the C<CURE 9000 server computer. The Schindler Elevator Integration has the same hardware, software, and
disk space requirements as C*CURE 9000; if the target computer meets the requirements for the C<CURE 9000, then it meets
the Schindler Elevator Integration requirements.

The installation wizard prompts you to install the Schindler Elevator Integration software. You must perform the basic
installation process on each computer in your Ce.CURE 9000 security system. Be sure to close all C.CURE 9000 and virus--
checking applications on client workstations before performing the installation.

Table 1 on Page 16 provides an overview of the steps to install and register the Schindler Elevator System on each computer in
your C<CURE 9000 security system.

Table 1: Installation Tasks Overview
[ ]

Task See...
1. Install C-CURE 9000, if not already installed. C-CURE 9000 Installation and
Upgrade Guide

2. Close any open applications and disable virus-checking software.

3. Perform the Pre-installation steps. Before You Begin on Page 17
4. Installthe Schindler Elevator System Integration software. Installation on Page 18
5. Verify the license for the Schindler Elevator System integration software by C-CURE 9000 Installation and
running the Li Upgrade Guide
g the License program on your server.
6. Startthe C:CURE 9000 server services and the Schindler Elevator Driver Starting the Server Services on
Service. Page 23

Table 2 on Page 16 provides the installation information on a MAS (Master Application Server) and SAS (Satellite Application
Server) environment.

Table 2: Installation on a MAS/SAS
-]

Installationon a .... Installs...

MAS (Master Application Server) Nothing is installed.

Installation on a MAS is not supported.

MAS remote client and any other client systems * Onlythe Schindler Elevator System client objects are installed.

* No server or database objects are installed.

SAS (Satellite Application Server) All Schindler Elevator System components and the database are installed.

SAS remote client and any other client system * Onlythe Schindler Elevator System client objects are installed.

» No server or database objects are installed.

C+CURE 9000 Schindler Elevator System Integration Guide 16



Chapter 2 - Installation

Before You Begin

Ensure the following before installation:

B If you are installing Schindler Elevator System Integration on a corporate network, be sure to coordinate with your
corporate network administrator.

B You must have the appropriate Window's permissions. You must be in the local Administrators group, or have equivalent
privileges. See the Microsoft Operating System documentation or your system administrator for more information.

You can stop the CrossFire services manually or during installation, however it is recommended to stop the
NOTE . . o . : : :
CrossFire services before initiating the installation of Schindler Elevator System Integration.

C+CURE 9000 Schindler Elevator System Integration Guide 17



Chapter 2 - Installation

Installation

You can install the C<CURE 9000 Schindler Elevator Integration on a local computer or a shared drive over a network.

Downloading the Schindler Elevator Integration

I
Downloading the Schindler Elevator Integration

1. Log into the Server or Client with Administration privileges.

Navigate to www.support.swhouse.com.

2
3. Select Integrations and then select Software Download.
4

Download the Schindler Integration software to a folder on your computer.

Running the Setup Program

Running the Installation Program

Before installing the Schindler Elevator Integration, follow the below steps:
1. Close the C<CURE 9000 Administration Station and Monitoring Station.

NOTE

2. Open the C<CURE 9000 Server Configuration Application and stop the following server services:
» CrossFire Framework Service
« CrossFire Server Component Framework Service

3. Close the C-CURE 9000 Server Configuration Application.

1. Navigate to the folder where you have downloaded the Schindler integration software.
Extract the Schindler integration files from the zip file that you have downloaded to a directory.

Navigate to the directory Elevator_Schindler_3.10.xx.x_SWH.

ER S

Select Schindler_Integration.exe .

The Schindler Integration Setup dialog box appears.
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Figure 2: Schindler Integration Setup Dialog Box
] ﬁ C-CURE 9000 - Schindler Integration Setup

(=

End User License Agreement (EULA)

IMPORTANT - READ THIS END-USER LICENSE AGREEMENT ("EULA")
CAREFULLY BEFORE OPENING THE DISK PACKAGE, DOWNLOADING THE -

[C11agree to the license terms and conditions

(%

5. Select the | agree to the license terms and conditions check box, and then select Install.
The Tyco CrossFire Service Alert dialog box displays.

The Tyco CrossFire Service Alert dialog box appears only for server installations running CrossFire service.

Figure 3: Tyco CrossFire Service Alert
ﬁ C-CURE 9000 - Schindler Integration Setup

(== =]
Ij ~— Pl Bl ol W alal r [ I 11 T i __I'
15 Tyco CrossFire Service Alert == =P

r-9 This program will shut down any Tyco CrossFire services that
S e .‘—Iﬂ- are running.

3

Please dick OK to continue, or Cancel to end the program.
Proc

oK ] [ Cancel

Cancel

6. Select OK to continue with the installation.
The Schindler Integration Setup Wizard displays.

C+CURE 9000 Schindler Elevator System Integration Guide
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Chapter 2 - Installation

Figure 4: Schindler Integration Setup

15 Schindier Integration Setup E=m i)

Welcome to the Schindler Integration Setup
Wizard

The Setup Wizard will install Schindler Integration on your
computer. Click Next to continue or Cancel to exit the Setup
Wizard.

<Back |[ Next> | [ cancel |

7. Select Next to install the Schindler Integration.

The Installation Options dialog box displays.

Figure 5: Installation Options

ﬁ&hmdler Integration Se 5 1 | .

["] redundant server installation using supported third party redundancy

Virtual server (glias) name: localhost

[ <Back |[ mext> | [ cancel |

8. If you choose to enable the driver for redundancy, select the Redundant server installation using supported third party
redundancy check box and enter the Virtual sever (alias) name.

9. Select Next to install the Schindler Integration.
The Ready to Install Schindler Integration dialog box displays.

C+CURE 9000 Schindler Elevator System Integration Guide 20



Chapter 2 - Installation

Figure 6: Readyto Install

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

| sgack [ mstel | [ Cencd |

10. Select Install to start the installation or select Back to modify the installation settings.

After a few minutes, the Completed the Schindler Integration Setup Wizard dialog box displays.

Figure 7: Completed the Schindler Integration Setup Wizard
ﬁ Schindler Integration Setup - X

Completed the Schindler Integration Setup
Wwizard

The Schindler Integration configuration process is completed

Start the Tyco CrossFire services
Show the Windows Installer log file

<ok Cancel

NOTE Check-box Start the Tyco CrossFire services is selected by default. If this check-box is not selected, then
the CrossFire services will not start automatically.

11. Select Finish to exit the Setup Wizard.
The Setup Successful dialog box displays.
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Figure 8: Setup Successful dialog box

75! C-CURE 9000 - Schindler Integration Setup (=] & IT

@ C-CURE 9000 - Schindler Integration

Setup Successful

Close

12. Select Close.

NOTE For the redundant environment, if you have not provided the Virtual sever (alias) name during installation or
want to modify the Virtual sever (alias) name after installation, do the following (It is recommended to take a
back up copy of the config file before you edit):

1. Gotothe folder.../Tyco/CrossFire/ServerComponents (if CcCURE is upgraded from previous version),
else go to the folder .../JCl/CrossFire/ServerComponents (if CcCURE is freshly installed in 3.10).

2. Openthe TSP.Enterprise.Elevator.Schindler.Server.SchindlerDriverService.exe.config file.

3. Scroll down to the client section and change the localhost in all the endpoints to the required Virtual sever
(alias) name except for the endpoint name="TraceViewerURI".
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Starting the Server Services

Before you can configure Schindler Elevator integration object, the CrossFire Framework Service, CrossFire Server
Component Framework Service, and the Schindler Elevator Driver Integration Service must be running.

I
Starting the Server Services

1.

From the Start Menu, select Start>All Programs>Software House>C+CURE 9000>Server Configuration.
The Server Configuration Application opens.

Select the Services tab.
If the Status is displayed as “Stopped” for the CrossFire Framework Service under Framework Services, select Start.

If the Status is displayed as “Stopped” for the CrossFire Server Component Framework Service under Framework
Services, select Start.

After the CrossFire Framework Service and CrossFire Server Component Service displays a status of “Running”, select
the Server Components tab.

If the Status is displayed as “Stopped” for the Schindler Driver Service in Extension Services, select in the Enabled
check box and then select Start.

When the status of the Schindler Driver Service changes to Running you can use the Schindler Elevator System
Integration software.

C+CURE 9000 Schindler Elevator System Integration Guide 23
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Schindler Configuration File

This section describes different parameters and their meaning that can be changed in the Schindler Elevator Configuration File.

Changes to the configuration file requires a driver restart.
NOTE < < -

The driver installation configuration file, TSP.Enterprise.Elevator.Schindler.Server.SchindlerDriverService.exe.Config,
is installed at the following locations:

B .../Tyco/CrossFire/ServerComponents (if CcCURE is upgraded from previous version).
M .../JCl/CrossFire/ServerComponents (if C*.CURE is freshly installed in 3.10).

| TSP.Enterprise.Elevator.Schindler.Server.SchindlerDriverService.exe - Notepad

File Edit Format View Help
k?xml version="1.0"2>
<configuration>
<appSettings>
<add key="LaunchDebugger"” value="0" />
<add key="ClientSettingsProvider.ServiceUri"” value="" />
<add key="NumberOfRetries"” wvalue="3" />
<add key="RetryTimeOutMilliseconds” value="5800" />
<add key="0ldTransactionsInSeconds” value="5" />
<add key="CallTypeHeartbeatIntervalinMiliseconds” value="120000" />
<add key="DataExchangeHeartbeatIntervalinMiliseconds" wvalue="1208000" />
<add key="UsePerformanceCounters” wvalue="0" />
<add key="PersonnelSynchronizeBatchCount™ wvalue="1" />
<add key="ConnectionTimeOut"” value="60000" />
</appSettings>

PersonnelSynchronizeBatchCount

This is the number of Schindler Elevator Systems that can synchronize at a time. Recommended value is 1.

RetryTimeOutMilliseconds

This parameter sets the timer for any command Retry Time Out.

OldTransactionsIinSeconds

This is the time taken by the Schindler Elevator for processing the card swipe message.

CallTypeHeartbeatIntervalinMiliseconds

This is the time interval for Call Type Heartbeat.

DataExchangeHeartbeatIntervalinMiliseconds

This is the time interval for Data Exchange Heartbeat.

UsePerformanceCounters

This parameter enables the performance counters for processing of card swipe messages.

C+CURE 9000 Schindler Elevator System Integration Guide 24
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ConnectionTimeOut

This is the time span of each connection before dropping.

C+CURE 9000 Schindler Elevator System Integration Guide
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Uninstalling the Schindler Elevator Integration

The Uninstall removes all software components that were installed on the computer by the Schindler Elevator integration
installation. Once the uninstall process completes, the computer will be in “clean” state.

This section describes how to uninstall the Schindler Elevator System integration from the Server computer and Client
computers of your security system. For additional operating systems, refer to your Microsoft Windows documentation for
instructions to access the Add and Remove programs.

/|> Uninstalling this integration does not automatically remove objects that were configured in C<CURE 9000.
) Before you proceed with this uninstall, you must manually remove the objects from C-CURE 9000 to avoid
potential issues with functions.

/|> Be advised that the Schindler Elevator integration will shut down and restart the Server Services. Therefore,
) the Schindler Elevator integration uninstall should be planned accordingly.

Uninstalling the Schindler Elevator System Integration

1. Close the C-CURE 9000 Administration Workstation and the Monitoring Station.

2. Openthe C-CURE 9000 Server Configuration Application, and stop the following server services:
« CrossFire Framework Service
« CrossFire Server Component Framework Service
« Schindler Driver Service

3. Close the C-CURE 9000 Server Configuration Application.

4. Close the C.CURE 9000 Administration Workstation, the Monitoring Station and the Ce.CURE 9000 Server Configuration
Application.

5. From the Windows Start menu, select Control Panel> Programs and Features.

6. Right-click the C.CURE 9000 - Schindler Elevator Integration and select Uninstall.
The Modify Setup dialog box opens.

7. Select Uninstall. The Drop Database dialog box opens.

8. Select Yes to delete the Schindler Integration database tables and select No to retain the Schindler Integration
database tables.

9. The Setup Successful dialog box appears. Click Close to exit the uninstall program.
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Chapter 3 - Cloud Connectivity and Support

Cloud Connectivity and Support

This chapter explains about requirements and setup guidelines for preparing, configuring Airwall hardware, overlay, and
underlay Networks.

In this chapter

Cloud connectivity and support for Schindler elevator driver . . ... ... L 28
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Cloud connectivity and support for Schindler elevator driver

Schindler elevator driver supports in cloud environment secured by Airwall zero-trust network policy.

Environment prerequisites
1. Preprovisioned Airwall hardware in conductor

All Airwall devices must be preprovisioned and visible in the Airwall Conductor before deployment. This ensures
that each device is correctly registered and ready for secure communication within the zero-trust network.

2. Overlay and underlay networks

Your environment must include properly configured underlay and overlay networks that support Airwall hardware
and all required C-CURE field devices, such as iSTAR controllers and elevator hardware.

* Underlay network: Provides the base connectivity within your WAN.

» Overlay network: Establishes a secure, encrypted communication path between on- premises devices and the
C+CURE cloud environment.

Airwall provisioning

In an Airwall secured zero-trust environment, communication between the CeCURE cloud machine and field devices (elevator
hardware, iISTAR controllers, etc.) requires that all Airwall hardware be properly preprovisioned and configured in conductor by
the Professional Services team.

Overlay & underlay network setup

Successful provisioning of Airwall hardware in conductor requires an appropriate underlay network within your WAN. This
forms the foundational routing and IP reachability required for Airwall devices to come online.

After device provisioning, you must use the overlay network to establish secure communication between the cloud and on-
premise devices. This overlay network enables encrypted, policy controlled traffic flow between all hardware and cloud
applications.

Schindler environment for cloud support

The Schindler setup for cloud environments can follow the same principles as the on-premises Schindler deployment.
However, it is strongly recommended to implement the overlay and underlay network configuration as directed by the
Professional Services team. For detailed guidance on network architecture and configuration, refer to the relevant C<CURE
documentation.

During cloud validation testing, the Schindler system demonstrated the ability to process and synchronize Personnel records
at an average rate of one record every 0.45 seconds. This performance was measured during bulk synchronization activities
over an Airwall-secured network.

Actual synchronization times may vary depending on factors such as network latency, routing conditions, and the specific
Airwall configuration between the Schindler ES and the cloud server. Such variability is intrinsic to cloud-based architectures
and should be taken into account during system planning and ongoing operations.
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Guidance and support (for Airwall provisioning and network configuration)

For Airwall provisioning enquiries, including device onboarding, Conductor configuration, Zero-Trust setup, and underlay or
overlay network design, contact the Professional Services or Support teams. These teams ensure that all Airwall
components and network layers are implemented securely and according to best practices, enabling reliable communication
between cloud services and on-premises field hardware.
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Schindler Elevator System Configuration

This chapter explains how to use the Schindler Elevator Editor to configure Schindler Elevator objects in CcCURE 9000.

In this chapter:

Configuration Sequence OVerVIEW ... ... .. 31
Accessing the Schindler Elevator System Editor Dialog BOX . . .. ... . L 49
Schindler Elevator System Editor Dialog BOX . ... ... 50
THGGEIS TaD 59
Profile Name Tab .. 63
Credentials Tab ... ... 71
POR T I00KUP Tab il 76
Status Tab .. 80
State IMages Tab .. .. 82
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Configuration Sequence Overview

This section provides the configuration sequences and where to find the configuration information.

Table 3: Schindler Elevator System Configuration Sequence

Order of Tasks See...

1. Create a Schindler Elevator System. Schindler Elevator System Editor Dialog Box General tab.

Schindler Elevator System Editor Dialog Box on Page 50.

2. View the status of the Schindler Elevator System. Perform one of the following:

* C-CURE 9000 Monitoring Station Activity Viewer.
C+CURE 9000 Monitoring Station Activity Viewer on
Page 114.

» Schindler Elevator System Editor Dialog Box Status
Tab.
Status Tab on Page 80.

3. (optional) Configure triggers to activate events. Schindler Elevator System Editor Dialog Box Triggers
Tab.

Triggers Tab on Page 59.

4. Create the Clearances. C+-CURE 9000 Clearance Editor.
For more information, see CCURE 9000 Personnel
Configuration Guide.

5. Configure a profile name and define a destination floor for the profile name. Schindler Elevator System Editor Dialog Box Profile Name
Tab.

Profile Name Tab on Page 63.

6. Create Personnelrecords. C+CURE 9000 Personnel Editor.
- The First Name and Last Name is mandatory while creating the Personnel records For more information, see C*CURE 9000 Personnel
in Schindler Elevator System. Configuration Guide.

- The Schindler system supports only a maximum of three credentials ID.

7. Add Clearances to personnel. C+CURE 9000 Personnel Editor.
For more information, see C-CURE 9000 Personnel
Configuration Guide.

8. Personnel Synchronization (Used to import the personnel records to the Schindler Schindler Elevator System Personnel Synchronization.

system).

. . » Personnel Synchronization on Page 107.
Note: Thisis a one time activity.

9. View the personnel synchronization status. Perform one of the following:

» C-CURE 9000 Monitoring Station Activity Viewer.
C+CURE 9000 Monitoring Station Activity Viewer on
Page 114.

» Schindler Elevator System Editor Dialog Box Status
Tab.
Status Tab on Page 80.
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Order of Tasks See...

10. Create Personnel Group. C+CURE 9000 Group Editor General Tab.

For more information, see CeCURE 9000 Personnel
Configuration Guide.

11. Assign the Personnel Group to a Call Type. Schindler Elevator System Schindler Terminal ID Dialog
Box.

Schindler Terminal ID Dialog Box on Page 88.

The Following use cases are associated with the configuration of Pure Wiegand and Generic Wie-
gand card formats in C*.CURE 9000 - 26 bit, 34 bit, and 64 bit:

Use Case 1: Configuration of Pure Wiegand and Generic Wiegand Card Formats in C.CURE 9000 -
26 bit

This section describes the configuration of Pure Wiegand and Generic Wiegand card formats in C<CURE 9000 - 26 bit.

Figure 9 on Page 33 and Figure 10 on Page 34 shows the example of card format with standard 26 bit Wiegand format.
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Figure 9: Card Format: Standard 26 bit Wiegand Format - General Tab

...... Card Format - Standard 26 bit Wiegand Format - Schindler

gﬁave and Close E Save and New

Name: |Standard 26 bit Wiegand Fommat - Schindler

Description: |Standard 26 bit Wiegand Format with 2 bit Parity = 8 FC « 16 CN

Format Fields

CHUID Format: |26 Bit FC +CN

() Magnetic

Data Length: IEI

Reverse Swipe Setting

(®) Read as Normal Swipe

(") Read as Duress

() Ignore Reverse Swipe (15C anly)
(T) Reverse Swipe is Not Allowed

() Must Always Use Reverse Swipe (iISTAR only)

(®) Wiegand / Proximity
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Figure 10: Card Format: Standard 26 bit Wiegand Format - Format Fields Tab
Card Format - Standard Wiegand 26 — *

E Save and Close E Save and Mew

Name: |Standard Wiegand 26

Description: |Standard Wiegand 26-bit format, includes 8-bit Card facility code and 16-bit card number. Must set Card A
facility code to required values.

Card Data Fields

*EAdd F.4 Remove
Start End )
Field Type Pasition Length Pasition Complement Encoding Values
3 Card facility code |2 g ] [l Binary ~ |1
Card Mumber ~ |10 16 25 [l Binary w

Parity Fields
*=Add F. Remove |
Type 1 2 3 4 5 [ 7 2 9 m 1 12 13 14 15 16 17
[ Even parity ~ P E E E E E E E E E E E E
Odd parity - o |0 |0 |0
€ >

After the 26-bit card format is created in C*CURE 9000, assign the 26-bit card format to the Schindler Elevator System to work
for the Personnel.

To Configure Pure Wiegand and/or Generic Wiegand Card Formats in Schindler Elevator System

1. Click Hardware tree and edit the Schindler Elevator System.

2. Navigate to Credentials tab and select Pure Wiegand and/or Generic Wiegand card format. Refer Figure 35 on Page 72.

Use Case 1.1: To Configure the 26 bit Card Number Only Card Format in Schindler Elevator System

1. Navigate to Profile Name tab, and assign the clearance and the 26-bit card format. Refer Figure 11 on Page 35.
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Figure 11: Card Formatand Profile Name Assignation - 26 Bit

Schindler Elevator System - Schinlder-Test — O %

E Save and Close

Name: |Schinlder-Test |

Description:

[] Maintenance Mode

General Triggers FProfle Name Credentisls PORTlookup Status State images

™3 Add =, Remove

2. Click Save and Close to save the configuration.
e

To Assign the Card Only [Default] CHUID Format to the Personnelin C.CURE 9000
1. Refer Figure 12 on Page 36 to assign the Card Only [Default] CHUID Format to the Personnel in C<CURE 9000.

NOTE 26-bit card format remains active and work for Schindler Elevator system after assigning Card Only [Default]
CHUID Format to the Personnel.
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Figure 12: Card Only [Default] CHUID Format and Personnel Assignation

; Personnel - Personnel-3, Test

General Credentials (Clearances Customer Customer Edended Images

[ Save and Close [} Save and New [ Save | Current View: Default Personnel Edit View

Badging Custom Clearance Previous Doors Userdefined Relds Documents Personnel Triggers Web and Mobile

Add Card Access Add PIN Only Access P4 Remove Card  [¥] Validate CHUID Uniqueness Assign Temporary | 0 Lost and 0 Stolen Cards
Credential Id Card Number Access Type  CHUID Format Credertial Status
> Card Access | Card Only [Defaul]

General  Userdefined Fields

2. Click Save and Close to save the configurat

ion.

For more information refer to C.CURE 9000 User Guide - Card Format section.

NOTE

Standard Fields Card Status
Card Number: [47 o Activation: | 4/13/2022 504 AM o~ [ Lost
. [ Stolen
Facility Code: |0 Expiration: | 4/13/2027 5.04 AM @~ [ Disabled
Issue Code: |0 Badge Layout: - ¥ Disabled By Inactivity
) Expired
[ Temporary
Extended Felds
Agency Code .'0 Cardint1: [0
System Code [0 Cardint2: |0
Credential Series: [0 Cardint3: [0
Credential Issue 0 Cardint4: |0
HMAC: |0 CHUID: |00000000000000000047
PIN Credential Miscelaneous
Auto Generate Personnel Identifier: |0 Organizational Category: [0
PIN: Association Category: 0 Organizational ldentifier: 0 |

Use Case 2: Configuration of Pure Wiegand and Generic Wiegand Card Formats in Ce.CURE 9000 -

34 bit

Use Case 2.1: To Configure the 34 bit Card Number Only Card Format in Schindler Elevator System with

option Must Always Use Reverse Swipe (iISTAR only)

This section describes the configuration of 34 bit Pure Wiegand and Generic Wiegand card formats in CeCURE 9000 with

option Must Always Use Reverse Swipe (iSTA

R only).

1. Click the Card format and Keys option in the left side menu.

2. Select New to open the new template and to create the 34-bit card format.

3. Enterthe name and description in the Name and Description field respectively. Refer Figure 13 on Page 37.
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Figure 13: Card Format - 34 bit (General Tab)

"= Card Format - 34-BitCardFormat

H Save and Close E Save and New

(OBD: 5iCardomi |

Description:

General  Format Fields

Card Format Description

CHUID Format: |Card Orly

[] Show Position Offsets

() Magnetic

Data Length:

(®) \Wiegand / Proximity

Reverse Swipe Setting
(O Read as Normal Swipe

(O Read as Duress
(O Ignore Reverse Swipe (1SC only)
(O Reverse Swipe is Not Allowed

(@ Must Always Use Reverse Swipe (iSTAR only)

4. Select the following under Card Format Description field in General tab.
1. Select the CHUID Format as Card Only [Default].
2. Enterthe Data Length as 34.

3. Select the option Weigand / Proximity.

5. Select the option Must Always Use Reverse Swipe (iISTAR only) under Reverse Swipe Setting field in General tab.

6. Select the Format Fields tab and configure the Card Data Fields. Refer Figure 14 on Page 38.
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Figure 14: Card Format - 34 bit (Format Fields Tab)

E Card Format - 64-Bit-Card-Format

,ESzveand Close E‘Sav:and MNew ‘

Name: |64-Bit-Card-Format

Description: |64 bit card format with combination of Facilty code. lssue code. Fixed Data. Card Number, Stte Code

General Format Fields
Card Data Fields

S8 Add F., Remove
Field Type F?o:;nn Length IE:;im Complement  Encoding Values
»  |Cardfacity code v |1 24 24 O  |[Binay v | 555
Site code ~ |25 16 40 [l Binary v |77
Card Number v |41 24 [ O Binary ~
Party Fields |
®= Add . Remove
Type 1 2 3 4 5 & 7 8 9 M0 11 12 13 14 15 16 17

7. Click Save and Close to save the configuration.
8. A pop-up appears for copying the card information to C<CURE ID setup, click OK.

e
To Configure Pure Wiegand and/or Generic Wiegand Card Formats in Schindler Elevator System

1. Click Hardware tree and edit the Schindler Elevator System.

2. Navigate to Credentials tab and select Pure Wiegand and/or Generic Wiegand card format. Refer Figure 35 on Page 72.

I
To Configure the 34-bit Card Format in Schindler Elevator System

1. Navigate to Profile Name tab, and assign the clearance and the 34-bit card format. Refer Figure 15 on Page 39.
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Figure 15: Card Formatand Profile Name Assignation - 34 Bit
Schindler Elevator System - Schinlder-Test

|l save and Close

Name: [Schinider-Test

Description: B

[] Maintenance Mode

General Triggers Frofile Name Credertials PORTlookup Status State images

i ®E Add 5., Remove

Profile Name Card Formats Home Foor

Schindler-Clearance-Door-1 Standard Wiegand 26 5
Schin Bit-Clearance 34-BtCardFormat

St Comrcs | o+ ooy ama I

2. Click Save and Close to save the configuration.

For more information refer to C.CURE 9000 User Guide - Card Format section.

NOTE

Use Case 3: Configuration of Pure Wiegand Card Formats in C+.CURE 9000 - 64 bit

Use Case 3.1: To Configure the 64 bit Pure Wiegand Card Format in C.CURE 9000 with the option Read as
Normal Swipe

This section describes the configuration of 64 bit Pure Wiegand card formats in C+.CURE 9000 with option Read as Normal
Swipe.

1. Click the Card format and Keys option in the left side menu.

2. Select New to open the new template and to create the 64-bit card format.
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3. Enter the name and description in the Name and Description field respectively. Refer Figure 16 on Page 40.

Figure 16: Card Format- 64 bit (General Tab)

[= Card Format - 64-Bit-Card-Format

HSave and Close E Save and New

Name: |64-Bit-Card-Fommat

Description: |64 bit card format with combination of Facility code, Issue code, Fixed Data, Card Number, Site Code

General  Format Fields

Card Format Description

CHUID Format  |Card Only

[[] Show Pesition Offsets

() Magnetic

Data Length:

(@) Wiegand / Proximity

Reverse Swipe Setting
(®) Read as Normal Swipe

(O Read as Duress
() Ignore Reverse Swipe (ISC only)
O Reverse Swipe is Not Allowed

(O Must Always Use Reverse Swipe (iSTAR only)

4. Select the following under Card Format Description field in General tab.
1. Select the CHUID Format as Card Only [Default].
2. Enterthe Data Length as 64.
3. Select the option Weigand / Proximity.
5. Select the option Read as Normal Swipe under Reverse Swipe Setting field in General tab.

6. Select the Format Fields tab and configure the Card Data Fields. Refer Figure 17 on Page 41.
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Figure 17: Card Format - 64 bit (Format Fields Tab)

E Card Format - 34-BitCardFormat

JH Save and Close Save and New

Name: [34-BtCardFomat

General Format Felds
Card Data Fields

*=Add =, Remove

Field Type Sat . lengh S Complement Encodng  Values

Card facilty code ~ |1 12 12 | Binary ~|7

Card Number ~ |13 16 28 O Binary ~ ;
3 Issue code ~|29 6 3 (] Binary ~ :
Parity Fields

+= Add ., Remove

2 3 4 5 3 7 8 9 0 11 12 13 14 15 16 17

Type 1

7. Click Save and Close to save the configuration.

8. A pop-up appears for copying the card information to C*CURE ID setup, click OK.

.|
To Configure Pure Wiegand and/or Generic Wiegand card formats in Schindler Elevator System

1. Click Hardware tree and edit the Schindler Elevator System.

2. Navigate to Credentials tab and select Pure Wiegand and/or Generic Wiegand card format. Refer Figure 35 on Page 72.
e

To Configure the 64-bit Card Format in Schindler Elevator System

1. Navigate to Profile Name tab, and assign the clearance and the 64-bit card format. Refer Figure 18 on Page 42.
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Figure 18: Card Formatand Profile Name Assignation - 64 Bit

Schindler Elevator System - Schinlder-Test

|5 save and Close

Name: |Schinlder-Test

Description:

[] Maintenance Mode
General Triggers Profile Name Credertils PORTIlookup Status State images

i ™S Add 5., Remove

Profile Name Card Formats Home Foor
Schindler-Clearance-Door-1 Standard Wiegand 26 ]
Schinlder-34Bit-Clearance 34-BtCardFommat

Schindler-64-Bit-Clearance 64-Bit-CardOnly-Format

Schindler-Clearance-64-Bit 64-Bit-Card-Format

2. Click Save and Close to save the configuration.

For more information refer to C.CURE 9000 User Guide - Card Format section.

NOTE

Use Case 3.2: Configuration of Pure Wiegand Card Formats in C*<CURE 9000 - 64 bit Card Number only

This section describes the configuration of 64 bit card number only with CHUID format.

NOTE For the 64-bit card number, the maximum length or size of the card number is equal to 20 digits. The C:.CURE
provides the CHUID format configuration to configure the 64-bit, 20-digit length or size card number card only

format.

1. Click the Personnel option in the left side menu.
2. Click the drop down arrow next to the option New and select the Card Only 64 Template. Refer Figure 19 on Page 43
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i}

Figure 19: Personnel Administration Pane - 64 bit Card only

Personnel

[ New ~ CHUID Format v -

Template

---Templotes

Card Only 64 Template |

Card Only Template

Card-Facility Template

Card-Facility-lssue Template

Full FASC-N CHUID Format (200 bit) Template
Government Template

Government-HMAC Template

PIN Only Template

PIV | CHUID Format (128-bit) Template

PIV Il CHUID Format (75 bit) Template

SmartiD 128 Template

- General PUurpose Interface

A Areas and Zones

3. Configure the 64-bit CHUID template as shown in Figure 20 on Page 44.
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Figure 20: CHUID Format - 64 bit Card Number only
[ CHUID Format - 64-Bit-CHUID - b

E Save and Close % Create Copy

Name: |EETESENID

Description: |Card Only 64 Bit Unique Identifier Lo

W
B Enabled |
General
CHUID Length: 20 Used by 128 bit SmariiD
CHUID Format Type: |Gard Orly 64t ~|
[] Use this format to decipher unknown CHUIDs in Journal
CHUID Fields

*= Add F., Remove Validate Fields & Move up 8 Move Down

Id Field Name Length Start Position End Position

< >

Apply curent CHUID Format to credentials using the selected CHUID Format

| Check whether this change will be valid |

| Apply this CHUID Format \

Click on Save and Close to save the 64-bit size CHUID format.

Click the Card format and Keys option in the left side menu.

Select New to open the new template and to create the 64-bit Card Number only card format.

N o o &

Enter the name and description in the Name and Description field respectively. Refer Figure 21 on Page 45.
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Figure 21: Card Format - 64 bit Card Number only (General Tab)

[ Card Format - 64-Bit-CardOnly-Format

ESave and Close E Save and New

Name: [64-Bt-CardOnly-Format

Description:

General  Format Fields

Card Format Description

CHUID Format:  [64-Bt-CHUID

[[] Show Pasition Offsets

(O Magnetic
Data Length:
(@ \wiegand / Proximity

Reverse Swipe Setting
(@) Read as Normal Swipe

(O Read as Duress
() Ignore Reverse Swipe (1SC only)
(O Reverse Swipe is Not Allowed

(O Must Always Use Reverse Swipe (iSTAR only)

8. Select the following under Card Format Description field in General tab.
1. Select the CHUID Format as 64-Bit-Card-Only [Schindler-Aus].
2. Enterthe Data Length as 64.

3. Select the option Weigand / Proximity.

9. Select the option Read as Normal Swipe under Reverse Swipe Setting field in General tab.

10. Select the Format Fields tab and configure the Card Data Fields. Refer Figure 22 on Page 46.
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Figure 22: Card Format- 64 bit Card Number only (Format Fields Tab)

Card Format - 64-Bit-CardOnly-Format

H Save and Close ESave and New

Name: |64-Bit-CardOnly-Fomat

General Format Fields
Card Data Fields

== Add 7., Remove

Fied Type St Lengh 59 Complement Encodng  Values
» Card Number ~ |1 20 20 ] Binary ~
Parity Fields

®= Add . Remove

Type 1 2 3 4 5 6 7 8 3 0 11 12 13 14 15 16 17

11. Click Save and Close to save the configuration.

12. A pop-up appears for copying the card information to C<CURE ID setup, click OK.

To Configure Pure Wiegand and/or Generic Wiegand card formats in Schindler Elevator System

1. Click Hardware tree and edit the Schindler Elevator System.

2. Navigate to Credentials tab and select Pure Wiegand and/or Generic Wiegand card format. Refer Figure 35 on Page 72.

To Configure the 64-bit Card Number Only Card Format in Schindler Elevator System

1. Navigate to Profile Name tab, and assign the clearance and the 64-bit card number only card format. Refer Figure 23 on

Page 47.
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Figure 23: Card Formatand Profile Name Assignation - 64 Bit Card Number Only
b

Schindler Elevator System - Schinlder-Test

E Save and Close

Name: |Schinlder-Test
~

Description:

[ Maintenance Mode
General Triggers Profile Name  Credentisls PORTlookup Status State images

| ®= Add 5., Remove
Profile Name Card Formats Home Foor
Schindler-Clearance-Door-1 Standard Wiegand 26 5
g 34-BitCardFormat

&4-Bit-CardOnly-Fomat

T T Yo

2. Click Save and Close to save the configuration.

I
To Assign the 64 bit Card Number Only CHUID Format to the Personnel in C.CURE 9000
Refer Figure 24 on Page 48 to assign the 64 bit Card Number Only CHUID Format to the Personnel in C<CURE 9000.

1.
64 bit Card Number Only CHUID Format remains active and work for Schindler Elevator system after

NOTE assigning 64 bit Card Number Only CHUID Format to the Personnel.
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Figure 24: Card Number Only CHUID Formatand Personnel Assignation - 64 bit Card Number only

& rersonnel - Personnel-2 Test B .
|l Save and Close [ Save and New | Save  Current View: Default Personnel Edit View -
General Credentials Clearances Customer Customer Etended Images Badging Custom Clearance Previous Doors Userdsfined Fields Documents Personnel Tggers Wb and Mobile
| "2 Add Card Access i Add PIN Only Access = Remove Card [ Validate CHUID Uniqueness . Assign Temporary | 0 Lost and 0 Stolen Cards
Credential id Card Number Access Type  CHUID Fomat Credeniial Stalus
r 500 - Card Access | 64-BeCHUID

Gerersl  Userdefined Fields

Standard Fields Card Status.
Card Number: [441 | Activation: | 5/ 172022 1024FM [0~ | ] Lost
[] Siclen
Faciity Code: 0| Expiration: | 5/ 1/2027 1024 FM [ [] Disabled
Expired
[ Temporary
Exended Felds
| Agency Code: [0 Cardint1: |0
[ J
Credential Series: [0 Cardint: [0
Credensial lssve: [0 | Cardints: [0
Hmac: [0 CHUID: [3O00000000000000044T 1
PIN Credential Miscellaneous
o B Personnel Identifier: [0 | Organizational Category: [0 |
| o i — I —

2. Click Save and Close to save the configuration.

For more information refer to C.CURE 9000 User Guide - Card Format section.

NOTE
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Accessing the Schindler Elevator System Editor Dialog Box

This section explains how to access the Schindler Elevator System in the CeCURE 9000.

To access the Schindler Elevator System Editor

1.
2.
3.

Open the C-.CURE 9000 Administration Station.

Select on the Hardware Pane.

Right-click on the Company Name folder and select Schindler Elevator System>New, shown in Figure 25 on Page 49.

The Schindler Elevator System dialog box opens.

Hardware

Figure 25: Accessthe Schindler Elevator System Dialog Box

» [7 Digital Certificates
> [F ComparyMame

[ Search

= * |Hardware Folder - . -
. Hardware Tree '
4 Hardware

> [ Unassigned

VX W

=

Edit
Delete
Export selection..,

Find in &udit Log...

Find in Journal...

apC Cormm Port
iSTAR Cluster
apC Controller
C.CURE Maobile

i

Schindler Elewator Systern

ey
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Schindler Elevator System Editor Dialog Box

The Schindler Elevator System Editor dialog box, shown in Figure 26 on Page 51, is used to create and identify the elevator
system. Enter the Schindler Server IP address, enter the address for Database Interface Port, Protocol Version and Zone
range, and optionally configure Emergency Recall Command, triggers and events, Call Type Port, Live Reporting Port and
change state images.

For more information, see the following:
B Accessing the Schindler Elevator System Editor Dialog Box on Page 49
B Schindler Elevator System Editor Dialog Box Definitions on Page 54
B Schindler Elevator System Editor Tasks on Page 55
B Schindler Elevator System Editor Tabs on Page 58
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Figure 26: Schindler Elevator New Protocol System Editor Dialog Box

e

BT Schindler Elevator System - 161 ES New —
| save and Close

I

| Name: (161 ES New

[] Maintenance Mode

General Triggers Profile Name Credentials PORTlookup Status State images

Server [172 .168. 1 . 161

Database Interface Port [4040 |

Protocol Version |12.365.1/1.3.365.1 v |

Znerage o 2] - 0

Delay between Unrestricted packets(in IE

secs)
Live Reporting Port Call Type Port
. ®= Add 5., Remove _ {®= Add 5., Remove

Emergency Recal Command
ON  [Emergency Recal ON |

OFF  |Emergency Recal OFF | [ oFf |

C+CURE 9000 Schindler Elevator System Integration Guide

51



Chapter 4 - Schindler Elevator System Configuration

Figure 27: Schindler Elevator Old Protocol System Editor Dialog Box

hindler Elevator em - 161 Old protocol —
Sc E 610 X
| save and Close

Partition: Default
[] Maintenance Mode

General Triggers Profile Name Credentials PORTlookup Status State images

Server [172.168. 1 . 101

Database Interface Port [4040

Protocol Version | 123641133641 |

Zonerange 0 & _ (41 |4
Delay between Unrestricted packets(in 2 1=
secs) =
Live Reporting Post Call Type Port
= Add 5., Remove ®= Add 3., Remove
Live Reporting Port Status Call Type Port Status

6061

Emergency Recall Command
oN | ] [ own
OFF | | OFF

Features - Old Protocol and New Protocol in Schindler Elevator System

Table 4 on Page 52 describes the differences between old and new protocol features in Schindler Elevator System:

Table 4: Feature Differences of Old Protocol and New Protocol

Old Protocol New Protocol
RIS 1.2.364.1/1.3.364.1 1.2.365.1/1.3.365.1
Zone Ranges Enabled Disabled
Port Lookup table Disabled Enabled
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Table 4: Feature Differences of Old Protocol and New Protocol (continued)
|

Old Protocol New Protocol
RIS 1.2.364.1/1.3.364.1 1.2.365.1/1.3.365.1
Home Floor support Disabled Enabled
Card Formats (Credentials Tab) Only 16 Digit Decimal « 16 Digit Decimal

o Pure Weigand

« Generic Weigand

Zone Matrix Mapping for Schindler Restricted and Unres- | Zone ranges are Configured Zone ranges are Configured through
tricted Landing Matrix through Zone ranges in the PORT Lookup table in the Schindler
Schindler Elevator system Elevator system
Call Types support for Schindler Terminal ID Callby Profile « Call by Profile
« Callby ID
« Direct Call
Personnel Addition fields Mapping for below Disabled Enabled
Fields:

« Phone Number
« Company Name

« Home Floor

Card Format mapping to the Profile Name of Schindler Disabled Enabled

Elevator system

Call Types support for Unrestricted Zone Matrix Only Call by Profile . Call by Profile
« Callby ID
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Schindler Elevator System Editor Dialog Box Definitions

Table 5 on Page 54 describes the Schindler Elevator System Editor dialog box fields and buttons.

Table 5: Schindler Elevator System Editor Dialog Box Definitions

Field/Button Description

Name Enter a unique name identifying the Schindler Elevator system.
» The name is not case-sensitive
* Minimum number of characters: 1
» Maximum number of characters: 100

Description Optional. Enter a description for the Schindler elevator system.

« The description is not case-sensitive.
¢ Minimum number of characters: None

*  Maximum number of characters: 500

Maintenance Mode

Select the Maintenance Mode check box to limit information about
the object, that is displayed on the Monitoring Station. Maintenance
Mode only affects the information reported at the Monitoring
Station. For more information see, Maintenance Mode.

Save and Close

Saves the configuration and closes the dialog box.

General Tab

Server

Enter the IP address of the Schindler server.

Database Interface
Port

Enter the port address of the Schindler Elevator for Personnel
Synchronization.

Protocol Version

Select the Schindler protocol version used at sites.
Version: 1.2.364.1/1.3.364.1 is the old Protocol Version
Version: 1.2.365.1/1.3.365.1 is the new Protocol Version
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Table 5: Schindler Elevator System Editor Dialog Box Definitions (continued)
- |

Field/Button Description
Zone Range For the Old Protocol: Select the to and from Zone Range values
from the drop down.

For the New Protocol: Zone Range drop-down is disabled and data
must be entered under Port Lookup to be displayed under
Unrestricted Landing Matrixand Zone Matrix.

Delay between Select the time interval between the unrestricted package from the
Unrestricted packets drop-down
(in secs) ’

NOTE: Recommended delay is 3 seconds.

Live Reporting Port Select the port address of the Schindler Elevator for the Live Report-
ing. This Portis used to report the activity, such as Schindler Elev-
ator passenger's car allocation, failed allocation etc from Schindler
Port Elevator System to C+CURE 9000.

NOTE: Maximum number of Live Reporting Ports supported by
Schindler Port Technology System is 10.

Call Type Port Select the port address of the Schindler Elevator for the Call Type.
NOTE: Maximum number of Call Type Ports supported is 10.

Emergency Recall Enter the emergency recall commands in the ON and
Command .
OFF field.

NOTE: Emergency commands can be sent through
the call interface using Call by ID.

Schindler Elevator System Editor Tasks

This section describes the tasks performed in the Schindler Elevator System Editor Dialog box.

The following tasks are performed in the Schindler Elevator System Editor dialog box - General tab:
H Creating a Schindler Elevator System on Page 56
B Creating a Schindler Elevator System Template on Page 57
H Editing a Schindler Elevator System on Page 57
B Viewing Schindler Elevator System Configurations on Page 57

H Deleting a Schindler Elevator System on Page 58
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Creating a Schindler Elevator System

To Create a Schindler Elevator System
1. Select the Hardware pane.

2. Select the drop-down menu located under Hardware and select CompanyName.

w

Right-click Company Name and select Schindler Elevator System>New.
The Schindler Elevator System Editor displays.

(Mandatory) Enter a name for the Schindler elevator in the Name field.

(Optional) Enter a description for the Schindler elevator in the Description field.

Select the General tab and enter the IP address of the Schindler server in the Server field.
Enter the Database Interface Port address, if it differs from the default value: 4040.

Enter the Protocol Version, it is the Schindler protocol version used at sites.

© 0 N o g &

Select the Zone range from the drop-down.

NOTE For the Old Protocol: Select the to and from Zone Range values from the drop down.

Forthe New Protocol: Zone Range drop-down is disabled and data must be entered under
Port Lookup to be displayed under Unrestricted Landing Matrix and Zone Matrix.

10. Select the Delay between Unrestricted packets(in secs) value from the drop-down.
11. Enter the Live Reporting Port address.

12. Enter the Call Type Port address.

13. Select the Emergency Recall Command as ON or OFF, when required.

14. Select Save and Close.
The Schindler Elevator System is listed under the Hardware folder in the Hardware tree.
Refer to Schindler Terminal ID Dialog Box on Page 88 to configure the Schindler Terminal ID.

Refer to Zone Matrix (User Level Floor Access) on Page 96 to configure the Schindler Zone Matrix.
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Refer to Unrestricted Zone Matrix (Building Level Floor Access) on Page 100 to configure the

Schindler Unrestricted Zone Matrix.

Creating a Schindler Elevator System Template

To Create a Template

1.
2.
3.

Select the Hardware pane.
Select the drop-down menu located under Hardware and select CompanyName.

Right-click the Company Name folder in the Hardware tree and select Schindler Elevator
System>New Template.

Enter the information for the Schindler Elevator System template.

Select Save and Close.

The new template is listed under Schindler Elevator System>Templates.

Editing a Schindler Elevator System

To Edit a Schindler Elevator System

1.

Double-click the Schindler Elevator System located in the Hardware tree to open the Schindler
Elevator System dialog box.

Alternately, you can right-click the Elevator System and select Edit from the context menu.
Make the changes to the configuration.

Select Save and Close.

Viewing Schindler Elevator System Configurations
I
To View Schindler Elevator System Configurations

1.

Select Schindler Elevator System from the Hardware drop-down menu.

2. Select on the green right arrow & to open a Dynamic View displaying all Schindler Elevator System
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Configurations.
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The Schindler Elevator System tab opens in the Dynamic View displaying a list of Schindler Elevator
System configurations.

Deleting a Schindler Elevator System

To Delete a Schindler Elevator System
1. Select the Schindler Elevator System in the Hardware tree.

2. Right-click the Schindler Elevator System and select Delete from the context menu.

Schindler Elevator System Editor Tabs

The following sections provide information about the Schindler Elevator System Editor tabs:
B Triggers Tab on Page 59
B Profile Name Tab on Page 63
B Credentials Tab on Page 71
B PORT lookup Tab on Page 76
H Status Tab on Page 80
B State Images Tab on Page 82
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Triggers Tab
The Triggers tab, shown in Figure 28 on Page 60, is used to configure triggers to activate events.

Triggers are used by C-CURE 9000 to activate specific actions when a particular predefined condition
occurs. Once the Elevator status matches one of these values, the linked Activate Event action is
triggered and the user-specified event is set to an active state (if allowed by the event, which should be
armed at the time). Typically, you would use the activated event to send messages to a security guard or
administrator when an elevator has a particular status.

By creating new rows and selecting different values for each row, each value of the Status field can
trigger its own event. It is also possible to trigger two different events for the same status value by
creating two rows with the same value and then linking each row to its own event.

For more information, see the following:

« Triggers Tab Definitions on Page 61
« Triggers Tab Tasks on Page 61
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Figure 28: Schindler Elevator System Editor - Triggers Tab

Schindler Elevator System - Sch ES -

| 5ave and Close

Name: [Sch ES

[] Maintenance Mode

General Tnggers Profile Name Credentials PORTlookup Status State images

*= Add =4 Remove

Property Value Action Details
» |Database intedface Port Status | [ ... ] Online ]

C+CURE 9000 C-CURE 9000 Schindler Elevator System Integration
Guide

Chapter 4

60



Triggers Tab

Triggers Tab Definitions

The Schindler Elevator System Editor - Triggers tab fields and buttons are described in Table 6 on Page
61.

Table 6: Schindler Elevator System Editor Dialog Box-Triggers Tab Definitions

Field/Button | Description

Add Select this button to create a new row in the Triggers table. You must configure all fields in the row to
complete the Add operation.

Remove Select this button to remove a selected row from the Triggers table.

Property Select in the Property column, and then select E The Property browser opens presenting properties
available for the Schindler Elevator System.

* CommunicationStatus - The current Communications Status of Schindler server.

Select the Property to select it and add it to the column.

Value Selections are Online and Offline.

Action Select the drop-down menu to select an action to occur. This action selected will occur when the object's
selected Property receives the selected Value.

Details The name of the event configured for the row (read-only) entered by the system.

Event Select the selection button E to select a Event that you want to associate with the trigger. Events are

created in the C<CURE 9000 Configuration pane. See the C-CURE 9000 Software Configuration Guide
for more information.

Triggers Tab Tasks
The following tasks are performed in the Triggers tab:

« Selecting Triggers to Activate Events on Page 62

« Triggers Tab Tasks on Page 61
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Selecting Triggers to Activate Events

To Select Triggers to Activate Events

1. Select the Triggers tab.

2. Select the Add button.

3. Select the blank row under the Property field.
4

Select [ ... ]

The Schindler Elevator System dialog box.

o

Select a blank row under the Value field .
6. Select Offline or Online from the drop-down list.

7. Select the drop-down box under Action and select Activate Event.

The Event field appears at the bottom of the dialog box.
8. Select [...]inthe Event field.
9. Select a pre-configured event to activate.

The event is displayed in the Details field.
10. Select Save and Close.

11. Select the Remove button.
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Profile Name Tab

The Profile Name tab, as shown in Figure 30 on Page 64, lets you assign the access privileges to a
person (clearances), select the card formats if required, and assigns the home floor. You can add multiple

profile names to the Schindler Elevator system.

NOTE

You must attach the Clearances with the Personnel and map it to the Profile Name for

fails. Refer to Figure 29 on Page 63 and Figure 30 on Page 64

Figure 29: Personnel-Clearance image

|E§ave’and Close [[F Save and New [l Save | Current View: Default Personnel Edit View -

synchronization of the personnel details to the Port System, if not the synchronization

General I Credentials |} Clearances | Customer I Customer Extended I Images I Badging ICuﬂom Clearance I Previous Doors I Userdefined Fields I Documenlsl Personnel Triggers I Web and Mobile

Clearances
= Add... Fa Remove

Clearance Name | Description | Start Date | End Date | Notes

[ Profile Clearance
Bark! Ceaonce ./ |

For more information, see the following:

63

Profile Name Tab Definitions on Page 69

Profile Name Tab Tasks on Page 69
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Figure 30: Schindler Elevator System Editor - Profile Name Tab

E Save and Close

Mame: |201 ES

Description: -

[[] Maintenance Mode

General | Triggers | Profile Name | Credentials | PORT lookup | Status | State images

{™=Add S, Remove
Profile Name Card Formats Home Floor
’ 1
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Figure 31: Profile Name Tab (Old Protocol)

];E

Schindler Elevator System - 201 ES

E‘Save and Close

Mame:

Description:

201ES

[] Maintenance Mode

General | Triggers | Profile Mame |Crederrtial5 PORT lookup I Status | State images

{®=add S, Remove

Profile Mame

NOTE

Home Floor

If you chose the Old Protocol the card format field is hidden.

Schindler Elevator System - Profile Name mapping to the Personnel Clearance

Common Clearance mapping is mandatory for the successful Personnel Synchronization with the

Schindler port - HLI

« Under the Profil

system, and should be configured in the following places:

e Name tab of the Schindler Elevator system

« Under the Clearance tab of the Personnel

Configuration of one common Clearance for the Personnel and for the Schindler Elevator System

Profile.

1. Navigate to Personnel and edit the Personnel record.
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2. Navigate to Clearance tab and add the Clearance. Refer to Figure 32 on Page 66.

Figure 32: Clearance Mapping
& Personnel - Perjornal-1, Tet - o ®
I Save and Close B2 Save and New Bl Save  Cument Views Default Perions! Fds View -
Genesal Cradestaly  Cleaaroes Cusomer Customes Exesded images Badgng CustomClearance Previous Doors  User-delned Fields  Docusents. Pad® | * |

[ieacance Fill Liwd Cluneanes Files Lavel | |

Click Save and Close to save the personnel record.
Click on the Hardware Pane and edit the Schindler Elevator System under the company name folder.

Navigate to Profile Name tab.

o O > w

Add and select the same clearance that was selected for the personnel in the Profile Name tab of the
Schindler Elevator System.

7. Select the Card Format. Refer to Figure 33 on Page 67.
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Figure 33: Clearance Mapping - Profile Name Tab
I Sehinier Elepton Spstemn - Sotdales Eleeatir-System - %
el Save and Chone:

Harren | Stedrler-Ebbbii-5 il |

Damscnphion:

[ ] Masnterance Mode

Googeal  Trggees Profis Name fopdentialy POAT kolup Suin Shiemages

A G Remove

8. Click on Save and Close to save the configuration.
I

Schindler Elevator System Profile Name mapping to the Personnel Clearance and Restricted
Zone Matrix.

The Zone level access floors of the Schindler Restricted Zone Matrix will be dispatched to the personnel,
only if the same/common Clearance is assigned/configured to the Personnel (refer to Figure 32 on Page
66), Restricted Zone Matrix (refer to Figure 34 on Page 68) and the Schindler Elevator system Profile
Name tab (refer to Figure 33 on Page 67) .
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Figure 34: Clearance Mapping - Zone Matrix

B:
5l save and Close |
Moma | Schednlgs Zone Matre: ]
Descrglion: | Sabudnler Resincied Zone Mat creaton
Gereral
Elgwafior System Seradniar-Elevator-Sysiam
Chmscoone :
Zone Motrix Schedule Adwavs .
Fiarvis eAng 0 - 0
Landing Matrix
' ORI (| 1o 1 Hich F] Floor 2 High P Floor 3 High
2] Flixce 4 High F[_] Flace S High F[_] Flacs & High F[_] Flocs 7 High
] Flacs & High F[_] Floos @ High F_] Flocs 10 High [ Building 0 Hig
[JFloor 1 Law R[] Floce Z Law Rif] Floor 3 Law R Flocs 4 Low A
[[]Flace 5 Law R[] Floor & Law R Floos 7 Law R[] Flocr 8 Law
[JFloce 3 Law R[] Flocr 10Law| |
w
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Profile Name Tab Definitions

The Schindler Elevator System Editor - Profile Name tab fields and buttons are described in Table 7 on
Page 69.

Table 7: Schindler Elevator System Editor Dialog Box-Profile Name Tab Definitions

Field/Button | Description

Add Select this button to create a new profile name.
Remove Select this button to remove the selected profile name from the table.
Profile Name Select this filed, then select E to open a selection dialog box listing the available profile names in the

Schindler Elevators System.

Selecta name from the dialog box and that name is added to the table.

Card Formats Select this field to choose a required card format. This field is not mandatory for cards with 16 decimal digits.

Home Floor Type the home floor number for the selected profile name.

This field is mandatory, if the call type is Direct call.

Profile Name Tab Tasks
The following tasks are performed in the Profile Name tab:

« Adding Profile Name on Page 69
« Deleting Profile Name on Page 70

Adding Profile Name

To add a Profile Name
1. Select the Profile Name tab.

2. Select the Add button to add a profile name.
A new row appears in the table.

3. Inthe Profile Name field, select a new row.

69 Chapter 4 C*CURE 9000 C-CURE 9000 Schindler Elevator System Integration
Guide



Profile Name Tab

4. Select the [ ... ]

The selection dialog box listing the available profile names in the Schindler Elevators System
appears.

5. Select a name from the dialog box.

The name is added to the table.
6. Inthe Card Formats field, select the card format for the profile name.
7. Inthe Home Floor field, type the home floor for the profile name.

8. Select Save and Close.

Deleting Profile Name

To Delete a Profile Name

1. Select the row selector button » to select the profile name that you want to remove.

2. Select the Remove button.
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Credentials Tab

The Credentials tab shown in Figure 35 on Page 72 is used to select Card Formats, Personnel Additional
Fields and Personnel Number.

Card formats specify the arrangement of data on an access card. The reader connected to a controller
reads this data. Each card format is associated with a card holder unique identifier (CHUID) format.

The Schindler Elevator System Integration supports card format configurations of 16-digit decimal, Pure
Wiegand and Generic Weigand.

16-digit Card format configuration, with the syntax /IFFFFCCCCCCCCCC where:
» [Irefers to the Issuer Code
» Frefers to the Facility Code

e Crefers to the Card number

Pure Wiegand and Generic Weigand card format configuration, where it covers any format up to 64 bits
with the combination of one or more following fields

« CardNumber

o CardFacilityCode
« IssueCode

» SiteCode

« FixedBinary

« FixData

« AgencyCode

and with the syntax WWWWWWWWWWWWWWWW, where:

» W efers to the hexadecimal equivalent of the raw binary Wiegand data as transmitted from the
reader (including all parity bits) padding of 0’s as needed.
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Figure 35: Schindler Elevator System Editor - Credentials Tab
E Schindler Elevator System - Schinlder-Test - x

g Save and Close

Name: | Schinlder-Test |

Description:

[] Maintenance Mode

General Triggers Profile Name Credentials PORTlookup Status State images

Choose card format

(®) Pure Wiegand
O Generic Wiegand

(O 16 Decimal digits

Choose Personnel Additional Fields

Phone Mumber Select
Company Name Select
O —

Personnel Synchronization Options

[[] Use Personnel Number during synchronization

D Include Credentials with future Activation Date during synchronization

Table 8 describes the inputs for CHUID fields.
Table 8: Inputsfor CHUID Fields

Field Name Length Start Position End Position
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Issue Code 2 1 2
Facility Code 4 3 6
Card Number 10 7 16
16 1 16
If the Schindler PORT Technology system supports the 16-digit CHUID with Issue Code, Facility Code and
NOTE Card Number then the CHUID format in Table 8 on Page 72 applies.
 Ifthe card number is 16 digit in length, the following are the scenarios:
- Passing the card number with Facility Code or Issue Code or both, unchecked the card format
configuration willbe CCCCCCCCCCCCCCCC.
- Passing the card number with Facility Code or Issue Code or both, checked the card format
configuration willbe IFFFFCCCCCCCCCC
For older Protocol Version, card formats: Pure Wiegand and Generic Wiegand, and Personnel Additional
Fields are disabled.
NOTE For Generic Weigand format the total length of the card format will be 64 bit which is a

combination of 56 bit of credential (example: Issue Code, Facility Code and Card

Number) and 8 bits of card length.

Credentials Tab Definitions

The Schindler Elevator System Editor - Credential Tab fields and buttons are described in Table 9 on

Page 73.

Table 9: Schindler Elevator System Editor Dialog Box-Profile Name Tab Definitions

Field/Button | Description
Choose card Use this field to select the any of the following card format.
format * Pure Wiegand
» Generic Wiegand
» 16 Decimal digits
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Table 9: Schindler Elevator System Editor Dialog Box-Profile Name Tab Definitions (continued)
— ]

Field/Button | Description

Choose Use this field to select a Phone Number, Company name and Home Floor. For more information , see the
Personnel C+CURE 9000 Personnel Configuration Guide.
Additional

NOTE: You can select data from fields "Text 1" through to "Text 25" and "Int1" through to "Int9" for any of
the fields (can map any one field at a time) or you can also map to other fields like Partition and
PersonnelType. Partition field will be the default, if the Personnel Additional Field is not mapped to
any other field. Refer Figure 36 on Page 75.

Fields

Use Personnel Select this option to display the personnel number during synchronization instead of first and last name.
Number

Include Select this option to include personnel with future activation date during synchronization.
Credential
with future
activation date
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Figure 36: Schindler Elevator System Editor - Credentials Tab Field Mapping

m Schindler Elevator System - Schindler-Aus-Test

Jg Save and Close

Name: |Schindler-Aus-Test

Description:

[ Maintenance Made

General Triggers Profile Mame Credertials PORT lookup  Status = State

Choose card format

® Pure Wiegand

imanae

2 Personnel Field Picker

oK Cancel

PersonnelFields

FieldType

String

) Generic Wiegand Parition String
() 16 Decimal digits Textl String
Card Number Text2 String
Facility Code Text3 String
Issue Code Text4 String
. . Textd String

Choose Personnel Additional Fields -
Phone Number Select :| TextG Str?ng
Text? String
Company Name | | Select | Text8 String
Textd String
Home Floor l:l Select :| Text10 String
Text11 String
Personnel Synchronization Options Text12 String
[] Use Personnel Number during synchronization Text13 String
[JInclude Credentials with future Activation Date dbwmg ,Tex‘l14 String
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PORT lookup Tab

You can map the numerical value of the floor with the zone number on the PORT lookup tab.
For more information, see the following:

o PORT lookup Tab Definitions on Page 77
o PORT lookup Tab Tasks on Page 78
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Figure 37: PORT lookup Tab

[l schindler Elevator System - Schinlder-Test - 0 X
| Save and Close |
Name: [Schinlder-Test ]
Description: A

[ Maintenance Mode
General Trggers Profile Name Credentials PORTlockup Status State images

| ®=Add ., Remove

Floor Name Floor Number Floor Secure/Free Command Zone Number
» FLOOR-THR 1 1HR 2
FLOOR-ILR 2 21R 3
FLOOR-2HR 3 3HR 4
FLOOR-3LR 4 4R 5

PORT lookup Tab Definitions
Table 10 on Page 78 describes the PORT lookup Tab fields and buttons.
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Table 10: Schindler Elevator System Editor Dialog Box-PORT lookup Tab Definitions
]

Field/Button Description

Add Select this button to create a new PORT lookup.

Remove Select this button to remove the selected PORT lookup from the table.

Floor Name Enter the name of the floor.

Floor Number Enter the numerical value of the required floor.

Zone Number Enter the zone number in this field.

Floor Secure/Free Command Enter the floor Commands without the word Secure/Free.
For example: For floor commands Free 1 LR or Secure 1 LR, enter only the
command 1 LR without the word Free or Secure.

Note: Home Floor Personnel Group field from PORT lookup Tab is removed from this version of release. The functionality of

this field is implemented in Choose Personnel Additional Fields option in Credentials Tab. Refer to Figure 35 on Page 72.

PORT lookup Tab Tasks
The following tasks are performed in the PORT lookup tab:

« Adding PORT lookup on Page 78
o Deleting PORT lookup on Page 79

Adding PORT lookup

To add a PORT lookup
1. Select the PORT lookup tab.

2. Select the Add button to add a PORT lookup.
A new row appears in the table.

3. Inthe Floor Name field, enter the name of the floor.
4. Inthe Floor Number field, enter the numerical value of the floor.

5. Inthe Floor Secure/Free Command field, enter Secure/Free Command.
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6. Inthe Zone Number field, enter the zone number of the floor.

7. Select Save and Close.

Deleting PORT lookup

To Delete a PORT lookup

1. Select the row selector button » to select the PORT lookup that you want to remove.
2. Select the Remove button.

For new protocol: Zone range is disabled, and you must add data in port look up for the data to appear in
NOTE Unrestricted Landing matrixand Zone matrix.

For old protocol: Port Lookup tab is not applicable.

Do not add the Free/Secure prefix to the Free/Secure command on the Port Lookup tab. The Free/Secure
prefix must reflect XX/YY in the Free/Secure template and must match as per Schindler data.
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Status Tab

The Status tab, shown in Figure 38 on Page 80 provides read-only information about Database Interface
Port Status, and Personnel Synchronization Status.

For more information, see the Status Tab Descriptions on Page 81

Figure 38: Schindler Elevator System Editor - Status Tab

Schindler Elevator System - Sch ES - x
HS&\': and Close

Name: [Sch ES

Description: |

[J Maintenance Mode

General Triggers Profile Name Credentials PORTlookup Status State images

Databsse Iteface FortSatis. (0% |

[Finished Synchronization |
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Status Tab Descriptions

The Schindler Elevator System Editor-Status tab fields are described in Table 11 on Page 81.

Table 11: Status Tab Definitions
]

Field/Button Description

Database Interface Port Status Value (Status):

* Online: The Schindler Elevator System Database Interface Port is connected and
communicating with the Schindler server.

« Offline: The Schindler Elevator System Database Interface Port is not connected
with the Schindler Server.

* Unknown: The status cannot be determined.

Personnel Synchronization Status Value (Status):
+ Start Synchronization: This is default value.

« Synchronizing: The Schindler Elevator System starts synchronizing Personnel
data.

» Finished Synchronization: The Schindler Elevator System completes
synchronizing Personnel data.

» Synchronization Fault: The Schindler Elevator System has problem
synchronizing Personnel data.
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State Images Tab

The State Images tab, shown in Figure 39 on Page 83 displays the current elevator system images that
display in the Monitoring Station to represent activities concerning the elevator system. You can select
other images to display for this elevator system or return back to the default images, as described in this
section.

State Images Tab Tasks on Page 83 for information about changing the state images.
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Figure 39: Schindler Elevator System Editor - State Images Tab
Schindler Elevator System - Sch ES
|l Save and Close

Name: |Sch ES |

[] Maintenance Mode

General Triggers Profile Name Credentials PORT lookup  Status

State
Online
Offline
Synchronizing

State Images Tab Tasks

The following tasks are performed in the State Images tab:
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B Replace a State Image on Page 84
B Restore the Default State Image on Page 84

Replace a State Image
I
To Replace an Image

1. Double-click the default image in the tab to open a Windows file selection dialog box.
2. If necessary, navigate to find the new image.

3. Select the desired replacement image and select Open.

The new image replaces the default image and displays in the State Images tab.

Restore the Default State Image
.|

To Restore the Default Image
B Right-click the image in the State Images tab and select Restore Default.

Maintenance Mode

Maintenance Mode is used to limit information about an object that is displayed on the Monitoring Station.
Maintenance Mode only affects the information reported at the Monitoring Station.

A few examples for using the Maintenance Mode are:
H To prevent the display of information about:
» Parts of the system being installed by an integrator
* Hardware being serviced, requiring maintenance, or being tested.
H To only monitor information about hardware being serviced, requiring maintenance, or being tested.

H To view information about all objects, including those tagged to Maintenance Mode.

If you place an object in the Maintenance Mode, it does not prevent actions from occurring. For example,
if an event assigned to an intrusion zone in Maintenance Mode activates an output that turns on the
building-wide evacuation alarm, the activation of the output will still occur.

Maintenance Mode is only reported in Journal messages when an object is tagged to Maintenance Mode.
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Operator Privilege and Application Layout Filtering assignments determine whether or not an object in
Maintenance Mode is viewable, as being in Maintenance Mode, on the Monitoring Station. Operators with
the appropriate privileges and Application Layout Filtering can view objects in Maintenance Mode.
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Schindler Terminal ID Configuration

This chapter describes how to configure the Schindler Terminal ID.

In this chapter
Accessing the Schindler Terminal ID Dialog Box
Schindler Terminal ID Dialog BOX . . . ... 88

Schindler Terminal ID Dialog Box Definitions
Schindler Terminal ID Dialog Box Tasks
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Accessing the Schindler Terminal ID Dialog Box

The Schindler Terminal ID dialog box is used to assign the Personnel Group to the Call Type.

NOTE The Schindler Elevator System must be configured before you can access this dialog box.
Schindler Elevator System Editor Dialog Box for more information.

To Access the Schindler Terminal ID Dialog Box

Right-click the elevator system icon under the Schindler Elevator System folder in the Hardware tree, and select
Schindler Terminal ID>New, as shown in Figure 40 on Page 87.
The Schindler Terminal ID dialog box opens. Schindler Terminal ID Dialog Box on Page 88

Figure 40: Accessthe Schindler Terminal ID Dialog Box
Hardware
HIT) ~ | Schindler Elevator System - >
(" HewwaeTree | Sesch
4 Hardware
> [ Digital Certificates
4 [ CompanyName (Partition:Default)
> Lif) DMP Panel
> il ES1
» O] iStarCluster
> {1 Schindl =
> 3 Property Mg B b
> B3 Simulation X Delete

> E3 Unassigned [ Setproperty

Find in Audit Log...

Find in Journal...

Personnel Synchronization...
Schindler Terminal ID » New '
Schindler Zone Matrix »
Schindler Unrestricted Zone Matrix >

i
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Schindler Terminal ID Dialog Box

Schindler Terminal ID is a physical terminal where the card is swiped to get the access to the Elevator System. This Terminal
ID is also used to communicate with the user.

The Schindler Terminal ID dialog box, shown in Figure 42 on Page 90, represents the Terminal ID present in the Schindler
Elevator System and is used to create and identity for the Terminal ID, select the door name, and assign the pre-configured
Personnel Group to the Call Type.

Call Types
Call Type defines the method by which Schindler PORT receives the call for selected Personnel Group.

Following Call Types are available for Schindler PORT technology:

NOTE Call Type such as Call by ID, Call by Profile and Direct Call are qualified.

Figure 41: Call Types
*= Add 5= Remove
Personnel Group Call Type
» Call By Profile Call by Profile b

Call By ID Call by ID v
Direct Call Direct Call v

» Call by Profile: PORT Technology receives call as profile information. For example:

0060217|Tyco|123456]

006 Message Number

02 Function ID

17 Terminal Number (Terminal ID)
Tyco Profile Name

123456 User Number

» Callby ID: PORT Technology receives call as unique ID information. For example:
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0061417|123456|

006 Message Number

14 Function ID

17 Terminal Number (Terminal ID)

123456 User Number

» Direct Call: PORT Technology receives direct call from external system. For example:

1751617]1|5000]

17516 Message Number
17 Functional ID

1 Terminal ID

5000 User number

NOTE To use the Direct Call option, you must assign a Destination Floor Number in the Profile Name

Tab.

For more information, see:
B Accessing the Schindler Terminal ID Dialog Box on Page 87
B Schindler Terminal ID Dialog Box Definitions on Page 91
B Schindler Terminal ID Dialog Box Tasks on Page 92
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Figure 42: Schindler Terminal ID Dialog Box

[ schindier Terminal ID -

‘ESaveand Close

Name: |

Description:

General

Elevator System  Sch ES

DnorName|

Call Type Port |m

i == Add 5. Remove

Personnel Group
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Schindler Terminal ID Dialog Box Definitions

Table 12 on Page 91 describes the Schindler Terminal ID dialog box fields and buttons.

Table 12: Schindler Elevator System Editor Dialog Box Definitions

Field/Button | Description
Name Enter a unique name to identify the Schindler Terminal ID.
» Enter only numeric values.
Description (Optional) A description for the Schindler Terminal ID.
» The description is not case-sensitive.
* Minimum number of characters: None
» Maximum number of characters: 500
Save and Saves the configuration and closes the dialog box.
Close
General Tab
Elevator Displays the name of the Schindler Elevator System. This is read-only field.
System
Door Name

Click the selection button E] to select a pre-configured door which is received from CcCURE 9000.

Call Type Port

Select the required Call Type Port from the drop-down.

Add Click to add a new row for configuration.

Remove Click to remove a selected row.

Personnel Click the selection button L] to select the pre-configured Personnel Group . See the C<CURE 9000 Software Configuration Guide
Group for information on creating personnel groups.

Call Type Call Type defines the method by which Schindler PORT receives the call for selected Personnel Group.

Available Call Types for Schindler PORT technology are:
+ Callby Profile
+ CallbyID
» DirectCall
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Schindler Terminal ID Dialog Box Tasks

This section describes the following tasks:

B Configuring a Terminal ID on Page 92

B Editing a Terminal ID Configuration on Page 92

B Viewing All Terminal ID Configurations on Page 92

B Deleting a Terminal ID Configuration on Page 93

Configuring a Terminal ID
]
To Configure a Terminal ID

1.

Right-click the elevator system icon under the Schindler Elevator System folder in the Hardware tree and select
Schindler Terminal ID>New.

The Schindler Terminal ID dialog box opens.
Enter a name, of up to 100 characters, for the Terminal ID in the Name field.

Select the selection button [ ... | located to the right of the Door Name.
The iSTAR Doors selection box opens with a list of pre-configured doors.

Select a door configuration from the list of pre-configured doors.
The selected door appears in the Door Name field.

Select a Call Type Port from the list of pre-configured multiple call type ports.

In the General tab, select the Add button.

Select the blank row under Personnel Group, and then select the selection button [ ... ] to select the Personnel Group
from the list.

In the Call Type drop down, select the Call Type to assign to the selected Personnel Group.

Select Save and Close to save the configuration.

Editing a Terminal ID Configuration
e
To Edit a Terminal ID Configuration

1.

Double-click the Terminal ID configuration in the tree that you want to edit.

Alternately, you can right-click the Terminal ID configuration in the tree and select Edit from the context menu.
Make the changes to the configuration.

Select Save and Close.

Viewing All Terminal ID Configurations
I
To View All Terminal ID Configurations

1.

Select the Hardware drop-down menu and select Schindler Terminal ID.

2. Select on the green right arrow located to the right of the Hardware drop-down menu.
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The Schindler Terminal ID tab opens in the Dynamic View displaying a list of Schindler Terminal ID configurations.

Deleting a Terminal ID Configuration
L]
To Delete a Terminal ID Configuration

1. Right-click the Terminal ID configuration that you want to delete and select Delete from the context menu.
The Deleting Schindler Terminal ID objects dialog box opens.

2. Select Yes to confirm the deletion.
The object is deleted.

3. Select OK to confirm that the object was deleted.
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Schindler Zone Matrix

This chapter describes how to configure the Schindler Zone Matrix and Schindler Unrestricted Zone Matrix.

In this chapter:

OV BV W 95
Zone Matrix (User Level Floor ACCESS ) .. o i i 96
Zone Matrix (User Level Floor Access) Dialog Box ... . 97
Unrestricted Zone Matrix (Building Level Floor ACCeSS) ... .. 100
Unrestricted Zone Matrix (Building Level Floor Access) Dialog Box ... ... ... . . ... 101
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Overview
A Schindler Zone Matrix, is created to assign Floor access and (or) User access depending on the Clearance and Schedule.
There are two types of Zone Matrix:

o Schindler Unrestricted Zone Matrix

« Schindler Zone Matrix.
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Zone Matrix (User Level Floor Access)

The Schindler Zone Matrix (User Level Floor Access) is used to assign the user floor access rights to the Users.

The Schindler Elevator System must be configured before you can access this Zone Matrix (User
Level Floor Access).

NOTE

To Access the Zone Matrix (User Level Floor Access)

1. Right-click the elevator system icon under the Schindler Elevator System folder in the Hardware tree.

2. Select the Schindler Zone Matrix option from the list and then select New.
The Schindler Zone Matrix box opens.
Figure 43: Access the Schindler Zone Matrix Box

‘CCURE 9000 - Administration Station (Administrator):(WIN-PGOANSRKOMS] -le
- C U R

SOFTWARE EIOUSE
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Zone Matrix (User Level Floor Access) Dialog Box

The new Zones Matrix configuration indicates the associated Schindler Elevator System, a Clearance name, Schedule and a
Zone Range.

The Schindler Zone Matrix dialog box displays the Zones available in the Schindler Elevator System.

A Zone Matrix Schedule is associated to indicate, when the selected zones will be accessible for the schedule period and for
the respective clearance associated to the matrix.

Number of Zones depends upon the configuration in Schindler Elevator System.

Maximum value of Zone supported is 255.

NOTE
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Figure 44: Schindler Zone Matrix Dialog Box (New Protocol)

B8l schindier Zone Matrix - LM1

|5 Save and Close

Name:

Description:

Partition:

General

Default
Elevator System 161 ES New
Clearance Name  |CLR 1 [Defaut] [=1[~]
Zone Matrix Schedule 'sch1 [Defaut] [l - ]
Zone range 0 - 0

N _ Floor 1 Low Risa'|:| Floor 2 Low Hise'D Floor 3 Low Ris

[[] Floor 4 Low HlseD Floor 5 Low Rlsa|:| Floor 6 Low HI!GD Floor 7 Low Ris
|:| Floor 8 Low HlseD Floor 9 Low Rlsa|:| Floor 10 Low HlsD Floor 11 Low Ri
|:| Basement High F. [] Fleor 1 High Hl=1|:| Floor 2 High Fhle Floor 3 High Ris
|:| Floor 4 High Fh.uD Floor 5 High Fh.«|:| Floor & High FhsuD Floor 7 High Ris
|:| Floor B High RmD Floor 9 High Hm|:| Floor 10 High HI'D Floor 11 High Ri
'|:| Floor 12 High HI!D Floor 13 High Ftu|:| Floor 14 High HI!D Floor 15 High Ri
'|:| Floor 16 High HisID Floor 17 High Fti:'|:| Floor 18 High F{islm Floor 19 High Ri
[ ] Floor 20 High Rif[ ] Floor 21 High Ris[ ] Floor 22 High Ri{[ ] Floor 23 High Ri
[ ] Floor 24 High Ris[ ] Floor 25 High Ri¢ '
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Figure 45: Schindler Zone Matrix Dialog Box (Old Protocol)

. Schindler Zone Matrix - LM 127 — b'e
g Save and Close

Name |WINEE |

Elevator System es 127

Clearance Name liei

Zone Matrix Schedule  [Never e
Zone range 0 - 20
Landing Matrix
» CCT 02 O: O« [O0s O [O7
Os [J8 Ow On Oz E1 Fu O5
O 0w 0w Owe O | T [

The User Level Floor Access Matrix is send to Port system even if the clearance(s) is not attached to Profile Name but assigned to
NOTE Zone Matrix and Personnel Record(s).

Hence, If the Personnel Record(s) is or are already synchronized in the Port system then the User Floor Access Rights are
granted.

Clearance and Schedule should be unique for each matrix.
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Unrestricted Zone Matrix (Building Level Floor Access)

The Schindler Unrestricted Zone Matrix (Building Level Floor Access) is used to assign the building level floor access rights to
the Users.

The Schindler Elevator System must be configured before you can access this Unrestricted Zone Matrix (Building Level

NOTE Floor Access).

To Access the Unrestricted Zone Matrix (Building Level Floor Access)

1. Right-click the elevator system icon under the Schindler Elevator System folder in the Hardware tree.

2. Select the Schindler Unrestricted Zone Matrix option from the list and then select New.
The Schindler Unrestricted Zone Matrix box opens.

Figure 46: Access the Schindler Unrestricted Zone Matrix Box

Administration Station (Admi

re Tree 1 \

Search

+ Hordware
[ Digital Certificates
+ 2 Componytome
B Cluster
e

S

Bl Schindler Zone Matrix
[B_schnde Unesticedzone vaiie»] e
New Template
X ovtions & Tooks
[ vata views
o Areas andzones
(g vieo
28 versomnel
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Unrestricted Zone Matrix (Building Level Floor Access) Dialog Box

You can create a Schindler Unrestricted Zone Matrix under the Schindler Elevator System as a new Zone Matrix object.
The Unrestricted Zone Access Matrix is associated with the displayed Elevator System .

A Schedule is associated to indicate when the selected zones will be accessible for the scheduled period.

The number of Zones depends upon the configuration of the Schindler Elevator System.

Maximum value of Zone supported is 255.
NOTE

Call Type is restricted to Call by Profile for older protocol versions. Use Call by ID or Call by Profile on the new protocol version.

* Do notupdate "XX" or "YY" on the Call by ID call type on the new protocol version. You can change the name of the Secure/Free
Template as required.

« Do not enter data in empty fields in the Unrestricted Landing Matrix. This will cause problems with the system

Refer to Figure 47 on Page 102, if the new Protocol Version is selected in the elevator system.
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Figure 47: Schindler Unrestricted Zone Matrix Dialog Box (New Protocol: Call by Profile)

8 schindler Unrestricted Zone Matrix - ULM 1

E Save and Close

Name:

Description:

Partition: Default

Elevator System

Call Type

Unrestricted Zone Matrix Shedule
Zone range

Primary Call Type Port
Redundant Call Type Port
Secure Template

Free Template
Landing Matrix

161 ES New

Call by Profile ~

[Never [Defaut] - [~
0 - 0

5050 v

5051 v

Secure XX

Free YY N

» _IZI Floor 1 Low Rise
] Floor 4 Low Rise[A Floor 5 Low Rise
] Floor & Low Rise[] Floor 9 Low Rise
] Basement High R[7| Floor 1 High Ris:

[ Floor 2 Low Rise[] Floor 3 Low Rise
[ Floor 6 Low Rise[7] Floor 7 Low Rise
Floor 10 Low Ris [ Fleor 11 Low Ris
[ Floor 2 High Ris¢[] Floor 2 High Ris

[~] Floor 4 High Ris¢[~] Floor 5 High Ris:
|2 Flloor 8 High Rist[7] Floor 8 High Ris

[A Floor & High Ris¢[~] Floor 7 High Ris:
Floor 10 High Rit[] Floor 11 High Ri

[7] Floor 12 High Risf7| Floor 12 High Ri
[ Floor 16 High Ris[/] Floer 17 High Ri
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Figure 48: Schindler Unrestricted Zone Matrix Dialog Box (New Protocol: Call by ID)

[8] schindler Unrestricted Zone Matrix - ULM 1

|5 Save and Close
Name: |ULM 1
Description:
Partition: Default
General
Elevator System 161 ES New
Call Type Call by ID ~
Unrestricted Zone Matrix Shedule Never [Default] - |[*
Zone range 0 - 0
Primary Call Type Port 5050 ~
Redundant Call Type Port 5051 ~
Secure Template Isec._re XX |
Free Template |F.ee YY |
Landing Matrix

Refer to Figure 49 on Page 104, if the older Protocol Version is selected in the elevator system.

» _@ Floor 1 Low Rise[7] Floor 2 Low Rise[] Floor 3 Low Rise
[~ Floor 4 Low Rise[] Floor 5 Low Rise[] Floor 6 Low ste:g Floor 7 Low Rise
] Floor & Low Rise[/] Floor 9 Low Rise[/] Floor 10 Low Ris [7] Floor 11 Low Ris
(] Basement High F[Z] Floor 1 High Ris{[7] Floor 2 High Ris¢[Z] Floor 3 High Ris

[~ Floor 4 High Ris¢[/] Floor 5 High Ris¢[/] Floor 6 High Ris¢[] Floor 7 High Ris:
I Floor 8 High Ris;@ Floor 3 High Ris¢[/] Fleor 10 High Rit[] Fleor 11 High Ri

[] Floor 24 High Rit[./] Floor 25 High Ri:

[2] Floor 12 High Rit[] Floor 13 High Ri4A Floor 14 High Ris[] Floor 15 High Ri
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Figure 49: Schindler Unrestricted Zone Matrix Dialog Box (Old Protocol: Call by Profile)
. Schindler Unrestricted Zone Matrix - ULM1 old - X

ol Save and Close

Name |
Description:

Partition: Defaul

Elevator System 161 ES old

Call Type Call by Profile

Unrestricted Zone Matrix Shedule [sch1 [Defaut] | v
Zone range 7 - n
Primary Call Type Port 5050 v
Redundant Call Type Port 5050 -
Secure Template Secure XX
Free Template Free YY

Landing Matrix

» o+ 05 0+ 02 D02 oo Oo
O' 02 02 O+ Os os g7 [Os
0e M [¢gn

For older Protocol Version, Secure Template and Free Template fields are disabledsee Figure 49 on Page 104.

NOTE

Unrestricted Zone Matrix (Building Level Floor Access) Definitions

Table 13 on Page 105 describes the Unrestricted Zone Matrix (Building Level Floor Access) fields and buttons.
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Table 13: Unrestricted Zone Matrix (Building Level Floor Access) Definitions

Field/Button

Description

Name Enter a unique name identifying the Schindler Elevator system.
¢ The name is not case-sensitive
e Minimum number of characters: 1
* Maximum number of characters: 100

Description Optional. Enter a description for the Schindler elevator system.

» The description is not case-sensitive.
*  Minimum number of characters: None

¢ Maximum number of characters: 500

Save and Close

Saves the configuration and closes the dialog box.

General Tab

Elevator System Displays the associated elevator systems.

Call Type Select the calltype Callby ID or Call by Profile from the drop-down

U tricted Z

Mgf[(r-}ii ggheedu;)ene Click the selection button E to select a pre-configured
unrestricted zone matrix schedule which is received from C<CURE
9000.

Zone Range Displays the from and to zone range values.

Primary Call Type

Select the pre-configured Primary Call Type Port from the drop-

Port down.
Redundant Call Select the pre-configured Redundant Call Type Port from the drop-
Type Port down
Secure Template Secure Template is editable and can be set to required template
name and has to match with template name in Port Technology
system.
Note:If older protocol version is selected in the elevator system,
then this field is not applicable.

Free Template Free Template is editable and can be set to required template
name and has to match with template name in Port Technology
system..

Note: If older protocol version is selected in the elevator system,
then this field is not applicable.

Landing Matrix Select the pre-configured floors from the list of floors.
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Schindler Personnel Configuration

This chapter describes how to configure the Personnel.

In this chapter

Personnel SynChronization . ... ... 107
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Personnel Synchronization

Personnel Synchronization is a process by which the Personnel records created in CeCURE 9000 are imported to Schindler
PORT technology system. This process has to be implemented only once. Whenever Personnel records in C<CURE 9000 are
added, deleted or updated sync happens automatically. This process can take a long time if a large amount of data needs to be
synchronized.

Ensure the following before you perform the Personnel Synchronization:

B The personnel record has the first and the last name in the C*CURE 9000 Personnel Editor General tab.
For more information, see C.CURE 9000 Personnel Configuration Guide.

B The personnel record has only a maximum of three credential ID in the C<CURE 9000 Personnel Editor Credentials tab.
Note: The Schindler Elevator System supports only a maximum of three credentials.

M The Clearances is added to the personnel record in the C<CURE 9000 Personnel Editor Clearances tab.
For more information, see C.CURE 9000 Personnel Configuration Guide.

B The Clearances is added to the Profile Name tab in Schindler Elevator system.
For more information, Profile Name Tab on Page 63.

« Personnel Synchronization (Full and Differential) option is available when Schindler Elevator
communication status is either online or offline.

NOTE

« When the Schindler driver is stopped, the offline sync does not support the deletion of Personnel record
operations.

« Afterthe changes are made in card formats, Synchronization of Personnel is mandatory.

Progress Bar

1. During synchronization, a warning pop-up box and progress bar appears to alert the user about the progress of the
synchronization as shown in Figure 50 on Page 108.

User cannot Cancel or Stop the ongoing synchronization.

3. Use the Close button to close the pop-up progress box as shown in Figure 51 on Page 108 .

4. Synchronization will continue to complete, even if the progress bar is closed.
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Figure 50: Schindler Synchronization Message

S This will initiate Synchronization and might take some time for

completion!.Are you sure that you want to continue?

Figure 51: Progress Bar in Synchronizing Personnel Objects

404(14264)Personnel records Synchronized

Accessing Personnel Synchronization Action

To Access the Schindler Personnel Synchronization Action

1. Right-click the elevator system icon under the Schindler Elevator System folder in the Hardware tree, and select
Personnel Synchronization, as shown in Figure 52 on Page 108.
The personnel details is getting synced with the Schindler Elevator system, as shown in Figure 53 on Page 108

Figure 52: Accessing the Schindler Personnel Synchronization Action
| —

Hardware

b * | Schindler Elevator System @8- E
16

HadvareTree | Seach |
PRTTRG
v [ 1 I%
s EBUX Delete
=t W setpropety
I . L Find in Audit Log...
=l Find in Journal...

Edit

Bvu Personnel Synchronization...

a bt 161E
.. L Emergency Recall ON...

» B YE  Sschindler Terminal ID ’
»BUE  Schindier Zone Matrix y
*EUE schindler Unrestricted Zone Matrix  »

+ B vomror
v [B] vim2 old ,,|

Figure 53: Synchronizing Personnelwith Schindler Elevator
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Emergency Recall
This chapter describes how to use Emergency Recall.
In this chapter
Emergency ReCall . L 111
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Emergency Recall

Emergency Recall On/OFF function is added as a manual action option in the Elevator system menu. Alternatively, user can
also access this feature from the Schindler Elevator System Edit Dialog box.

Emergency Recall ON/OFF text should be added in the Elevator System GUI and Elevator system should be saved before
Activating Emergency Recall ON /OFF.

Refer Schindler Port HLI Documentation for Emergency Recall feature.

NOTE

Adding Emergency Recall ON/OFF text:
1. Right click on Schindler Elevator System and click Edit. Edit dialog box opens.
2. Enterthe correct text for Emergency Recall ON and Emergency Recall OFF.

3. Click Save and Close button for Schindler Elevator System.

Activating Emergency Recall ON:

1. Toactivate Emergency Recall ON, right-click on the configured Elevator System. The Emergency Recall option is
displayed, as shown in Figure 54.

Figure 54: Emergency Recall option

m C-CURE 9000 - Administration Station (Schindler):[DESKTOP-AIIGBSA]
Operator Help

New Object Partition: Views = ¢
Default v

:

W * Schindler Elevator System v Ay 161 E]
1610

I's]
£

Hardware Tree Search
4 Hardware ~
[0 Digital Certificates
4 |} CompanyName (Partition: Default)
a 161ES(;

Lo B Edit
=
Bl i X Delete
. LM E Set property
= :

. ULN Find in Audit Log...
4 |5f 161014 Find in Journal...

. LM1 Personnel Synchronization...

B

- L2 Emergency Recall ON...

B UK [l  Schindler Terminal ID »

+1 Toshis| [  Schindler Zone Matrix >

——— - Schindler Unrestricted Zone Matrix  »

</ Ontinnc & Tank T

2. Click on Emergency Recall ON. Click Yes to perform the Emergency Recall ON action. The Emergency Recall ON option
changes to Emergency Recall OFF.

Activating Emergency Recall OFF:

1. Toactivate Emergency Recall OFF, right-click on the configured Elevator System. The Emergency Recall option is
displayed, as shown in Figure 54.
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2. Click on Emergency Recall OFF. Click Yes to perform the Emergency Recall OFF action. The Emergency Recall OFF
option changes to Emergency Recall ON.

Accessing Emergency Recall from Elevator System Edit option:

1. Make sure the correct text for Emergency Recall ON and Emergency Recall OFF is added and Elevator System is saved
before setting Emergency Recall ON/OFF.

2. Right click on Schindler Elevator System and click Edit. The Edit dialog box opens.
3. Toset Emergency Recall ON, Click on the "ON" button.
4. To set Emergency Recall OFF, Click on the "OFF" button.

Figure 55: Accessing Emergency Recallfrom the Elevator System Editor

E Schindler Elevator System - 49 new 26, 35 - *

ESaveand Close |

Name: |49 new 26, 35

Description:

] Maintenance Mode

General Triggers Profile Name Credentials  PORTlookup  Status  State images

Server [1p . 47 . 93 . 48

o it P
Protocel Version | 1.2.365.1/1.3.3651 ~
Zerarse 131

Delay between Unrestricted packets(in 2 =
secs) kEI

Live Reporting Port Call Type Port

I ™= Add S, Remove | I = Add S, Remove |

Live Reporting Port Status Call Type Port Status

Online

Emergency Recal Command
ON  [Emergency Recal ON | oN

OFF  [Emergency Recall OFF | | oFF

Emergency Recall option is available only if Schindler Elevator communication status is online.

NOTE

C+CURE 9000 Schindler Elevator System Integration Guide 112



Chapter 9 - Monitoring Schindler Elevator Activity

Monitoring Schindler Elevator Activity

This chapter describes the C.CURE 9000 Monitoring Station Activity Viewer.

In this chapter

C+CURE 9000 Monitoring Station ACtivity VieWer .. 114
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C-CURE 9000 Monitoring Station Activity Viewer

The C<CURE 9000 Monitoring Station Activity Viewer, shown in Figure 56 on Page 114, displays the Schindler access control

activities.

Activities in the list are displayed in rows that contain an icon, the date and time of the activity, the type of activity or object, its
name, the object’s partition name [in brackets], and an activity message. You can select the activity icon to view additional
information about the object, or right-click the icon to display the context menu for more options or to initiate a manual action.

See the C*CURE 9000 Monitoring Station Guide for more information about the Activity Viewer.

Figure 56: Monitoring Station Activity Viewer

& Activity Viewer
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8 4/14/2022 5:47:36 AM
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ﬂ 4/14/2022 5:49:35 AM
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8841142022 5:52:36 AM
41’]4}2022 5:53:35 AM

88411412022 5:54:35 Am

8 4/1412022 5:55:35 AM

D 4/14/2022 5:56:35 AM

m4!14f2022 5:57:36 AM

IEIm-uzom 5:58:35 AM
m4.’]4f2022 6:00:36 AM
m4!14f202 6:01:36 AM

mtﬂ 14/2022 6:02:35 AM

8 4/1412022 6:03:35 AM
D 4/14/2022 6:04:36 AM

S Eed

Activity
Failed Car Allocation at Elevator ‘Schindler-Aus-ES', Bank 'PTDB3-Conf2' Terminal ID : 1.50.15.10 on 2007-08-13 10:46:56 as Invalid Card(SOM - ), Card Type: ‘Mifare', Card Mumber:
0000000080F 1BES600000000000000000000000000000000

Car: '4' is 'Available' at Elevator 'Schindler-Aus-ES [Schindler-Aus]', Bank 'PTDB3-Conf1' on "2013-09-25 09.58:23"

Car: '4' is 'SOM' with 'VIP(650)' at Elevator 'Schindler-Aus-ES [Schindler-Aus]'. Bank 'PTDB3-Conf1" on '2013-09-25 09:58:23'

Car Allocation for ‘Personnel-1, Test' - Company: "Johnson Controls Pvt. Ltd." at Elevator "Schindler-Aus-ES', Bank 'PTDB3-Conf4’ on '2013-08-25 09:58:23', Origin: '0', Destination: '-2'

Car Al at Elevator "Schi Aus-ES', Bank 'PTDB3-Conf1' on '2013-09-25 09:58:23", Origin: ‘0", Destination: *-2'

Car Allocation for "TEMPLATE, ExosTest' at Elevator 'Schindler-Aus-ES', Bank 'PTDE3-Conf1' on '2014-06-24 08:49:43', Origin: "0, Destination: 'Floor-THR'

Access Message al Elevator "Schindler-Aus-ES', Bank 'PTDB3-Coni2' on '2019-01-18 11:43:34", Origin: '70', Destination: '110' by 'Personnel-1, Test' - Company: Johnson Controls Pvi. Lid. Action: 'success'
Access Message at Elevator "Schindler-Aus-ES', Bank 'PTDB3-Conf2' on '2019-01-18 11:44:01°, Origin: '70', Destination: '110' by 'Personnel-1, Test’ - Company: Johnson Controls Pvt. Ltd. Action: 'access violation®

Access Message at Elevator "Schindler-Aus-ES', Bank 'PTDB3-Coni2' on '2013-09-25 09:58:23', Ongin: '104', Destination: '8' Action: 'access violation due to anti or forward

Access Message at Elevator "Schindler-Aus-ES', Bank 'PTDB3-Coni3' on '2013-09-25 09:58:23", Origin: "104', Destination: '8’ by 'Doe, John({Accounting)' Action: "success’
Car Allocation for 'Personnel-1, Test' - Company: "Johnson Controls Pvt. Ltd.' at Elevator 'Schindler-Aus-ES', Bank 'PTDB3-Conf3' on '2013-09-25 09:58:23', Origin: '0, Destination: '-2"
Car Allocation at Elevator 'Schindler-Aus-ES', Bank 'PTDB3-Conf3' on '2013-09-25 09:58:23', Origin: ‘0", Destination: *-2'

Car Allocation for TEMPLATE, ExosTest' at Elevator 'Schindler-Aus-ES', Bank 'PTDE3-Conf3' on "2014-06-24 08:49:43", Origin: '0', Destination: 'Floor-1HR'

Failed Car Allocation at Elavator 'Schindler-Aus-ES', Bank 'PTDB3-Conf3' Terminal ID - 1.50 15.10 on 2007-08-13 10-46:56 as Invalid Card(SOM - ), Card Type" '
Mifare’, Card Number: 0000000080F 1BE8600000000000000000000000000000000

Car: '4'is "SOM' with 'VIP(650)' at Elevator 'Schindler-Aus-ES [Schindler-Aus]’, Bank 'PTDB3-Conf4’ on '2013-09-25 09:58:23'

Failed Car Allocation at Elevator 'Schindler-Aus-ES', Bank 'PTDB3-Conf2' Terminal ID - 1.50.15.10 on 2007-08-13 10:51:34 as No Lift to Zone: FL-1HR, Floor: Floor-3HR, Reason: "Jobmanager suspended’

Failed Car Allocation at Elevator 'Schindler-Aus-ES', Bank 'PTDB3-Conf2' Terminal ID

Failed Car Allocation at Elevator ‘Schindler-Aus-ES', Bank 'PTDB3-Conf2' Terminal ID
Johnson Controls Pvi. Ltd.

Failed Car Allocation at Elevator ‘Schindler-Aus-ES', Bank 'PTDB3-Conf2' Terminal ID
0000000080F1BESE00000000000000000000000000000000

Failed Car Allocation at Elevator ‘Schindler-Aus-ES', Bank 'PTDB3-Conf2' Terminal ID
Controls Pvt. Ltd.

Failed Car Allocation at Elevator ‘Schindler-Aus-ES', Bank 'PTDB3-Conf2' Terminal ID
John{Accounting) - Company: Johnson Controls Pvt. Ltd.

Failed Car Allocation at Elevetor ‘Schindler-Aus-ES', Bank 'PTDB3-Conf2' Terminal ID
0000000080F1BESE00000000000000000000000000000000

Car: '4'is -Aus-ES [Schindler-Aus]', Bank 'PTDB3-Conf1' on '2013-09-25 09:58:23"

1.49.15.5 on 2007-08-13 13:44:04 as No Lift to Zone: 3, Floor: Floor-1HR, Reason: 'Destination locked'
1.49.156.5 on 2007-08-13 13:44:04 as No Lift to Zone: 3, Floor: Floor-1HR, Reason: 'Destination locked' , Doe, John(Accounting) -

: 1.50.15.10 on 2007-08-13 10:46:56 as Invalid Card(SOM - ), Card Type: 'Mifare', Card Number:
1.50.15.10 on 2007-08-13 10:47:49 as No Access to Floor Floor-2HR, Reason’ 'No access' , Doe, John{Accounting) - Company:
1.50.15.10 on 2007-08-13 10:51:34 as No Lift to Zone: FL-1HR, Floor: Floor-3HR, Reason: "Jobmanager suspended' , Doe,

1.50.15.10 on 2007-08-13 10:46:56 as Invalid Card(SOM - ), Card Type: Mifare’, Card Number

' at Elevator '

Car: '4'is "SOM" with 'VIP(650)' at Elevator 'Schindler-Aus-ES [Schindler-Aus]’, Bank 'PTDB3-Confl" on '2013-09-25 09:58:23'

Live Reporting

Live reporting is used for reporting the actual activity of the elevator passengers.

Activities in the list are displayed in rows that contain the server date and time, the 1st object name (Elevator System), the 2nd
object name (Personnel Name), the 3rd object name (Origin/From/Zone), the 4th object name (Destination/To/Floor), and
followed by an activity message text.

The respective fields will be displayed [Object 3 & Object 4] only if the field values match with the PORT

NOTE lookup table defined in the Elevator Object.
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Figure 57: Live Reporting - Journalling

[£3] Dynamic View - Journal View - a X
vies - 63 Z 01 BB ¥ 22 B Count: 54
Message Type Server Date/Tim Message Date/Ti  Object 1 Name Message Text =
o m o] o] ® o] ]
Schindler 4/14/20225:11:  4/14/20225:11:35  Schindler-Aus Falled Car Allocation at Ele\mlur ‘Schindler-Aus-ES', Bank 'PTDB3-Conf2' Terminal ID - 1.49.15.5 on 2007-08-13 13:44:04 as No Lift to Zone: 3, Floor: Floor-1HR, Reason:
Elevator -ES locked' , Doe, Ji - Company: Johnson Controls Pvt. Ltd.
Mo e
Schindler 4114/20225:12:  4/14/2022 5:12:35  Schindler-Aus Failed Car Allocation at Elevator 'Schindler-Aus-ES', Bank 'PTDB3-Conf2' Terminal ID : 1.50.15.10 on 2007-08-13 10:46:56 as Invalid Card(SOM - ), Card Type: 'Mifare', Card
Elevator -ES Number: 0000000080F 1BE8600000000000000000000000000000000
e
Schindler 4114/20225:14:  4/14/2022 5:14:35  Schindler-Aus  Failed Car Allocation at Elevator "Schindler-Aus-ES', Bank 'PTDB3-Conf2' Terminal ID - 1.50.15.10 on 2007-08-13 10:47:49 as No Access to Floor: Floor-2HR, Reason: ‘No
E -ES access', Doe, John(Accounting) - Company: Johnson Controls Pt. Ltd.
Schindler 4/14/2022 5:15:  4/14/2022 5:15:36  Schindler-Aus  Failed Car Allocation at Elevator 'Sc:hmdler AIIS ES', Bank 'PTDB3-Conf2' Terminal 1D : 1.50.15.10 on 2007-08-13 10:51:34 as No Lift to Zone: FL-THR, Floor: Floor-3HR,
Elevator -ES Reason: " , Doe, - Company: Johnson Controls Pvt Ltd.
e
Schindler 4114/2022516:  4/14/2022 5:16:35  Schindler-Aus  Failed Car Allocation at Elevator 'Schindler-Aus-ES', Bank 'PTDB3-Conf2' Terminal ID : 1.50.15.10 on 2007-08-13 10:46:56 as Invalid Card(SOM - ), Card Type: 'Mifare', Card
Elevator -ES Number: 1BE:
Mo
Schindler 4114/2022 5:17:  4114/2022 5:17:35  Schindler-Aus  Car: '4' is 'Available’ at Elevator 'Schindler-Aus-ES [Schindler-Aus], Bank 'PTDB3-Conf1' on "2013-09-25 09:58:23"
Il d
Schindler 414/20225:18:  4/14/20225:18:35  Schindler-Aus  Car: '4' is "'SOM' with "VIP(850)" at Elevator 'Schindler-Aus-ES [Schindler-Aus], Bank 'PTDB3-Conf1' on '2013-09-25 09:58:23'
Elevator Es

Schindler
Elevator
Schindler
Elevator
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Car Allocation for ‘Personnel-1, Test - Company: "Johnson Controls Pvt. Ltd." at Elevator "Schindler-Aus-ES', Bank 'PTDB3-Conf4' on "2013-09-25 09:58:23', Origin: '0'
Destination: 2"

Car Allocation at Elevator 'Schindler-Aus-ES’, Bank "‘PTDB3-Conf1" on "2013-09-25 09:58:23', Ongin: '0', Destination: -2'

Car Allocation for "TEMPLATE, ExosTest' at Elevalor 'Schindler-Aus-ES', Bank 'PTDB3-Conf1' on '2014-06-24 08:49:43', Origin: ‘0", Deslination: ‘Floor-1HR"

Access Message at Elevator 'Schindler-Aus-ES', Bank 'PTDB3-Conf2' on "2019-01-18 11:43:34', Origin: '70', Destination: '110" by ‘Personnel-1, Test' - Company: Johnson
Controls Pvi Lid. Action: 'success’

Access Message at Elevator "Schindler-Aus-ES', Bank 'PTDB3-Conf2' on 2019-01-18 11:44:07", Origin: 70", Destination: '110" by ‘Personnel-1, Test' - Company: Johnson
Controls Pvi Lid. Aclion: "access violation

Access Message at Elevator 'Schindler-Aus-ES', Bank 'PTDB3-Conf2' on '2013-08-25 09:58:23', Onigin: "104', Destination: '8’ Action: ‘access violation due to anti-passback or
forward credentialling’

Access Message at Elevator "Schindler-Aus-ES', Bank 'PTDB3-Conf3' on "2013-08-25 09:58:23', Origin: 104", Destir ‘8" by ‘Doe, Agclion: "success’
Car Allocation for ‘Personnel-1, Test - Company: 'Johnson Controls Pvi. Ltd." at Elevator Schindler-Aus-ES’, Bank 'PTDB3-Conf3' on "2013-09-25 09:58:23', Origin: '0',
Destination: 2"

Car Allocation at Elevator 'Schindler-Aus-ES’, Bank 'PTDB3-Conf3’ on "2013-09-25 09:58:23', Origin: '0', Destination: -2'

Car Allocation for TEMPLATE, ExosTest' at Elevator 'Schindler-Aus-ES', Bank 'PTDB3-Conf3' on '2014-06-24 08:49:43', Origin: ‘0", Destination: 'Floor-1HR"
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10

Journal and Audit Messages

This chapter describes the Journal and the Audit messages and how to locate them.

In this chapter

Journal and Audit LOg MeSSages ... o o oL 117
Locating Schindler Objects inthe Journal . . .. 118
Locating Schindler Audit Log ENtries ... 120
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Journal and Audit Log Messages

Table 14 on Page 117 lists the journal messages reported by the Schindler Elevator System to the C<CURE 9000 database.

All configuration changes to the CCURE 9000 database are recorded to the Audit Log.

Table 14: Journal Log Messages

Category Object State Changes Message Description
Online <name of the Elevator System>is Online
Object Change State Elevator System
Offline <name of the Elevator System> is Offline
Start System Activity: Schindler Elevator Driver Service started on
System Activity Driver computer <computer name>
Stop System Activity: Schindler Elevator Driver Service stopped on
computer <computer name>
Synchronizing Personnel records Synchronizing for <name of the Elevator
System>
Personne.l . Personnel Finished Synchronization Personnel records Finished Synchronization for <name of the
Synchronization Elevator System>
Fault Synchronization Personnel records Fault Synchronization for <name of the Elevator
System>
<Operator Name> belongs to DirectCall call type
Call Type Terminal ID NA <Operator Name> belongs to CallByID calltype
<Operator Name> belongs to CallByProfile call type
Emergency Recall Elevator System 1. Emergency RecallON ‘Emergency Recall Status' changed from 'Off' to 'On’
2. Emergency Recall Emergency Recall Command 'Emergency Recall OFF'.
OFF Emergency Recall Command 'Emergency Recall OFF, CallType
Port: 5050'.
Card Format Elevator System Card Format Type '‘Card Format Type' changed from 'Decimal' to 'Pure Wiegand'.
‘Card Format Type' changed from 'Pure Wiegand' to 'Generic
Wiegand'.
'‘Card Format Type' changed from 'Generic Wiegand'to 'Pure
Wiegand'.
Live Reporting Elevator System NA <Car Allocation Message> Server Message Date/Time | Elevator
Message Date/Time | Car Allocation | Last Name | First Name |
Company Name | (Card: Credential #) | at | Elevator System | Bank
Name on Date/Time | Origin: from start (start zone) | Destination: to
(destination zone)
<Failed Car Allocation Message> Server Message Date/Time |
Elevator Message Date/Time | Failed Car Allocation | Last Name |
First Name | Company Name | (Card: Credential #) | at | Elevator
System | Bank Name on Date/Time | Origin: from start (start zone) |
Reason
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Locating Schindler Objects in the Journal

You can search for journal entries related to the Schindler Elevator.

To Locate Journal Entries for a Schindler Elevator Object
1. Right-click a Schindler Elevator object in the Hardware Tree and select Find in Journal from the context menu.
The Query Parameters dialog box opens.

By default the query searches in the Journal for occurrences of the selected Schindler Elevator System object within the
last 7 days.

2. Select Run.
A Query - Journal for dialog box opens displaying the Journal Entries for the Schindler Elevator object.
Alternatively, you can select Modify to modify the query definition, adding or removing query parameters.

Live Reporting for Car Allocation, Failed Car Allocation messages

In Live Reporting Interface, the Integration update allows actual elevator passenger activity to transmit from the Schindler Port
System to C<CURE 9000.

The C-CURE 9000 can get notified about the Car Allocation Message, Failed Car Allocation Messages.
A message is sent to the C*.CURE Monitoring Station that captures the following information:

» Last Name

» First Name

o Company Name

o C+CURE Credential ID#

« Elevator System

» Bank Name

« Origin Floor

 Destination Floor

» Date

o Time.
Below is the example for Car Allocation message, Failed Car Allocation message.
Example Car Allocation Message:

Server Message Date/Time | Elevator Message Date/time | Car Allocation | Last Name | First Name | Company Name | (Card:
Credential #) | at | Elevator System | Bank Name on Date/Time | Origin: from start (start zone) | Destination: to (destination
zone)

Car Allocation for 'Personnel-1, Test' - Company: 'Johnson Controls Pvt. Ltd.' at Elevator 'Schindler-Aus-ES', Bank 'PTDB3-
Conf4' on '2013-09-25 09:58:23', Origin: '0', Destination; '-2'

Refer to Figure 56 on Page 114 to view the C-.CURE 9000 Monitoring Station Activity Viewer.

Example for Failed Car Allocation Message:
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Server Message Date/Time | Elevator Message Date/Time | Failed Car Allocation | Last Name | First Name | Company Name |
(Card: Credential #) | at | Elevator System | Bank Name on Date/Time | Origin: from start (start zone) | Reason

Failed Car Allocation at Elevator 'Schindler-Aus-ES', Bank 'PTDB3-Conf2' Terminal ID : 1.50.15.10 on 2007-08-13 10:51:34 as
No Lift to Zone: FL-1HR, Floor: Floor-3HR, Reason: 'Jobmanager suspended' , Doe, John(Accounting) - Company: Johnson
Controls Pvt. Ltd.

Refer to Figure 56 on Page 114 to view the C-CURE 9000 Monitoring Station Activity Viewer.

Table 15 on Page 119 lists the Reasons for Failed Car Allocation:

Table 15: Failed Car Allocation Reasons

Type Zone Floor | SOM | Reason ct:;;g UISS r PIN Carg:lrum-
No Access X X X
No Lift X X X X
User Expired X
User Not yet X
Valid
Invalid SOM X X X
Invalid PIN x1 X
Invalid Card x1) X X
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Locating Schindler Audit Log Entries

You can search for Audit Log Entries related to the Schindler Elevator objects.

To Locate Audit Log Entries for a Schindler Elevator Object

1. Right-click a Schindler Elevator object in the Hardware Tree and select Find in Audit Log from the context menu.

The Query parameters dialog box opens.
By default the query searches in the Audit Log for occurrences of the selected object within the last 7 days.

2. Select Run.
The Query - Audit Log opens displaying the Audit Log Entries for the Schindler Elevator object.

Alternatively, you can select Modify to modify the query definition, adding or removing query parameters.
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11

Troubleshooting

This chapter describes troubleshooting tips for dealing with issues that may occur during installation of Schindler Test Build
with Fix.

In this chapter

TrOUDIES OO NG . . . 122
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Troubleshooting
Synchronization of Personnel
Follow the steps to avoid errors during a synchronization of Personnel:

Problem

Synchronization of Personnel is not working correctly.

Solution
Follow the steps to correct the Synchronization of Personnel:
1. Create the user template in Port Technology system.

2. Make sure that the user template name is matched in CeCURE 9000 Profile Name Tab of Schindler Elevator System.

Live Reporting Port and Call Type Port is not Online

Problem

Live Reporting Port and Call Type Port configured in the Schindler Elevator System is Offline or not coming Online.
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Figure 58: Live Reporting Port - Offline
B schindler Elevator System - Schidnler-Elevator-System -
[ save and Close

Name: [BchenierElevator System

Descnption:

[[] Mantenance Mode
General Tnggers Profle Name Credentals PORT lockup Status State images
Sever 719 . 96 . 110 . 202
Protocel Version 1236517133651 v
Zommnge o X _ g =

Delay between Unrestncted paciosts(in secs) 2 ﬂ

Live Reporting Port Call Type Port
*2Add G- Remove *# Add S~ Remove

Solution
Follow the steps to get the Live Reporting Port Online:

1. Ensure that the correct IP address of the server configured in the Schindler Elevator System.
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Figure 59: Configured IP Address- ES

TR Schincter Elevator System - Schicnles-Eevatoe-Syttem - Y
H Save and Cliose |
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2. Ensure that the Schindler Elevator System Integration driver service is started and Running in the Server Configuration
Application.

Figure 60: Driver Service Running Status

& server Configuration Application - o x
Senvices | Server C ts | Database | Settings | | Encryption
Framework Services

Name: CrossFire Framework Service

Status: Running

- Description Provides support for 2pplications using the CrossFire Framework technology.
Location: EATyco\CrossFire
Version: 4.0.550.580

Name: Crossfire Server Component Framework Service

Status: Running
- Description Provides Management of Server Components in the CrassFire Framework

Loeation: £ATyco\CrossFire
Version: 40580.580
Extension Services

Name: Tyco Web Bridge Description Tyco Web Bridge ~

Start Status: Stopped Location: £ATyco\CrassFire\ServerComponents
Enabled: | Version: 4.0.580.560
Name: American Dynamics TycoAl Driver Service Description Windows Service for TycoAl

Start Status: Not Licensed Location: EATyco\CrassFire\ServerComponents
Enabled: Version:
Namse: Schindier Driver Service Description Windows Service for Schindier Driver

- Status: Running Location: £ATyco\Crossfire\SenverComponents

Enabled: v Version: 5.06.6
‘Name: American Dynamics Halis Driver Service Description Windows Service for Holis

Start Status: Not Licensed Location: E/\Tyco\CrossFire\ServerComponents
Enabled: Version: 22.0.580.580
Name: SoftwareHouse CrossFire Global Search Component Description

Start Status: Stopped Locatlon: £ATyca\CrassFire\ServerCompanents
Enabled: | | Version: 3.0.580.580

Start

Start

Start

Start

Start

Name: SoftwarsHouse CrossFire Report Senver
Status: Stopped

Enabled: ||

Name: SoftwareHouse CrossFire ISTAR Driver Senvice
Status: Stopped

Enabled: |

Name: SoftwarsHouss CrossFire Import Watcher
Status: Stopped

Enabled: |

Name: CrossFire GPI Senvice

Status: Stopped

Enabled: ||

Name: SoftwaseHouse CrossFire apC Driver Service
Status: Stopped

Description Windows Service for CroseFie Report Server
Location: EATyco\CrossFire\ServerComponents
Version: 3.0520.560
Windows Service for iSTAR driver

Location: £ATyco\Crossfire\ServerComponents
Version: 3.0.580.580
Description Windows Service for Crossfire Import Watcher
Location: E\Tyco\CrossFire\ServerComponents
Version: 30580580
Description Windows Service for CrossFire GPI
Lecation: £\ 1) ire\Servert nts
Version: 4.0.580.580
Description Windows Service for apC driver

i ponents

Version: 3.0.580.580

3. Ensure that the version of the Schindler Elevator system driver is compatible with the installed C-CURE 9000 system

version.
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Personnel Synchronization

Follow the steps to avoid errors during a synchronization of Personnel:

Problem

All or few of person’s details are not synchronized or working with the Schindler Elevator System during Personnel

Synchronization.

Solution

Follow the steps to correct the Synchronization of Personnel:

1. Make sure that the Credentials are added to the person under the Credentials tab of the Personnel Profile.

Figure 61: Personnel Syn - Credentials Tab
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2. Make sure that the same or common Clearance is configured under the Personnel Clearance tab and Schindler Elevator

System Profile Name tab.
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Third Party Copyright and Trademarks

This appendix contains the third-party copyright, trademarks and license information.
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Microsoft Limited Public License Information
This software uses QueuedTaskedScheduler part of Microsoft Parallel Extensions Extra Library in assembly

TSP.Enterprise.Server.ConcurrentTaskLibrary.dll under LPL 1.1 license.

MICROSOFT LIMITED PUBLIC LICENSE version 1.1

This license governs use of code marked as “sample” or “example” available on this web site without a license agreement, as
provided under the section above titled “

NOTICE SPECIFIC TO SOFTWARE AVAILABLE ON THIS WEB SITE.” If you use such code (the “software”), you accept
this license. If you do not accept the license, do not use the software.

1. Definitions
The terms “reproduce,
copyright law.

reproduction,” “derivative works,” and “distribution” have the same meaning here as under U.S.

A “contribution” is the original software, or any additions or changes to the software.
A “contributor” is any person that distributes its contribution under this license.
“Licensed patents” are a contributor's patent claims that read directly on its contribution.

2. Grant of Rights

(A) Copyright Grant - Subject to the terms of this license, including the license conditions and limitations in section 3, each
contributor grants you a non-exclusive, worldwide, royalty-free copyright license to reproduce its contribution, prepare
derivative works of its contribution, and distribute its contribution or any derivative works that you create.

(B) Patent Grant - Subject to the terms of this license, including the license conditions and limitations in section 3, each
contributor grants you a non-exclusive, worldwide, royalty-free license under its licensed patents to make, have made, use,
sell, offer for sale, import, and/or otherwise dispose of its contribution in the software or derivative works of the contribution in
the software.

3. Conditions and Limitations

(A) No Trademark License- This license does not grant you rights to use any contributors’ name, logo, or trademarks.

(B) If you bring a patent claim against any contributor over patents that you claim are infringed by the software, your patent
license from such contributor to the software ends automatically.

(C) If you distribute any portion of the software, you must retain all copyright, patent, trademark, and attribution notices that are
present in the software.

(D) If you distribute any portion of the software in source code form, you may do so only under this license by including a
complete copy of this license with your distribution. If you distribute any portion of the software in compiled or object code form,
you may only do so under a license that complies with this license. (E) The software is licensed “as-is.” You bear the risk of
using it.

The contributors give no express warranties, guarantees or conditions. You may have additional consumer rights under your
local laws which this license cannot change.

To the extent permitted under your local laws, the contributors exclude the implied warranties of merchantability, fithess for a
particular purpose and non-infringement.

(F) Platform Limitation - The licenses granted in sections 2(A) and 2(B) extend only to the software or derivative works that you
create that run directly on a Microsoft Windows operating system product, Microsoft run-time technology (such as the .NET
Framework or Silverlight), or Microsoft application platform (such as Microsoft Office or Microsoft Dynamics).
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Appendix B - Schindler Elevator FAQ

Schindler Elevator FAQ

This appendix contains a list of commonly asked questions and answers about Schindler Elevator Integration.
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Schindler Elevator Frequently Asked Questions (FAQ)

How do you investigate if the Schindler Elevator Integration service does not start or stop properly?

If the Schindler Elevator Integration service cannot start or stop automatically, then you can open the trace view to quickly
check the reason, as defined below.

1. Open Run window and type eventvwr.msc.
2. GotoWindows Logs and Application.

3. Search for the entry related to Schindler Elevator service and check the error.

How do you validate the connection between C<CURE 9000 Security and Event Management System
(Schindler Integration Driver) and Schindler Port Technology Server?

To check the connection, follow the procedure below:

1. Verify the IP address provided in the Schindler Elevator System General tab.

2. If the correct IP address is provided, the C<CURE 9000 is connected to the Schindler Elevator System. The online
message is displayed in the Monitoring Station as shown below.

141242015 4:37:30 PM "Schindler_Elewator_1" iz online

Schindler_Elevator_1 is the Schindler Elevator object created in C«CURE 9000.
3. Verify that the Database Interface Port should be 4040.
If any of the ports are not online, follow the steps below:
1. Open command prompt.

2. Type netstat -a.
3. Thelocal address (IP:Port) state should be established.

How do you check if Personnel Synchronization is in process?
To check the Personnel Synchronization, follow the procedure below:

1. When the user performs the Personnel Synchronization, the message is displayed in the Monitoring Station.

2. Verify the personnel records that are sent to the Schindler Elevator System during synchronization in the Diagnostics View
and Wireshark log.

3. Verify the Personnel Synchronization failure in the Diagnostics View.

4. The Diagnostics View displays an error message, if the clearances are not added in the Profile Name tab.

To enable the Trace View:

1. Open the Server Configuration Application.

2. Click on top right corner of the window (below to close button) 5 times.
3. Diagnostics tab appears and click on Diagnostics tab.
4

Click on Connect button and validate the button to turn red.
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5. All the Switches appears in red.
6. Click on Schindler Integration Switch 3 times and make it green.

7. Now the logs will be captured in the diagnostics.
To enable the Wireshark log:

1. Open Wireshark, go to Capture and Input tab and then select the Ethernet as interface and click Start.

2. Onthefilter, add tcp.port == 4040 and filter. Now the logs will be captured in the Wireshark log.

How do you verify the Call Type Dispatch?

Swipe the card on the Reader. Check the card admit or reject message in the C-CURE 9000 monitoring station. The call type
logs are captured in the Diagnostics View and in the Monitoring Station.

It is advised to maintain a time gap of 5 sec between card swipes for Schindler Elevator System to process the
admit or reject of the card.

NOTE

Why is the Profile Name tab used in the Schindler Elevator System?

The Profile Name tab is used to assign Clearances to Schindler Personnel. The Clearance Name should match the Profile
Name defined in the Schindler PORT Technology System.

What is the Unrestricted Zone Matrix?

The Unrestricted Zone Matrix is also called User Floor Access Rights, this is where all the elevator passengers are allowed to
access select floors without any restriction during a scheduled period of time.

What is the Zone Matrix?

The Zone Matrix is also called Building Floor Access Restriction, this is where the elevator passengers are allowed to access
floors based on the Clearance assigned to the Personnel and Zone Matrix during a scheduled period of time.

What is Live reporting?

Live reporting is used for reporting the actual activity of the elevator passengers.

Example: A passenger is allowed to use the elevator or not is based on the card swiping (If a passenger is allowed to
use the elevator, the report shows which elevator he is using and to which floor or zone he is traveling to (or) If a
passenger is not allowed to use the elevator, the report shows a specified reasons).

What are the ports used by Schindler Elevator Integration?

The Schindler Elevator Integration uses 3 ports for its communication and data transfer as mentioned below:

« 4040 is used for the database interface port. This port is the address of the Schindler Elevator for Personnel
Synchronization.

« 5050 is used for the call type port. This port is the address of the Schindler Elevator for call type.

« 6060 is used for the live reporting port. This port is used to report the activity, such as Schindler Elevator car allocation,
failed allocation etc. from the Schindler Port Elevator System to CeCURE 9000.
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What is Number of Zones?

These are the number of floors (Zones) configured or available in the Schindler PORT Technology System. The same number
of Zones must be enabled in the Unrestricted Zone Matrix (Building Level Floor Access) and Zone Matrix (User Level Floor
Access).

NOTE Maximum value of Zone supported is 255.

What is progress bar and why it is used?

For Personnel Synchronization, a warning pop-up box and progress bar appears to alert the user about the progress of the
synchronization. Refer to Figure 62 on Page 131.

Figure 62: Synchronization Message
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Progress bar shows the status of personnel getting synchronized with the Schindler Elevator System. Refer to Figure 63 on
Page 131

Figure 63: Progress Bar
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Why is 16-digit card number is used?
A 16-digit card number is used, when the customer opts to use only the card number and not the facility code and issue code.

In this instance, the facility code and issue code should be unchecked from the Credential tab and the 16-digit card number
should be provided to the personnel card number, refer to Figure 35 on Page 72. Zeros will need to be added to the beginning of
the card number, in order to complete the 16- digit number if the card number falls below 16 digits.

The largest card number# supported by the current plugin is 0x7FFFFFFF (limit of integer: 231 - 1 on a 32-bit platform), which
in decimal = 2147483647.

What is Pure Wiegand or Generic Wiegand card format?

Pure Wiegand or Generic Wiegand card format covers any format up to 64-bits.
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Pure Wiegand supports 64-bit raw card numbers, Generic Wiegand supports 56-bit raw card numbers. 8 bits are prefilled with
Wiegand length.

Refer to Figure 35 on Page 72.
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